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» WARNING ¥

Thank you for purchasing automation equipment from Automationdirect.com®, doing business as,
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs or
uses this equipment should read this publication (and any other relevant publications) before installing or
operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area to area
and usually change with time. It is your responsibility to determine which codes should be followed, and
to verify that the equipment, installation, and operation is in compliance with the latest revision of these
codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be local
regulatory or government offices that can also help determine which codes and standards are necessary for
safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale as
on-line control equipment in hazardous environments requiring fail-safe performance, such as in the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the product could lead directly to death,
personal injury, or severe physical or environmental damage (“High Risk Activities”). AutomationDirect
specifically disclaims any expressed or implied warranty of fitness for High Risk Activities.

For additional warranty and safety information, see the Terms and Conditions section of our catalog.
If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was printed. At
AutomationDirect we constantly strive to improve our products and services, so we reserve the right to
make changes to the products and/or publications at any time without notice and without any obligation.
This publication may also discuss features that may not be available in certain revisions of the product.

This publication may contain references to products produced and/or offered by other companies. The
product and company names may be trademarked and are the sole property of their respective owners.
AutomationDirect disclaims any proprietary interest in the marks and names of others.

Copyright 2021, Automationdirect.com® Incorporated

All Rights Reserved

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior, written
consent of Automationdirect.com® Incorporated. AutomationDirect retains the exclusive rights to all
information included in this document.



~ ADVERTENCIA ¥

Gracias por comprar equipo de automatizacién de Automationdirect.com®. Deseamos que su nuevo equipo de
automatizacion opere de manera segura. Cualquier persona que instale o use este equipo debe leer esta publicacién
(y cualquier otra publicacién pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cddigos de seguridad
locales o nacionales aplicables que regulan la instalacién y operacién de su equipo. Estos cédigos varian de 4drea
en 4rea y usualmente cambian con el tiempo. Es su responsabilidad determinar cuales cddigos deben ser seguidos
y verificar que el equipo, instalacidn y operacién estén en cumplimiento con la revisién mas reciente de estos
codigos.

Como minimo, debe seguir las secciones aplicables del Cédigo Nacional de Incendio, Cédigo Nacional Eléctrico,
y los c6digos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber oficinas de
normas locales o del gobierno que pueden ayudar a determinar cuales c6digos y normas son necesarios para una
instalacién y operacién segura.

Si no se siguen todos los cédigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias a personas.
No garantizamos los productos descritos en esta publicacién para ser adecuados para su aplicacién en particular, ni
asumimos ninguna responsabilidad por el disefio de su producto, la instalacién u operacién.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para uso o
reventa como equipo de control en linea en ambientes peligrosos que requieren una ejecucién sin fallas, tales
como operacién en instalaciones nucleares, sistemas de navegacién aérea, o de comunicacién, control de
trdfico aéreo, mdquinas de soporte de vida o sistemas de armamentos en las cuales la falla del producto puede
resultar directamente en muerte, heridas personales, o dafios fisicos 0 ambientales severos (“Actividades de Alto
Riesgo”). Automationdirect.com especificamente rechaza cualquier garantfa ya sea expresada o implicada para
actividades de alto riesgo. Para
informacién adicional acerca de garantia e informacién de seguridad, vea la seccién de Términos y Condiciones de
nuestro catdlogo. Si tiene alguna pregunta sobre instalacién u operacion de este equipo, o si necesita informacién
adicional, por favor lldmenos al nimero 770-844-4200 en Estados Unidos. Esta publicacién estd basada en la
informacién disponible al momento de impresién. En Automationdirect.com nos esforzamos constantemente
para mejorar nuestros productos y servicios, as{ que nos reservamos el derecho de hacer cambios al producto y/o
a las publicaciones en cualquier momento sin notificacién y sin ninguna obligacién. Esta publicacién también
puede discutir caracteristicas que no estén disponibles en ciertas revisiones del producto.

Marcas Registradas

Esta publicacion puede contener referencias a productos producidos y/u ofrecidos por otras compaiiias. Los nombres de las compaiifas y
productos pueden tener marcas registradas y son propiedad Gnica de sus respectivos duefios. Automationdirect.com, renuncia cualquier
interés propietario en las marcas y nombres de otros.

PROPIEDAD LITERARIA 2021, AUTOMATIONDIRECT.COM® INCORPORATED
Todos los derechos reservados
No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo consentimiento por escrito
de Automationdirect.com® Incorprated. Automationdirect.com retiene los derechos exclusivos a toda la informacién incluida en
este documento. Los usuarios de este equipo pueden copiar este documento solamente para instalar, configurar y mantener el equipo
correspondiente. También las instituciones de ensefanza pueden usar este manual para propdsitos educativos.



» AVERTISSEMENT »

Nous vous remercions d’avoir acheté I'équipement d’automatisation de Automationdirect.com®, en faisant des affaires
comme, AutomationDirect. Nous tenons a ce que votre nouvel équipement d’automatisation fonctionne en toute
sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente publication (et toutes les autres
publications pertinentes) avant de I'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problemes de sécurité, vous devez respecter tous les codes locaux

et nationaux applicables régissant l'installation et le fonctionnement de votre équipement. Ces codes different d’'une
région a l'autre et, habituellement, évoluent au fil du temps. Il vous incombe de déterminer les codes a respecter et de
vous assurer que 'équipement, l'installation et le fonctionnement sont conformes aux exigences de la version la plus
récente de ces codes.

Vous devez, 4 tout le moins, respecter toutes les sections applicables du Code national de prévention des incendies,
du Code national de I'électricité et des codes de la National Electrical Manufacturer’s Association (NEMA). Des
organismes de réglementation ou des services gouvernementaux locaux peuvent également vous aider & déterminer les
codes ainsi que les normes A respecter pour assurer une installation et un fonctionnement stirs.

L’omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages 4 I'équipement
ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits décrits dans cette publication

conviennent a votre application particuliere et nous n’assumons aucune responsabilité 4 I'égard de la conception, de
linstallation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour l'utilisation ou la revente en
tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant une sécurité absolue, par
exemple, 'exploitation d’installations nucléaires, les systemes de navigation aérienne ou de communication, le contrdle
de la circulation aérienne, les équipements de survie ou les systémes d’armes, pour lesquels la défaillance du produit
peut provoquer la mort, des blessures corporelles ou de graves dommages matériels ou environnementaux («activités a
risque élevé»). La société AutomationDirect nie toute garantie expresse ou implicite d’aptitude & 'emploi en ce qui a
trait aux activités & risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section Modalités et
conditions de notre documentation. Si vous avez des questions au sujet de I'installation ou du fonctionnement de cet
équipement, ou encore si vous avez besoin de renseignements supplémentaires, n’hésitez pas a nous téléphoner au

770-844-4200.

Cette publication s’appuie sur I'information qui éait disponible au moment de 'impression. A la société
AutomationDirect, nous nous efforgons constamment d’améliorer nos produits et services. C’est pourquoi nous nous
réservons le droit d’apporter des modifications aux produits ou aux publications en tout temps, sans préavis ni quelque
obligation que ce soit. La présente publication peut aussi porter sur des caractéristiques susceptibles de ne pas étre
offertes dans certaines versions révisées du produit.

arques de commerce

La présente publication peut contenir des références 4 des produits fabriqués ou offerts par d’autres entreprises. Les
désignations des produits et des entreprises peuvent étre des marques de commerce et appartiennent exclusivement &
leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les autres marques et désignations.

Copyright 2021, Automationdirect.com® Incorporated
Tous droits réservés

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque fagon que ce soit sans le
consentement préalable écrit de la société Automationdirect.com® Incorporated. AutomationDirect conserve les
droits exclusifs & 'égard de tous les renseignements contenus dans le présent document.
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Introduction
The Purpose of this Manual

Thank you for purchasing our C-more® Touch Panel family of products. This manual
describes AutomationDirect.com’s C-more Touch Panels, their specifications, included
components, available accessories and provides you with important information for
installation, connectivity and setup. The manual shows you how install, wire and use the
products. It also helps you understand how to interface the panels to other devices in a
control system.

This user manual contains important information for personnel who will install the touch
panels and accessories, and for the personnel who will be programming the panel. If you
understand control systems that make use of operating interfaces such as the C-more touch
panels, our user manuals will provide all the information you need to get, and keep your
system up and running.

Supplemental Manuals

If you are familiar with industrial control type devices, you may be able to get up and running
with just the aide of the Quick Start Guide that is included with each touch panel. You can
also refer to the On-line help that is available in the C-more programming software for more
information about programming the panel.

Technical Support

We strive to make our manuals the best in the industry. We rely on your feedback to let
us know if we are reaching our goal. If you cannot find the solution to your particular
application, or, if for any reason you need technical assistance, please call us at:

770-844-4200

Our technical support group will work with you to answer your questions. They are available
Monday through Friday from 9:00 A.M. to 6:00 P.M. Eastern Time. We also encourage you
to visit our web site where you can find technical and non-technical information about our
products and our company.

http://c-more.automationdirect.com
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Conventions Used

e

——| The word NOTE: in boldface will mark the beginning of the text.

—| When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate right will be a special note.

right will be a warning. This information could prevent injury, loss of property, or even death (in
extreme cases). The word Warning: in boldface will mark the beginning of the text.

C When you see the “exclamation mark” icon in the left-hand margin, the paragraph to its immediate

Key Topics for Each Chapter
The beginning of each chapter will list the key topics

that can be found in that chapter.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 1 - Getting Started

Some of the features designed into the product to provide excellent hardware and software are

n Product Overview

14 |

listed below.

* Analog touch screen (no touch cell boundaries). The touchscreen is designed to respond to a single
touch. If it is touched at multiple points at the same time, an unexpected object may be activated.

* Plenty of memory and methods to get data in/out of the panel

* Overlapping active devices on the touch screen

* 65,536 colors for enhanced graphics

* Screen resolutions up to 1024 X 768 pixel

* HDMI Video Output on 12-inch and 15-inch models.

¢ Built-in FTP client/server, E-mail client, and Web server

* Audio output port - stereo, requires amplifier and speaker(s) (full feature units only)
* User configurable LED on the front of the panel

* Built-in project simulation; test on PC while developing

¢ Ethernet 10/100Base-T communications (not available on EA9-T6CL-R)

* 15 pin serial port with RS-232, RS422/485

* 3-wire terminal block RS-485 port and RJ12 RS-232 port (full feature units only)
* Programming via USB or Ethernet (Ethernet not available on EA9-T6CL-R)

* Optional AC/DC power adapter (EA-AC)

* Animation of bitmaps and objects

* Thousands of built-in symbols and Windows fonts

* PID face plate, trending, alarming and a recipe database

* Event Manager to trigger actions based on assigned state changes, schedules, PLC tag names, etc.
setup in a database environment. The event can also trigger a sound byte, initiate a screen capture,
send a data file (FTP), send an E-mail, etc.

* Trend Data logging
¢ Internet Remote Access

¢ Customizable label on the front of the panel
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Quick Start Steps
Step 1 — Unpack and Inspect

a.) Unpack the C-more Touch Panel from its shipping carton. Included in the carton are the

following:

* C-more Touch Panel
* cutout template

* mounting clips

* DC power connector

* gasket

* logo label
* Quick Start Guide

Quick Start
Guide

Cutout Template*

DC power connector
Logo Label*

*Not included with EA9-T7CL-R and EA9-T7CL.

Shipping Carton Contents

AC Power Adapter
EA-AC

b.) Unpack any accessories that have
been ordered, such as: AC/DC
Power Adapter, programming cable,
communications cable, etc.

c.) Inspect all equipment for
completeness. If anything is missing
or damaged, immediately call

the AutomationDirect® returns

department @ 1-800-633-0405.

Mounting Clips

Optional Accessories

USB Pen Drive
USB-FLASH

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Step 2 — Install Optional Hardware Accessories

AC / DC Power Adapter

EA-COMCON-3A

\ DSUB Port Adapter

C-more Touch Panel

16 |

EA-ECOM
Expansion Module

\ ‘ EA-X-COV2

Screen Protector

AN

N

4

EA-SD-CARD
SD Card

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Step 3 — Become Familiar with Available Communication Ports

Port 2
<> B Sserial Communication
RS-485 \

SD Card Slot 1

A\ SD Card Slot 2

Port 3
<> W RJ12 Serial Communication —— |
RS-232C

Pin Signal
1 jov
1 6 \
2 |NC. USB Port - Type B
3 |RXD Programming
4 |TXD Pin Signal
5 |N.C. 1 NG
6 |ov 2 b
3 |D+
4 |GND
Shell |Shield
= @ HDMI Port Video Out
[ ]
PLC Serial Communications
RS-232C / RS-485 Ethernet 10/100 Base-T USB Port - Type A
&> PLC Communications, USB Device Options
Programming/Download Pin S
Pin Signal Pin Signal 1 Vbus
1 |TD+ 5 |do not use
Pin Signal Pin Signal Pin Signal > o s TrD 2 D-
1 |Frame GND 6 |LE (for DH485) | 11 |TXD+ (422/485) 7 Tror T Ine 3 b+
2 |TXD (232C) 7 |CTS (2320) 12 |TXD- (422/485) - 4 |GND
4 |do not use 8 |N.C
3 |RXD (232C) 8 |RTS (232C) 13 |Term. Resistor SHELL |Shield
4 |DoNotConnect | 9 |RXD+(422/485) | 14 [N.C. Link Status LED (Green) Network Speed LED (Yellow)
5 |Logic GND 10 |RXD- (422/485) | 15 |N.C. Ethernet Linked on | 100M
[©ifliNo Ethernet Comm.| o 10M
PR Comm. Activity 1 8

<> Note: Device is not available on Base Feature touch panel EA9-T6CL-R

H Note: Device is not available on Base Feature touch panels EA9-T7CL-R and EA9-T15CL-R
@ Note: Device is only available on touch panels EA9-T12CL and EA9-T15CL.

A\ Note: Device is only available on touch panels EA9-T12CL, EA9-T15CL and EA9-T15CL-R.

NOTE: See Chapter 2: Specifications and Chapter 6: PLC Communications for additional details on the available
communication ports, protocols and cables.
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Step 4 — Install the Programming Software and Develop a Project

18 |

Download the latest version of the C-more Programming Software, p/n EA9-PGMSW,
from the Automationdirect website. Alternately, if the C-more Programming Software CD is
available, you may install from the software CD. Refer to the AutomationDirect website for
current minimum system requirements for installation.

For software download installation, follow the screen prompts to download and install the
C-more Programming Software.

For CD installation, insert the supplied CD into the PC’s CD drive and navigate to the CD
drive location on the PC. Double-click on EA_Sezup.exe and follow the instructions. If you
need assistance during the software installation, call the AutomationDirect Technical Support
team @ 770-844-4200.

NOTES: Regarding Ethernet access to a C-more panel.

If you intend to take advantage of the methods of remote access to the panel, including the web server, PC remote
access, FTP, iOS or Android app, you need to consider the security exposure in order to minimize the risks to your
process and your C-more panel.

Security measures may include password protection, changing the ports exposed on your network, including a VPN
in your network, and other methods. Security should always be carefully evaluated for each installation. Refer to
Appendix C - Security Considerations for Control Systems Networks.
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Step 5 — Connect Touch Panel to Computer

* Connect a USB Programming Cable, such as p/n USB-CBL-AB15, from a USB type A port on the
PC to the USB type B programming port on the C-more touch panel

* or connect the C-more touch panel and PC together either directly or via an Ethernet switch, and
CATS5 Ethernet cables (full feature panels only)

C-more
PC Touch Panel

USB-CBL-ABxx
USB Cable

Stride™
Ethernet Switch
10/100 Base-T
1 (such as SE2-SW5U)

Ethernet C-more

Touch Panel

> Ethernet CAT5
Cable Auto MDI / MDI-X
Ethernet Port

C-more
Touch Panel

Ethernet CAT5 1 '

Cable

Auto MDI / MDI-X
Ethernet Port

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 1 '9
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Step 6 — Provide Power to the Touch Panel
n * Connect a dedicated 12-24 VDC Class 2 power supply to the DC connector on the rear of the

C-more touch panel, include wiring the ground terminal to a proper equipment ground

* or install a C-more AC/DC Power Adapter, EA-AC, to the rear of the touch panel and connect an
AC voltage source of 100-240 VAC, 50/60Hertz, to its AC connector (see note below)

* then turn on the power source and check the LED status indicators on the front and rear of the
C-more touch panel for proper indication (see next page)

components.

NOTE: A dedicated power supply is recommended. If the power supply also feeds inductive loads such as
solenoids or relays, the transients caused by these loads can affect the operation of the panel or damage panel

NOTE: The AC/DC Power Adapter, EA-AC, is for C-more touch panels only. The adapter is powered from a 100-

240 VAC, 50/60 Hertz power source. The adapter provides 24 VDC @ 1.5 A. Power Fault features help protect data
on an SD memory card during power failures.

° o
DC Wiring
R DC Supply Fuse| ——
Panel Size | Rating | ADC p/n —
6“— 10" 25A | MDL2-5 ° E VY!
12°& 15" | 40A MDL4

+

N
N
N
N

12-24VDC

GND

= ' Equipment
Ground

DC-CON Tighteni

Power connector screw torque

g Torque
70.4 0z-in (0.5 Nm)

Power connector mounting torque

56 0z-in (0.4 Nm)

Power supply cable torque

Recommended AC Supply Fuse
3.0Atime delay, ADC p/n: MDL3

Tightening Torque

71 - 85 oz-in (0.5 - 0.6 Nm)

Power connector mounting torque

71 - 85 oz+in (0.5 - 0.6 Nm)

Mounting flange screw torque

57 - 71 0z-in (0.4 - 0.5 Nm)

& Warning: Use 60 / 75°C copper conductors only.
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Step 6 — Provide Power to the Touch Panel (cont’d)

C-more LED Status Indicators

User Defined LED (Green, Orange & Red)
Off
User Defined
ERefer to online help
B“nkg‘g ile for further details)
Re

H inking

Blinking

Power LED (Green)
On |Power On

Power Off

ARAABAAARA

<

Front View

CPU Status LED (Green, Orange & Red)
Off Power Off

Normal — CPU Run State

Memory Error

B\gé:g\g Watchdog Timer Error
nking

OS Error Serial TXD/RxD LED (Green)

On |Comm. is active
No communication

Eiinking

Power Loss Detection

Rear View
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Step 7 — Access the Touch Panel Setup Screens

* Access the Main Menu of the touch panel System Setup Screens by pressing the extreme upper left
corner of the panel display area for three (3) seconds as shown below.

* Adjust the time and date for the panel by pressing the Setting button on the Main Menu, then press
the Adjust Clock button on the Setting screen.

* Use the right pointing arrows for the time or date display to select the unit to change. Use the up
and down arrows to increment or decrement the value for the selected unit.

* Press OK when done to accept the changes to the time and date in the touch panel or press Cancel
to exit the Adjust Clock setup screen without making any changes.

* Press the Main Menu button on the Setting screen and then the Exit button on the Main Menu
screen to return to the application screen.

@/\
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Step 8 — Choose Touch Panel to Device Cables
The table below shows the PLCs, controllers and protocols supported by the EA9-RHMI.
Ensure your controller and protocol are supported.

Model Protocols
- . Productivity Serial
Productivity Series Productivity Ethernet
Do-more al Do-more Serial
(BRX) Do-more Ethernet
CLICK Modbus (CLICK addressing)
Modbus TCP (CLICK addressing)
K-Sequence
all DirectNET
DLO5/DLOS Modbus (Koyo addressing)
H0-ECOM/H0-ECOM100 Direct L 0GIC Ethernet
DL105 all K-Sequence
D2-230 K-Sequence
K-Sequence
D2-240 DirectNET
K-Sequence
DL205 D2-250/D2-250-1/D2-260/D2-262 Direct NET
Modbus (Koyo addressing)
D2-240/D2-250-1/D2-260 DirectNET
Using DCM Modbus (Koyo addressing)
H2-ECOM/H2-ECOM100 DirectLOGIC Ethernet
AutomationDirect D3-330/330P (Requires the use of a Data Communications Unit) DirectNET
D3-340 Direct NET
K-Sequence
DL305 D3-350 Direct NET
Modbus (Koyo addressing)
DirectNET
D3-350 DCM Modbus (Koyo addressing)
K-Sequence
D-430 Direct NET
K-Sequence
Di-440 DirectNET
K-Sequence
DL40S D4-450/D4-454 DirectNET
Modbus (Koyo addressing)
. DirectNET
Allwith DCM Modbus (Koyo addressing)
H4-ECOM/H4-ECOM100 DirectOGIC Ethernet
H2-WinPLC (Think & Do) Live V5.2 or later and Studio any version Think & Do Modbus RTU (serial port)
H2-WinPLC (Think & Do) Live VV5.5.1 or later and Studio V7.2.1 or later Think & Do Modbus TCP/IP (Ethernet port)
GS Drives GS Drives Serial
GS Drives TCP/IP (GS-EDRV)
SOLO Temperature Controllers (models with serial communications) SOLO Temperature Controller

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Step 8 — Choose Touch Panel to Device Cables (cont’d)

n Model

Protocols

Allen-Bradley

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-01/02/03

DH485/AIC/AIC+

MicroLogix 1000, 1100, 1200, 1400 and 1500

SLC 5-03/04/05

ControlLogix™, CompactLogix™, FlexLogix™

DF1 Half Duplex; DF1 Full Duplex

PLC-5

DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Tag Based

DF1 Half Duplex; DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Generic |/0 Messaging

EtherNet/IP Server

ControlLogix, CompactLogix, FlexLogix - Tag Based

MicroLogix 1100, 1400 and SLC 5/05, via native Ethernet port

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-03/04/05, all via ENI adapter

EtherNet/IP Client

Micro 800 Series

Modbus RTU

Modbus TCP

Micro 800 Series - Tag Based

DF1 Full Duplex

EtherNet/IP Client

Modbus RTU Modbus RTU devices Modbus RTU
Modbus TCP/IP | Modbus TCP/IP devices Modbus TCP/IP
GE 90730, 90/70, Micro 90, VersaMax Micro SNPX

90/30, Rx3i SRTP Ethernet

FX Series FX Direct

. 02, Q02H, QO6H, Q12H, Q25H QCPU

Mitsubishi - -

Q, QnA Serial QnA Serial

Q, QnA Ethernet QnA Ethernet

984 CPU, Quantum 113 CPU, AEG Modicon Micro Series 110 CPU: 311-xx, 411-xx,

512-xx, 612-% Modbus RTU
Modicon o , Modbus RTU

Other devices using Modicon Modbus addressing

TUModbus TCP/IP

($200 Adapter, C500 Host Link

Omron CJ1/CS1 Serial
FINS

(CJ1/CS1 Ethernet

S7-200 CPU, RS-485 Serial PPI
Siemens

S§7-200 CPU, S7-300 GPU, S7-400, S7-1200, S7-1500 CPU
Ethernet

Ethernet ISO over TCP

1-14 |
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Chapter 1 - Getting Started -

Step 8 — Choose Touch Panel to Device Cables (cont’d)

Available cables to connect from PLC to C-more serial Port 1

To use Serial communication through Port 1 of a C-more panel, consult the chart below for

the proper cable. See Chapter 6: PLC Communications for wiring diagrams of additional user
contructed cables.

AutomationDirect Productivity Series, Do-more, CLICK,
DireetLOGIC PLC RJ-12 port, DL05, DL0B, DL105,
DL205, D3-350, D4-450 & H2-WINPLC (RS-232C)

EA-2CBL

Direct0GIC (VGA Style) 15-pin port

DL0B, D2-250 (250-1), D2-260 (RS-232C) EA-2CBL-1
DirectLOGIC PLC RI-11 port, D3-340 (RS-232C)  |EA-3CBL
DirectOGIC DL405 PLC 15-pin D-sub port, EA-4CBL-1

DL405 (RS-232C)

DirectOGIC PLC 25-pin D-sub port, DL405, D3-350,
DL305 DCU and all DCM's (RS-232C)

EA-4CBL-2

Allen-Bradley MicroLogix 1000, 1100, 1200, 1400,
1500 (RS-232C)

EA-MLOGIX-CBL

Allen-Bradley SLC 5-03/04/05, ControlLogix,
CompactLogix, FlexLogix DF1 port (RS-232C)

EA-SLC-232-CBL

Allen-Bradley PLC-5 DF1 port (RS-232C)

EA-PLC5-232-CBL

Allen-Bradley SLC 5-01/02/03, PLC5

GE 90/30, 90/70, Micro 90, VersaMax Micro

15-pin D-sub port (RS-422A) EA-90-30-CBL
MITSUBISHI FX Series 25-pin port (RS-422A) EA-MITSU-CBL

MITSUBISHI FX Series 8-pin mini-DIN (RS-422A)

EA-MITSU-CBL-1

OMRON Host Link (C200 Adapter, C500) (RS-232C)

EA-OMRON-CBL

NOTE: The above list of pre-made communications cables may be purchased. See Chapter 6: PLC
Communications for wiring diagrams of additional user constructed cables. Chapter 6 also includes wiring diagrams
for the pre-made cables.

EA-2CBL

Pre-made cable

examples

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Step 9 — Connect Touch Panel to PLC

* Connect the serial communications cable between the C-more touch panel and the PLC

* or connect the C-more touch panel and PLC together either directly or via an Ethernet switch, and

CATS5 Ethernet cables (full feature panels only)

For further information on setting up communications between a C-more panel and a PLC, see the
C-more programming help file topic CM129: Creating a New Project.

Serial
C-more
Touch Panel

DL-06 PLC

EA-2CBL-1

Ethernet via Switch

Stride™
Ethernet Switch
10/100 Base-T

(such as SE2-SW5U)

C-more
HO-ECOM/HO-ECOM100 _ Tuch Panel

Ethernet Module

Ethernet CAT5
Cable

Auto MDI / MDI-X

DLO6 PLC Ethernet Port
Ethernet
HO-ECOM/HO-ECOMM100 C-more
Ethernet Module } Touch Panel

DLO6 PLC Ethernet CAT5 Auto MDI / MDI-X
Cable Ethernet Port
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Chapter 2 - Specifications

Available Models

The C-more® Operator Interface is the next generation of touch panel brought to you by
AutomationDirect. It has been designed to display and interchange graphical data from a

PLC by merely viewing or touching the screen.

The C-more Touch Panel is available in a variety of models to suit your application. Refer to
the following tables for a list of part numbers, descriptions and options available.

Description

C-more EA9 series touch screen HMI, 6in color TFT LCD,
320 x 240 %|er QVGA, LED backhght supports (1) serial
and (2 ports and (1) memory card slot.

Project SD Card USB
Memory Option Device

26 MB

EA9-T6CL

C-more EA9 series touch screen HMI, 6in color TFT LCD,
320 x 240 pixel, QVGA, LED backlight, supports (3) serial,
1) Ethernet and (2) USB ports, (1) memory card slot and
1) audio line out.

26 MB

EA9-T7CL-R

C-more EA9 series touch screen HMI, 7in color TFT

LCD, widescreen, 800 x 480 pixel, WVGA, LED backlight,
supports (1) serial, (1) Ethernet and (2) USB ports and (1)
memory card slot.

26 MB

EA9-T7CL

C-more EA9 series touch screen HMI, 7in color TFT
LCD, Wldescreen 800 x 480 pixel, WVGA LED backlight,
suppons senal (1 Ethernet and USB ports, (1)
memory card slot an (1) audio line out

26 MB

EA9-T8CL

C-more EA9 series touch screen HMI, 8in color TFT LCD,
800 x 600 pixel, SVGA, LED backlight, supports (3) serial,
1) Ethernet and (2) USB ports, (1) memory card slot and
1) audio line out.

26 MB

EA9-T10CL

C-more EA9 series touch screen HMI, 10in color TFT LCD,
800 x 600 pixel, SVGA, LED backlight, supports (3) serial,
1) Ethernet and (2) USB ports, (1) memory card slot and
1) audio line out.

26 MB

EA9-T10WCL

C-more EA9 series touch screen HMI, 10in color TFT LCD,
widescreen 1024 x 600 pixel, WSVGA LED backlight,
supports (3) serial, (1 Ethernet and (2) USB ports, (1)
memory card slot an (1) audio line out

26 MB

EA9-T12CL

C-more EA9 series touch screen HMI, 12in color TFT LCD,

800 x 600 pixel, SVGA LED backlight, supports (3) serial,

1& Ethernet and (2 USB ports, (2) memory card slots, (1)
HDMI video out and (1) audio line out.

82 MB

EA9-T15CL-R

C-more EA9 series touch screen HMI, 15in color TFT LCD,
1024 x 768 pixel, XGA, LED backlight, supports (1) serial,

(}) Ethernet port and (2) USB ports and (2) memory card

slots

82 MB

EA9-T15CL

C-more EA9 series touch screen HMI, 15in color TFT LCD,

1024 x 768 pixel, XGA LED backlight, supports 53) serial,

1& Ethernet and (2 USB ports, (2) memory card slots, (1)
HDMI video out and (1) audio line out.

82 MB

2.4 |
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Chapter 2 - Specifications

Model Specifications

The following specification tables are separated into these groups:

* Specifications common to all models
* 6” & 7” Reduced and Full Feature Models, EA9-T6CL-R, EA9-T6CL, EA9-T7CL-R and
EA9-T7CL

¢ 8” & 10” Full Feature Models, EA9-T8CL, EA9-T10CL and EA9-T10WCL
* 12” & 15” Reduced and Full Feature Models, EA9-T12CL, EA9-T15CL-R and EA9-T15CL

Specification tables begin on the next page.
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Chapter 2 - Specifications

|
Specifications common to all models
L potel All Models
Specification
. 0to 50 °C (32 to 122 °F); Maximum surrounding air temperature rating: 50 °C (122 °F)
E Operating Temperature IEC 60068-2-14 (Test Nb, Thermal Shock)
Altitude Up to 2000m (6562 ft)
—20 to +60 °C (~4 to +140 °F)
IEC 60068-2-1 (Test Ab, Cold)
Storage Temperature IEC 60068-2-2 (Test Bb, Dry Heat)
IEC 60068-2-14 (Test Na, Thermal Shock)
Humidity 5-95% RH (non-condensing)
Environment For use in Pollution Degree 2 environment, no corrosive gases permitted
(EN61131-2)
EN61000-4-2 (ESD),
EN61000-4-3 (RFI)
EN61000-4-4 (FTB)
EN61000-4-5 (Serge)
Noise Immunity EN61000-4-6 (Conducted)
EN61000-4-8 (Power frequency magnetic field immunity)
(Local Test)
RFI, (145MHz, 440Mhz 10W @ 10cm)
Impulse 1000V @ 1ys pulse
Withstand Voltage 1000 VAC, 1 min. (FG to Power supply )
Insulation Resistance > 10M ohm @ 500V DC (FG to Power supply )
Vibration IEC60068-2-6 (Test Fc)
Shock I[EC60068-2-27 (Test Ea)
Emission EN55011 Class A (Radiated RF emission)
NEMA 250 type 4/4X indoor use only
UL50 type 4X indoor use only
Enclosure IP-65 indoor use only
(When mounted correctly)
Backlight Average Lifetime* 50,000 hours @ 25 °C
Touch Panel Type** Four-wire analog resistive
10.2-26.4VDC Class2 or SELV éSafety Extra-Low Voltage) Circuit or Limited Energy Circuit
Supply Power (LEC) or use the AC/DC Power Adapter, EA-AC, to power the touch panel from a 100-240 VAC,
50/60 Hz power source. Reverse Polarity Protected

* NOTE: The backlight average lifetime is defined as the average usage time it takes before the brightness becomes
50% of the initial brightness. The lifetime of the backlight depends on the ambient temperature. The lifetime will
decrease under low or high temperature usage.

** NOTE: The Touchscreen is designed to respond to a single touch. If it is touched at multiple points at the same
time, an unexpected object may be activated.
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Chapter 2 - Specifications -

6-inch Models

Model
Specification

6” TFT color w/
base features

6” TFT color w/
full features

Part Number EA9-T6CL-R EA9-T6CL
Display Actual Size and Type 5.7” TFT color

Display Viewing Area (11 5_‘;'?;‘;")(38@9; mm]

Weight 1.56 1b (710g) 1.59 b (720g)
Screen Pixel 320 x 240 (QVGA)

Display Brightness 280 nits (typ)

LCD Panel Dot Pitch 0.18 mm x 0.18 mm

Color Scale 65,536

Project Memory 26 MB

Number of Screens

Up to 999 screens — limited by project memory

Realtime Clock

Realtime Clock Built into panel, backed up f2or 30 days at 25°C after power has been applied for

4 hours
ﬁlale"dar ; Yes - monthly deviation 60 sec at 25°C
onth / Day / Year
Serial Port 1 15-pin D-sub female - RS2342C, RS-422/485
Serial Port 2 N/A 3-wire terminal block - RS-485
Serial Port 3 N/A RJ-12 modular jack - RS-232C

USB Port - Type B

USB 2.0 High speed (480 Mbps) Type B - Download/Program
Max cable length - 15 ft.

USB Port - Type A

USB 2.0 High speed (480 Mbps? Type A for USB device options
ax cable length -
Bus Power — Less than 200mA at 5VDC

Ethernet Port Ethernet 10/100 Base-T, auto
Ethernet Port N/A MDI/MDI-X
. 3.5 mm mini jack: 3-pin — requires amplifier
Audio Line Out /A and speaker(s), Full gcale Output: 1.0 Vrms
: 3.5 mm mini ]ack. 2pin, Input: 100 mVrms,
Mic In (future) /A Impedance: <10kOhms

SD Card Slot

1 slot. Supports max 2 GB (SD,) max 32 GB (SDHC)

HDMI Video Qut N/A
. 16.0W
Power Consumption 1.30A @ 12 VDC
0.66A @ 24 VDC
Internal Fuse 4A

(non-replaceable)

Agency Approvals

UL61010 (E157382), CE (EN61131-2) Class 1, Div 2, Groups A, B, C,
CUL Canadian £22.2, RoHS (2011/65/EU)

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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7-inch Models
Model 7” TFT color w/ 7” TFT color w/

Specification base features full features
Part Number EA9-T7CL-R EA9-T7CL
Display Actual Size and Type 7.0” TFT color
Display Viewing Area [152_f£';nx)(396"1% ]
Weight 1.46 Ib (660g) 1.48 Ib (670g)
Screen Pixel 800 x 480 (WVGA)
Display Brightness 350 nits (typ)
LCD Panel Dot Pitch 0.19 mm x 0.19 mm
Color Scale 65,536
Project Memory 26 MB

Number of Screens

Up to 999 screens — limited by project memory

Realtime Clock

Realtime Clock Built into panel, backed up fgr 30 days at 25°C after power has been applied for

4 hours
Enalendar ; Yes - monthly deviation 60 sec at 25°C
onth / Day / Year
Serial Port 1 15-pin D-sub female - RS2342C, RS-422/485
Serial Port 2 N/A 3-wire terminal block - RS-485
Serial Port 3 N/A RJ-12 modular jack - RS-232C

USB Port - Type B

USB 2.0 High speed (480 Mbps) Type B - Download/Program
Max cable length - 15 ft.

USB Port - Type A

USB 2.0 High speed (480 Mbps} Type A for USB device options
ax cable length -
Bus Power — Less than 200mA at 5VDC

(non-replaceable)

Ethernet Port Ethernet Port Ethernet 10/100 Base-T, auto MDI/MDI-X
P 3.5 mm mini jack: 3-pin — requires amplifier
Audio Line Out N/A and speaker(s), Full Scale Output: 1.0 Vrms
: 3.5 mm mini jack: 2pin, Input: 100 mVrms,
Mic In (future) N/A Impedance: <10kOhms
SD Card Slot 1 slot. Supports max 2 GB (SD,) max 32 GB (SDHC)
HDMI Video Out N/A
. 16.0W
Power Consumption 1.30A @ 12 VDC
0.66A @ 24 VDC
Internal Fuse A

Agency Approvals

UL61010 (E157382), CE (EN61131-2), CUL Canadian C22.2, RoHS (2011/65/EU)

2.8 |
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8-inch and 10-inch Models

Model 8” TFT color w/ 10” TFT color w/ 10” TFT color widescreen
Specification full features full features w/ full features
Part Number EA9-T8CL EA9-T10CL EA9-T10WCL E
Display Actual Size and Type 8.4” TFT color 10.4” TFT color 10.1” TFT color wide
Display Viewing Area [170.91'?;;1Xx?'207?;mm] [211.28 r:r%11m ; ?5251.;1 mm] [222_782'7r?1?n i ;‘:2953_28 mm]
Weight 2.93 1b (1330g) 4.19 Ib (19009) 2.43 1b (11009)
Screen Pixel 800 x 600 (SVGA) 1024 x 600 (WSVGA)
Display Brightness 310 nits (typ) 280 nits (typ) 240 nits (typ)
LCD Panel Dot Pitch 0.213 mm x 0.213 mm 0.264 mm x 0.264 mm 0.218 mm x 0.209 mm
Color Scale 65,536 colors
Project Memory 26 MB

Number of Screens

Up to 999 screens — limited by project memory

Realtime Clock

Realtime Clock Built into panel, backed up for 30 days at 25°C

ﬁlat::tnhd/a B;lv / Year Yes - monthly deviation 60 sec (Reference)
Serial Port 1 15-pin D-sub female - RS2342C, RS-422/485
Serial Port 2 3-wire terminal block - RS-485
Serial Port 3 RJ-12 modular jack - RS-232C

USB Port - Type B

USB 2.0 High speed (480 Mbps) Type B - Download/Program
Max cable length - 15 ft.

USB Port - Type A

USB 2.0 High speed (480 Mbps? Type A - for USB device options
ax cable length - 15ft
Bus Power — Less than 200mA at 5VDC

Ethernet Port Ethernet Port Ethernet 10/100 Base-T, auto MDI/MDI-X

Audio Line Qut 3.5 mm mini jack — requires amplifier and speaker(s)

Mic In (future) 3.5 mm mini jack

SD Card Slot 1 slot. Supports max 2 GB (SD,) max 32 GB (SDHC)

HDMI Video Out N/A

. 18.0W 17.0W

Power Consumption 1.50A @ 12 VDG 1.42A @ 12 VDC
0.75A @ 24 VDC 0.71A@ 24 \VDC

Internal Fuse 6.3A

(non-replaceable)

Agency Approvals

UL508 (E157382), CE (EN61131-2), CUL Canadian C22.2, RoHS (2011/65/EU)
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12-inch and 15-inch Models

Model
Specification

12” TFT color w/
full features

15” TFT color w/
base features

15” TFT color w/
full features

Part Number EA9-T120L EA9-T15CL-R EA9-T150L
Display Actual Size and Type 12.1” TFT color 15.0” TFT color

Display Viewing Area [246.(? T8 mm] [304. om oo mm]
Weight 4.85 Ib (2200g) 6.46 Ib (29309) 6.50 Ib (2950q)
Screen Pixel 800 x 600 (SVGA) 1024 x 768 (XGA)

Display Brightness 280 nits (typ)

LCD Panel Dot Pitch 0.3075 mm x 0.3075 mm 0.297 mm x 0.297 mm

Color Scale 65,536 colors

Project Memory 82 MB

Number of Screens

Up to 999 screens — limited by project memory

Realtime Clock

Realtime Clock Built into panel, backed up for 30 days at 25°C

Calendar -
Month / Day / Year

Yes - monthly deviation 60 sec (Reference)

Serial PLC Interface Port 1

15-pin D-sub female - RS2342C, RS-422/485

Serial PLC Interface Port 2

3-wire terminal block - RS-485

N/A

3-wire terminal block - RS-485

Serial PLC Interface Port 3

RJ-12 modular jack - RS-232C

N/A

RJ-12 modular jack - RS-232C

USB Port - Type B

USB 2.0 High speed (480 Mbps) Type B - Download/Program

Max cable length - 15 ft.

USB Port - Type A

USB 2.0 High speed (480 Mbps

ax cable ?ength - 15ft

Type A - for USB device options

Bus Power — Less than 200mA at 5VDC

Ethernet Port Ethernet Port Ethernet 10/100 Base-T, auto MDI/MDI-X

i 3.5 mm mini jack — 3.5 mm mini jack —
Audio Line Out requires amplifier and speaker(s) /A requires amplifier and speaker(s)
Mic In (future) 3.5 mm mini jack N/A 3.5 mm mini jack
SD Card Slot 2 slots. Supports max 2 GB (SD), max 32 GB (SDHC)
HDMI Video Out HDMI Type A Port N/A HDMI Type A Port
HDMI Supported Resolution 800 x 600 (SVGA) N/A 1024 x 768 (XGA)

21.0W 29.0W
Power Consumption 1.75A @ 12 VDC 240A @ 12 VDC
0.88A @ 24 VDG 1.20A @ 24 VDC

Internal Fuse 6.3A

(non-replaceable)

Agency Approvals

UL508 (E157382), CE (EN61131-2), CUL Canadian C22.2, RoHS (2011/65/EU)
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EA9-T6CL-R, EA9-T6CL

Dimensions, Inches [mm)]
All the necessary mounting hardware is provided with the touch panel. Use the four mounting
clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.

7.40
[188.0]

* ( = —— "i-l!lllllllllllllHIElEIEIiIHIHIllllllllllil-l_g':é.‘_l
1.58 @ """""""" vo % GASKET
40.1
: L _ HRRARARARARARRARRRRARRRARARRRRARA LUl
i i
o.szj
[8.1] 8.08 | géAgé)EUTNT\NG
[205.2]
— ]
[wsé;.ss} 0 [%g.sﬂ
:: }
Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque
Il $
EEEELELELELE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING
BRACKET 6”,7”,8”, | 0.039-0.20inch 63 - 77 0z-in Metal
10” & 12” [1 -5 mm] [0.45 - 0.55 Nm]
MOUNTING CLIP IEYTR . L
SCREW TORQUE 10 1\£I,!de, O.Oﬁgig.%%Tch [8%5' _18.6722,&'2]] Metal
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Ports and Memory Expansion

DC POWER LABEL
r | 1]
U a3l L L
| —FOR FUTURE USE
g
=
=
=
=
=
=
POWER/ =
=
= SD CARD E
= SLOT g
PORT 3 NOT 1= g
AVAILABLE ON— || E2 E
EA9-T6CL-R = E
A\P/(A?\FSAB&NSL / g? \ )‘ Pao
EA9—TBCL—R PROGRAMMING 0
bLC SER‘AL/ PRODUCT LABEL
COMMUNICATIONS MIC IN NOT AVAILABLE
PORT 1 ON EAS—T6CL-R
I ‘J_‘ nnNNNNANANAN N ﬂﬂhﬂﬂ nnrmnrmnrm 1
[l H
AUDIO LINE OUT
NOT AVAILABLE ON UsB
EA9-TECLR DEVICE
ETHERNET NOT
AVAILABLE ON
EA9-T6CL-R

DC POWER LABEL

(J HHHEEG /HHHHH

il Ll il L\

| —FOR FUTURE USE

=
= /
POWER\ E
=
=
=
=
PLC SERIAL H =
COMMUNICATIONS =
PORT 3 = SD CARD g
) 0 ]
=
= a
= =
= d
g 3
PLC SERIAL =)
COMMUNICATIONS — | 1 UsB
PORT 2 A N 4 PROGRAMMING N
PLC SERIAL \
COMMUNICATIONS PRODUCT LABEL
PORT 1
FOR FUTURE USE
I anNNANNAAAN ﬂﬂ hihhihi Hﬂﬂﬂﬂ !
AUTO LINE ETHERNET/ UsB
ouTt PC/PLC DEVICE
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EA9-T7CL-R, EA9-T7CL

Dimensions, Inches [mm)]
All the necessary mounting hardware is provided with the touch panel. Use the four mounting E

clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.

MOUNTING CLIP
(4> PLACES

7.40
[188.01

GASKET

AR AR RARARARADRARAAANAARD |

032 8.08
[8.11 [205.2]
[— [—
10
b

=
==
=21

o ==
—m S

° = I8
= S
E=

613 = .46
[155.8]1 =} [138.6]1

Eco
E—>
==
==
==
E=
==
==
==

Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque

D ——

EEEEELEEE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra— ” - -
BRACKET 6”,7”, 8", 0.039 - 0.20 inch 63 - 77 0z-in Metal
10" & 12” [1 -5 mm] [0.45 - 0.55 Nm]

MOUNTING CLIP 10" Wide, | 0.039-0.20inch | 92- 106 oz-in
SCREW TORQUE 15" (- 5 mm] (065-075Nm] | Meta
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Ports and Memory Expansion

DC POWER LABEL
r | 1
LJ a3l L L;,
| —FOR FUTURE USE
g
=
=
=
=
=
=
POWER/ =
= SD CARD E
= SLOT g
PORT 3 NOT 1= g
AVAILABLE ON— || E2 E
EA9-T7CL-R = E
A\P/(A?\FSAB&NSL / g? \ )‘ Pao
EA9—T7CL—R PROGRAMMING 0
bLC SER‘AL/ PRODUCT LABEL
COMMUNICATIONS MIC IN NOT AVAILABLE
PORT 1 ON EAS—T7CL-R
I ‘J_‘ nnNNNNANANAN N ﬂﬂhﬂﬂ nnrmnnnnrm 1
[l H
AUDIO LINE OUT
NOT AVAILABLE ON UsB
EA9-T7CL-R DEVICE
ETHERNET
PC/PLC

DC POWER LABEL

POWER
\

PLC SERIAL
COMMUNICATIONS
PORT 3

PLC SERIAL
COMMUNICATIONS —

(J HHHEEG /HHHHH

il Ll il L\

| —FOR FUTURE USE

SD CARD
SLOT

00000000

PORT 2

! /! me HHHHHHHH%
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PROGRAMMING

PLC SERIAL
COMMUNICATIONS
PORT 1

\ PRODUCT LABEL

FOR FUTURE USE

nonnonnnann rmﬂrmﬂﬂ nnnn rmrmﬂ

AUTO LINE
ouTt
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EA9-T8CL

Dimensions, Inches [mm)]
All the necessary mounting hardware is provided with the touch panel. Use the four mounting
clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.
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MOUNTING
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7.69 7.01
[195.4] [178.1]
— — LR
Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque
EEEELELELELE] D
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra— - ; -
BRACKET 6”,7”,8”, | 0.039-0.20inch 63 - 77 0z-in Metal
10” & 12” [1 -5 mm] [0.45 - 0.55 Nm]
MOUNTING CLIP 10” Wide, |  0.039 - 0.20 inch 92 - 106 oz-in
SCREW TORQUE 157 (1~ 5 mm] [0.65 - 0.75 Nim] Metal
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Ports and Memory Expansion
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Chapter 2 - Specifications

EA9-T10CL

Dimensions, Inches [mm)]
All the necessary mounting hardware is provided with the touch panel. Use the eight
mounting clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.

1.9

0.32

[8.1 ]J 8X MOUNTING

[13%65%] / BRACKETS
o
a
9.53
[242.1]

Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque

D a—

EEEELELELELE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra— - - -
BRACKET 6”,7”,8”, | 0.039-0.20inch 63 - 77 0z-in Metal
10" & 12” [1-5mm] [0.45 - 0.55 Nm]

MOUNTING CLIZ 10" Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 15" (=5 mm] (065-075Nm] | Meta
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Chapter 2 - Specifications

EA9-T10WCL

Dimensions, Inches [mm]
E All the necessary mounting hardware is provided with the touch panel. Use the eight

mounting clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.

919 | MOUNTING CLIP
[233.4] ‘ 4> PLACES
123 % U o GASKET
(482
| nnnnnnanonMnAAAR__ NNRAARARANAAAARD Im
042 1
(1063 1118
(28407

7.69
[195.4]

Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque

|

ELEEEELEEE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING o = o - -
BRACKET 6”,77,8”,| 0.039-0.20 inch 63 - 77 oz-in Metal
10° & 12” [ -5 mm [0.45 - 0.55 Nim]

MOLNTING CLIP 10" Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 15” [1 -5 mm] [0.65-0.75Nm] | Metal
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Ports and Memory Expansion
EA9-T10CL
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Chapter 2 - Specifications

EA9-T12CL

Dimensions, Inches [mm]
E All the necessary mounting hardware is provided with the touch panel. Use the eight

mounting clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template for marking the cutout dimensions on the mounting surface is provided in the box.

0.32_| 8X MOUNTING
BRACKETS

—
®
=
o —
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©
o~

C—) ]
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= =
[280.9] 0 &0 2y
0 5
B
Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque
EEEEELELELE] L
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra— m : -
BRACKET 6”,7”,8”, | 0.039-0.20inch 63 - 77 0z-in Metal
10” & 12” [1 -5 mm] [0.45 - 0.55 Nm]
MOUNTING CLIE 10” Wide, | 0.039 - 0.20 inch 92 - 106 0z-in
SCREW TORQUE 15” [~ 5 mm] [0.65 - 0.75 Nim] Metal
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Ports and Memory Expansion
EA9-T12CL
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Chapter 2 - Specifications

EA9-T15CL-R, EA9-T15CL

Dimensions, Inches [mm]
E All the necessary mounting hardware is provided with the touch panel. Use the eight

mounting clips and screws to secure the touch panel to the cabinet or enclosure surface.

A template is provided for marking the cutout dimensions on the mounting surface.

[400.0] 8X MOUNTING

BRACKETS
H

0 11.20

12.09 .
[284.5]

[307.2]

Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque

D — N

EEEEELELELE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra— m - -
BRACKET 6”,7”,8”, | 0.039-0.20inch 63 - 77 0z-in Metal
10" & 12” [1-5mm] [0.45 - 0.55 Nim]

MOUNTING CLIZ 10" Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 157 (=5 mm] 065-075Nm] | Meta
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Ports and Memory Expansion
EA9-T15CL-R
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EA9-T15CL

/DC POWER LABEL FOR FUTURE USET
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Chapter 2 - Specifications

Mounting Clearances

The following drawing shows the mounting clearances for the C-more touch panel. There

should be a minimum of 4 inches of space between all sides of the panel and the nearest object

or obstruction and at least 1.72 inches between the rear of the panel and the nearest object or E
obstruction.

m m Mounting Clip
—  ———
4" Min. . dl-lt ]
i N I ~=h1.72" Min.':
| | B I
4 min. |I 1 4% min. = I
- | /// /// : - 0l I
I I = I
| | = I
e — L I
I
| ||
| ||
4" Min. | I
Pl oAie
:: 1 | Flow C]ut 3
U LU
Front View Side View
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EA9-T15CL-R, EA9-T15CL Derating
If EA9-T15CL-R and EA9-T15CL are mounted off the vertical plane facing upward, the

temperature shall be derated as shown below. Other panels may be mounted at any angle

E without derating consideration.

Angle: -15° to -90°
Temp: 0to 50°C

Angle: 0°to -15°
Temp: 0to45°C

EA9-T15CL-R, EA9-T15CL

Angle: 15°to 90°
Temp: 0to 50°C

15°

Angle: 0°to 15°
Temp: 0to 45 °C

Angle: -45° to 90°
Temp: 0to 50 °C

Angle: 0°to -45°
Temp: 0to40°C

EA9-T15CL-R, EA9-T15CL
with EA-AC

Angle: 45°to 90°
Temp: 0to 50 °C

45°

Angle: 0° to 45°
Temp: 0to 40 °C

2-26 |
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Chapter 2 - Specifications

Communications Ports

=

Port 2
<> B serial Communication
RS-485 \

—

Logic Ground

SD Card Slot 1

A SD Card Slot 2

Port 3
<> B RJ12 Serial Communication —— |
RS-232C

Pin Signal
1 Jov
1 6
2 |NC USB Port - Type B
3 |RxD Programming
2 |TxD Pin | Signal
5 |nC 1 |NC.
6 |ov 2 |b-
3 |p+
4 |GND
Shell |shield
@ HDMI Port Video Out
[ ]
Port 1
PLC Serial Communications
RS-232C / RS-485 Ethernet 10/100 Base-T USB Port - Type A
<> PLC Communications, USB Device Options
8 1 Programming/Download - -
= 5 Pin | signal | Pin| Signal T Vous
1 |TD+ 5 |do not use
Pin Signal Pin | Signal Pin Signal 2 |b-
2 |TD- 6 |RD-
1 |Frame GND 6 |LE (for DH485) | 11 |TXD+ (422/485) 7 /o NG 3 |p+
+ .C.
2 |TXD (232C) 7 |cTs (232¢) 12 |TXD- (422/485) 4 |GND
4 |donotuse | 8 [N.C.
3 |RXD (232C) 8 |RTS (232C) 13 |Term. Resistor SHELL |Shield
4 |DoNot Connect | 9 |RXD+ (422/485) | 14 |N.C. Link Status LED (Green) Network Speed LED (Yellow)
5 |Logic GND 10 |RXD- (422/485) | 15 |N.C Ethernet Linked on | 100M
[ITlNo Ethernet Comm ofi BN

[l Comm. Activity 1 8

<> Note: Device is not available on Base Feature touch panel EA9-T6CL-R

[ Note: Device is not available on Base Feature touch panels EA9-T7CL-R and EA9-T15CL-R
@ Note: Device is only available on touch panels EA9-T12CL and EA9-T15CL.

A\ Note: Device is only available on touch panels EA9-T12CL, EA9-T15CL and EA9-T15CL-R.

Ethernet Port

The Ethernet port can be used several ways: for programming the panel (downloading a
project), for PLC communication, and for the advanced features, such as sending e-mail, web
server, FTP access, and allowing users to access and control the panel remotely.

The Ethernet connector is an RJ-45 Module jack.

NOTE: EA9-T6CL-R does not include an Ethernet port and does not have these capabilities.

Refer to http://c-more.automationdirect.com for the latest driver information.
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Communications Ports (cont’d)

USB Type B Port
E Program C-more via the USB programming port. It’s fast and easy, with no baud rate settings,

parity, or stop bits to worry about. We stock standard USB cables for your convenience,
such as part no. USB-CBL-AB15. The USB type B port can be used to upload or download
projects to and from a PC (personnel computer).

USB Type A Port

The USB type A port is a standard feature for all models and can be used to connect various
USB 2.0 HID (Human Input Device) devices to the panel, such as:

* USB pen drives, (ADC p/n USB-FLASH)
* USB keyboards
¢ USB barcode scanners

¢ USB card scanners

C-more can log data to the USB pen drive as well as restore projects to the panel from the pen
drive. You can also back up project files and panel firmware.

ﬁE NOTE: Output current is less than 200mA @ 5VDC.

Sound Interface (Audio Line Out)

When attached to an amplifier and speaker(s), C-more can play warning sounds, or
pre-recorded messages such as: “conveyor is jammed”. Various “Objects” in the C-more

programming software support sounds. C-more supports WAV type files. Sound files are
stored in the sound library.

Audio WAV File Specifications

The C-more Audio Line Out port supports the following WAV file specifications:
Audio Format (codec): PCM

Audio Sample Rate: 44.1 kHz

Channels: 2 (stereo)

Audio Sample Size: 16-bit
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Chapter 2 - Specifications -

Serial Communication Ports
Port 1

Connect to your serial controller network via Port 1. Port 1 is a 15-pin port that supports

RS-232 and RS-422/485. E
Port 2

Connect your RS-485 network via Port 2. Port 2 is provided with a 3-wire removable
terminal block.

Port 3
Connect to your RS-232C device via Port 3. Port 3 is an RJ12 connection

—— | NOTE: EA9-T6CL-R, EA9-T7CL-R and EA9-T15CL-R do not include Serial Ports 2 and 3.

HDMI Port Video Out
EA9-T12CL and EA9-T15CL include an HDMI Type A port to provide video output to a

projector or monitor.

Model Supported Resolution

EA9-T12CL SVGA 800 x 600 pixel

EA9-T15CL XGA 1024 x 768 pixel

Output \ Video Data - Same Screen as Panel

Sound Pass Through \ Does not support Mic sound Pass Through
User Defined LED

The user defined LED on the panel front bezel can be controlled from the project to
illuminate red, green or orange. It can also be configured to blink these colors. Refer to the
online help file provided with the programming software for details.

—

User Defined LED (Green, Orange & Red)
Off
User Defined
FRefer to online help
B ile for further details)
inking
Red

Power LED (Green)

On |Power On
Power Off

RRBBAAAARA

<

Front View
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Handling External Memory Devices

Weriting to External Memory Devices

Different types of numeric and text data from the C-more touch panel can be stored on an
SD card or a USB memory device. Numeric data from Line Trend Graph and PID Faceplate
Trend Graph objects may be stored. Text data from Lookup Text and Multi-state Text
objects can also be stored.

Up to 16 objects may be configured in the C-more programming software to log data. Along
with the 16 object limit, available storage on the external memory device is subject to the
memory capacity of the SD card or USB memory device. One log file is created in a 24 hour
period for each object. Additionally logging data is initially stored in the buffer in the panel
MRAM and data is written to the external memory device:

* when 2kB of data is cached,

* when 20 records have been stored,

¢ periodically, once every 1 minute,

* when one of the “SYS Copy LogTo %device%” or “SYS %device% Eject” tags is turned on.
* when there is an email or FTP action

* when the System Screen is called

* when the panel date is changed

Memory Device Formatting
Memory Devices should be formatted according to the following guidelines to insure best
performance and integrity of logged data.

Item Capacity Supported Resolution | Supported
up to 2GB FAT Yes
USB Memory Device 4GB to 32GB FAT 32 Yes
64GB or larger exFAT Yes
Type
SD up to 2GB FAT Yes
Al i SDHC 4GB to 32GB FAT 32 Yes
SDXC exFAT No

SD cards must be formatted using the SD formatter provided by the SD Association at
www.sdcard.org using the standard allocation unit size for best performance.
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Minimizing Data Errors
To minimize data errors when logging data to external memory, consider the following:

* Do not turn off power to the C-more touch panel while the external memory device is being
accessed. The optional EA-AC power adapter is designed to protect external memory devices from E

damage during power failure.

* Do not remove any external memory device with the device is being accessed by the C-more panel.

The following internal tags should be used to monitor, access and safely remove external
memory devices:

SYS SD1 WriteStatus

SYS SD2 WriteStatus

SYS USB WriteStatus

SYS Copy LogToSD1

SYS Copy LogToSD2

SYS Copy LogToUSB
SYS SD1 Eject

SYS SD2 Eject

SYS USB Eject

SYS SD1 ReadyToUse
SYS SD2 ReadyToUse
SYS USB ReadyToUse

* Be sure to backup the memory device at regular intervals.

* If you suspect the memory device is bad, you may want to use a PC to re-format the device, or use a
known good memory device.
* The number of times the memory device can be written to is limited. Consequently, logging

frequently will may shorten the service life of the memory device. Using slower sample rates will
increase the life of the device.

Monitoring Available Memory

Each external memory device can be monitored and events can be configured to alert the user
when available memory is approaching the maximum capacity of the external memory device.
The following internal tags allow external memory devices data to be monitored:

SYS SD1 TotalMemory
SYS SD1 FreeMemory
SYS SD1 UsedMemory
SYS SD2 TotalMemory
SYS SD2 FreeMemory
SYS SD2 UsedMemory
SYS USB TotalMemory
SYS USB FreeMemory
SYS USB UsedMemory

Refer to the C-more programming software online help files for additional information on
system tags and managing data logging devices.
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File Name Limitations
There is a limit of 999 file names with the same first four characters. Internal file names are
restricted by the DOS 8-character-dot-3-character limit. Therefore trend log files are identified
internally by the first four characters of the object name plus tilde plus a three digit number.

Examples are:

TREND GRAPH EAST CHILLER TEMP_130925.txt is saved internally as TREN-001.txt
TREND GRAPH WEST CHILLER TEMP_130925.txt is saved internally as TREN-002.txt

As new log files are created in each 24 hour period, these files count against the maximum of
999 files. If multiple graph objects appear on one screen, the files will be identified internally
by the first Two Characters of the screen name plus the first Two Characters of the object
name plus tilde plus three digit number.

To maximize storage capabilities on external memory devices use screen names that have
unique characters in the first four digits and object names that are unique in the first two
characters.

ﬁE! NOTE: When the 999 filename limit is reached, the oldest files will automatically be deleted and logging will
—— | continue.

Power Loss Retention

When a power loss is detected, the panel will attempt to complete all data logging operations
safely.

The power retention while using a DC power is not long enough to complete writes to an SD
Card or USB device. An Uninterruptable Power Supply (UPS) should be considered.

Power Loss Detection (at 25°C)

Power Supply Detect Loss
DC (Panel only) 8.9VDC
} 67VAC (6 - 10 inch)
EA-AC 70VAC (12 - 15 inch)

Chemical Compatibility
The C-more touch panels comprise three different materials that may be exposed to outside
elements: a gasket, a screen sheet and a bezel.
* Gasket material is silicone.
e Screen sheets are PET.

* Panel bezels are ABS plastic.
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Chapter 3 - Accessories

Accessories Overview

EA-COMCON-3A
DSUB Port Adapter EA-ECOM

/ Expansion Module

B 4

EA-AC
AC / DC Power Adapter|

b \ EA-SD-CARD

SD Card
USB-FLASH
\- A/l USB Pen Drive
\\\\ gy
C-more Touch Panel .
N EA-x-COV2
Screen Protector

EA-AC AC/DC power adapter, 24 VDC. For use with C-more EA7 and EA9 series touch panels.

EA-6-COV2 Screen protector, non-glare, 6in. Package of 3. For use with C-more and C-more Micro 6in panels.
EA-7-COV2 Screen protector, non-glare, 7in. Package of 3. For use with G-more 7in panels.

EA-8-COV2 Screen protector, non-glare, 8in. Package of 3. For use with C-more and C-more Micro 8in panels.

EA-10-COV2 _S|_1c6eoe|[1 Igm;[se.ctor, non-glare, 10in. Package of 3. For use with C-more EA9-T10CL and C-more Micro EA3-

EA-10W-COV2 | Screen protector, non-glare, 10in. Package of 3. For use with C-more EA9-T10WCL widescreen HMI.

EA-12-COV2 Screen protector, non-glare, 12in. Package of 3. For use with C-more 12in panels.

EA-15-COV2 Screen protector, non-glare, 15in. Package of 3. For use with C-more 15in panels.

EA-SD-CARD SD memory card, 2GB, industrial.

USB-FLASH SanDisk USB Flash drive, 32GB.

DSUB port adapter, 15-pin male to 6-pole RS-422/485 terminal block, right angle cable entry. For use with
EA-COMCON-3* g;morg McrHOIVIEIM series 4in and 6in HMIs, C-more Micro EA3 series 3in, 4in, and 6in HMIs, C-more EA9
in and 7in HMIs.

EA-COMCON-3A* EA-COMCON-3 is low profile and fits EA9-T6CL-R, EA9-T6CL, EA9-T7CL and EA9-T7CL-R
EA-COMCON-3A is straight and fits EA-T8CL, EA9-T10CL, EA9-T12CL and EA9-T15CL

*Note: EA-COMCON-3 is low profile and fits EA9-T6CL-R, EA9-T6CL, EA9-T7CL and EA9-T7CL-R
EA-COMCON-3A is straight and fits EA-T8CL, EA9-T10CL, EA9-T12CL and EA9-T15CL
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Chapter 3 - Accessories

AC/DC Power Adapter

The optional C-more AC/DC Power Adapter can be used to power the C-more touch panels
from a 100-240 VAC, 50/60 Hertz, voltage source. The adapter provides 24 VDC @ 1.5 A
to the touch panel’s DC power connector and can be conveniently secured to the touch panel
with two captive screws. The adapter provides a power loss signal to the touch panel that
causes the touch panel to stop writing data to SD memory devices providing a controlled

shutdown for increased data logging reliability.

Part No. EA-AC

100 - 240 VAC
50/60 Hz

Recommended AC Supply Fuse
3.0 Atime delay, ADC p/n MDL3

AC/DC Adapter Wiring

IS¢

MADE

e mlHlHlmlHlm

IN CHINA

)

Power supply cable torque

71 - 85 0z-in (0.5 - 0.6 Nm)

Power connector mounting torque | 71 - 85 oz-in (0.5 - 0.6 Nm)

Mounting flange screw torque

57 - 71 oz-in (0.4 - 0.5 Nm)

& Warning: Use 60 / 75°C copper conductors only.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 3 - Accessories

[Part Number

EA-AC

(Input Voltage & frequency

100-240 VAC; 50/60 Hertz

Operating Temperature Range

0°C to 50 °C [32 to 122 °F] Maximum surrounding temperature rating, 50 °C

Storage Temperature Range

-20 t0 60 °C [-4 to 140 °F]

Operating & Storage Humidity

10-85% RH (non-condensing)

Noise Immunity

1000 VAC p-p (Pulse width 1 ps, rise time: 1 nsg)
With proper ground connection on AC terminal block.

|Hi-pot

1000 VAC, 1 minute
With proper ground connection on AC terminal block.

Insulation Resistance

500 VDC, 10 M ohm or above
With proper ground connection on AC terminal block.

Vibration Compliant with IEC61131-2

Shock Pulse shape: Sine half wave, Peak acceleration: 147 m/s2 (15 G),
X, Y, Z: 3 directions, 2 times each

Thermal Protection 140 °C [284 °F], with autorecovery

Short Circuit Protection 85 VAC: 2.6 A, 100 VAC: 2.8 A, 264 VAC: 3.9 A

Static Electricity Discharge
Resistance

Compliant with IEC61000-4-2, Contact: 4 kV, Air: 8 kV

[Agency Approvals UL508, UL Recognized, cUL, CE, EMC EN61132-2
Environment For use in pollution degree 2 environment
Grounding Ground resistance: less than 100 ohm

Weight 6.13 0z. [175 g]

Removable AC Power Connector

EA-AC-CON or DECA Switchlab MC101-508-03G
Secure with (2) captive M2.5 screws, torque to 70 oz-in [0.5 Nm]

[Output Current

Maximum 1.5 A

Inrush Current

For 100 VAC: 15 A, 3 ms or less
For 240 VAC: 20 A, 3 ms or less

[Recommended AC Supply Fuse

3.0 A time delay, ADC p/n MDL3

[Power Supply Cable Torque

71 - 85 0z-in (0.5 - 0.6 Nm)

[Mounting to Touch Panel Secure with (2) spring loaded captive M3-20 screws, torque to 50 oz-in [0.35 Nm]

NOTE: Logic within the EA-AC will turn off the backlight instantly when a power failure is detected to allow the CPU
to run longer. The backlight turns on automatically when the power returns to the C-more operating voltage.

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 3 - Accessories

AC/DC Power Adapter Dimensions

Dimensions

AC Power Label
Screw.
3.661
[93.0]

T
\ n
®

®
I ‘ &
—
DC Power
é’zw —Screw SIDE VIEW Connector REAR VIEW
AC Power
Connector
Units: inches [mm]
[14?11 Sodt
o
Panel Depth with AC/DC Power Adapter Installed
A
Units: inches[mm]

EA9-T6CL-R 2.991 [76.0]
EA9-T6CL 2.991 [76.0]
EA9-T7CL-R 2.991 [76.0]
EA9-T7CL 2.991 [76.0]
EA9-T8CL 3.511[89.2]
EA9-T10CL 3.511[89.2]
EA9-T10WCL | 3.511[89.2]
EA9-T12CL 3.351 [85.8]
EA9-T15CL-R | 3.351 [85.1]
EA9-T15CL 3.351 [85.1]
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Chapter 3 - Accessories

AC/DC Power Adapter Installation

WARNING: This procedure should only be performed by qualified personnel who are experienced in
working with electronic equipment. Take the necessary steps to prevent damage that may be caused by
static electricity discharge. Disconnect input power to the touch panel before proceeding.

3 |

Preparation: Place the touch panel face down on a lint-free soft
surface to prevent scratching the display screen if not already installed
ina control cabinet. Remove the DC power connector if it is installed.

3

Secure the AC/DC Power Adapter to the touch panel by tightening the
t[\g% (2’2l sp]ring loaded captive M3-20 screws to a torque of 50 oz-in
.35 Nm].

3-6 |

2

Insert the AC/DC power adapter into the touch panel's 5-position DC
pOWer connector.

4

Plug the wired 3-pin AC Power Connector into its mating connector
on the adapter and secure in place by tightening the two (2) captive
M2.5 screws to a torque of 70 0z-in [0.5 Nm].

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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EA-ECOM Ethernet Communication Module

The EA-ECOM Ethernet Communication module plugs into the expansion port on the rear
of the EA3 series 6, 8, and 10-inch C-more Micro panels to allow Ethernet communications
for programming and PLC communications at a speed of 10/100 Mbps.

EA-ECOM

AutomationDirect Productivity Series Ethernet

AutomationDirect Do-more / BRX Ethernet

AutomationDirect CLICK Ethernet

AutomationDirect ECOM Ethernet

Modbus TCP/IP

Allen-Bradley EtherNet/IP (Clignt) SLC5/05

Allen-Bradley EtherNet/IP (Client) ENI Adapter

Allen-Bradley EtherNet/IP (Client) MicroLogix
1100/1400

Allen-Bradley EtherNet/IP (Client) control/

Link Status LED (Green)

Compactlogix (SLC Mapping onl

., 098
[2481“

EEEEEEEEEL]

® EEEEEEEEEEEL é

PANEL CONNECTION

Dimensions: Inches [mm] n

al
( EEEEEEEEE LR

B
]

362

[92.01

;IA,:'-: Ethernet Linked 3
[eJilNo Ethernet Comm.| ﬂ = ETHERNET
RNl Comm. Activity 1 8 U EBEEEEEEEEE&E )
Part Number EA-ECOM
A 0to 50 °C (32 to 122 °F)

Operating Temperature Maximum surrounding air temperature rating: 50 °C
Storage Temperature —20 to +60 °C (-4 to +140 °F)
Humidity 5-95% RH (non-condensing)

Environmental Air

For use in pollution degree 2 environment

Vibration

IEC60068-2-6 (Test Fc), 5-9 Hz: 3.5 mm amplitude, 09/150 Hz: 1.0G, sweeping, at a rate of 1 octave/min.

10 sweep cycles per axis on each of 3 mutually perpendicular axes

Shock

IEC60068-2-27 (Test Ea), 15 G peak, 11ms duration, three shocks in each direction
per aX|s on 3 mutual perpendmular axes (total of 18 shocks)

Noise Immunity

NEMA 1CS3-304
RFI, (145 MHz, 440 MHz 10 W @ 10 cm)
Impulse 1000 V @ 1 ps pulse

Emission

EN55011 Class A (Radiated RF emission)

Enclosure
(panel door installation)

NEMA 250 type 4/4X indoor use only
UL50 tybpe 4X indoor use only
indoor use only
(When mounted correctly)

Agency Approvals

CE (EN61131-2), UL508, CUL Canadian C22.2
To obtain the most current agency approval information,
see the Agency Approval Checklist section on the specific part number’s web page

Mounting Torque

50 0z:in [0.35 N-m]

Weight

0.23 Ib [105g]

Ethernet Specification

Conforms to IEEE802.3

Communication Speed

10/100 Base-T (Automatic Negotiation)

Cable Specification Category 5
Auto MDI / MDI-X Yes
Connector Type RJ45
EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 3 - 7
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D-SUB 15-pin to Terminal Block Adapters

These adapters are plugged into the 15-pin serial port on the rear of the panels to allow
wire terminal connections for RS-422/485 PLC communication cable. The wiring of both
adapters is the same.

n EA-COMCONS-3 is used with EA9-T6CL-R, EA9-T6CL, EA9-T7CL-R and EA9-T7CL.
EA-COMCON-3 is UL Recognized.

EA-COMCON-3A is NOT UL Recognized or Listed. It is used with EA9-T8CL,
EA9-T10CL, EA9-T12CL, EA9-T15CL-R and EA9-T15CL

EA-COMCON-3 EA-COMCON-3A

Dimensions

Dimensions

Units: inches [mm]

1.873 ‘ 1.126 0.68 J ‘
[47.6] [28.6] [17.4]
S gt M D-SUB 15-pin to Terminal Block Adapters
erlng Dlagl‘am (P/Ns EA-COMCON-3 & EA-COMCON-3A)

Wiring Diagram s é)sszlk?

GND @ GND
(male)

SD- TXD-

sD+ XD+

RD- RXD—

RD+ RXD+

TERM Lrerm
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Non-glare Screen Covers

Non -glare PET screen covers are protective overlays used to protect the touch screen and help
reduce glare from external light sources. (pk of 3)

Part No. EA-6-COV2, EA-7-COV2, EA-8-COV2, EA-10-COV2, EA-10W-COV2
EA-12-COV2 & EA-15-COV2 n

EA-xx-COV2

Non-glare Screen Govers Dimensions - inches [mm]
Part Number A B C D
EA-6-COV2 491[124.8) | 3.80[96.4]
EA-7-COV2 6.40[162.6] | 4.00[101.5]
EA-8-COV2 7.32[185.8] | 5.44[138.2]
EA-10-COV2 8.91[226.2] | 6.61[168.0] | 0.197[5.0] | 0.157 [4.0]
EA-10W-COV2 | 9.23[234.5] | 5.38[136.7]
EA-12-COV2 | 10.26 [260.6] | 7.64[194.1]
EA-15-COV2 | 1256 [319.1] | 9.37[238.1]
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Non-glare Screen Covers (cont'd)

Clear Screen Overlay Installation
Step 1

Check to be sure that the proper size non-glare screen cover is being
used on the subject touch panel. Notice that the outer perimeter of the
screen cover has an adhesive band. The adhesive band will be located

on the outside edge of the touch panel’s white frame bordering the
touch area when installed.

Step 3

Align the screen cover over the touch panel’s white frame, then start
on one side and gently lay the cover over the entire touch area.

Step 5

Remove the protective sheet.

Step 2

Start in one corner and peel the screen cover from the backing.

Step 4

Smooth out the screen cover and press all around the outside
perimeter to secure the cover in place. The screen cover can be

removed by lifting up on the small tab and gently pulling the cover
away form the touch panel’s surface.

NOTE: The protective cover ships with a thin protective sheet on the face of the cover that needs to be carefully
removed. If your panel is not clear, the protective sheet may not have been removed.

3-10 |
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SD Card

SD memory card for non-volatile storage, 2GB industrial grade. 85° C maximum operating
temperature makes it suitable for data logging in industrial applications. Recommended for
C-more EA series. The EA-SD-CARD utilizes SLC technology so it is the fastest option

for writing and storing data. If logged data is saved to external memory, AutomationDirect
recommends using an EA-SD-CARD.

EA-SD-CARD

— | type when reading and writing data. SLC flash has the longest lifespan of flash types and can operate in a broader

s2eety  NOTE: SLC Flash memory utilized by EA-SD-CARD has the advantage of being the most accurate flash memory
ﬁ —— | temperature range than other types.

EA-SD-CARD with SLC Flash memory is recommended for industrial workloads that require heavy read/write cycles.

USB FLASH Drive

USB-FLASH sold by AutomationDirect has been tested with C-more HMIs and is Hi-Speed
USB 2.0 certified. The EA-SD-CARD is the best option for logging data, but the USB-
FLASH is a high quality flash drive perfect for transferring log files, capturing screens, backing
up and restoring projects and storing images for the Image Viewer object.

USB-FLASH

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 3 - 1 1
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Chapter 4 - Installation and Wiring

Safety Guidelines

NOTE: Products with CE marks perform their required functions safely and adhere to relevant standards as
specified by CE directives provided they are used according to their intended purpose and that the instructions in
this manual are adhered to. The protection provided by the equipment may be impaired if this equipment is used in
a manner not specified in this manual. A listing of our international affiliates is available on our Web site: http://www.
automationdirect.com

WARNING: Providing a safe operating environment for personnel and equipment is your responsibility

and should be your primary goal during system planning and installation. Automation systems can

fail and may result in situations that can cause serious injury to personnel or damage to equipment.
Do not rely on the automation system alone to provide a safe operating environment. You should use
external electromechanical devices, such as relays or limit switches, that are independent of the PLC
application to provide protection for any part of the system that may cause personal injury or damage.
Every automation application is different, so there may be special requirements for your particular
application. Make sure you follow all national, state, and local government requirements for the proper
installation and use of your equipment.

Plan for Safety

The best way to provide a safe operating environment is to make personnel and equipment
safety part of the planning process. You should examine every aspect of the system to
determine which areas are critical to operator or machine safety. If you are not familiar with
control system installation practices, or your company does not have established installation
guidelines, you should obtain additional information from the following sources.

* NEMA — The National Electrical Manufacturers Association, located in Washington, D.C.

publishes many different documents that discuss standards for industrial control systems. You can
order these publications directly from NEMA. Some of these include:

ICS 1, General Standards for Industrial Control and Systems
ICS 3, Industrial Systems
ICS 6, Enclosures for Industrial Control Systems

* NEC — The National Electrical Code provides regulations concerning the installation and use of
various types of electrical equipment. Copies of the NEC Handbook can often be obtained from
your local electrical equipment distributor or your local library.

* Local and State Agencies — many local governments and state governments have additional
requirements above and beyond those described in the NEC Handbook. Check with your local
Electrical Inspector or Fire Marshall office for information.
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Chapter 4 - Installation and Wiring -

Introduction

The installation and wiring of the C-more® touch panels requires selecting an appropriate
location for the touch panel, laying out the cutout dimensions on the surface of the control
cabinet that the panel will be mounted through, securing the touch panel with the provided
mounting clips, tightening the screws to the appropriate torque rating to assure the gasket is
sealing correctly, and finally connecting the appropriate power source to the touch panel.

NOTE: Each C-more touch panel is provided with a cutout template to make marking the proper cutout size on the
— | surface of the control cabinet that the panel will be mounted through a simple task. n

This chapter covers the proper mounting of the touch panel and connecting power. Once
power is applied to the touch panel, the user will want to read Chapter 5 on the System Setup
Screens in order to set the internal time and date for the panel, become familiar with the
touch panel test features, and check memory options.

Mounting Clips - EA9-BRK

949,
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UL Requirements

UL Satisfaction Ratings

Model Number Input Ratings

EA9-T6CL-R

i:z:;ggll:-ﬁ 12 - 24 VDG, Class 2, SELV or LEC, Maximum 16.0W
EA9-T7CL

EA9-T8CL 12-24VDC, Class 2, SELV or LEC, Maximum 18.0W
EA9-T10WCL 12-24VDC, Class 2, SELV or LEC, Maximum 17.0W
EA9-T10CL 12-24VDC, Class 2, SELV or LEC, Maximum 18.0W
EA9-T12CL 12 -24VDC, Class 2, SELV or LEC, Maximum 21.0W
ggzgﬁﬂ 12- 24 VDG, Class 2, SELV or LEC, Maximum 29.0W

Terminal connecting wire size 12 - 24 AWG

Connecting torque 71 - 85 0z-in (5 - 7 Ibf-in) (0.5 - 0.6 Nm)

Maximum surrounding air temperature rating, 50°C

For use in Pollution Degree 2 environment

All interface ports are intended to be directly connected to an isolated secondary circuit
For use on a flat surface of a type 4X Indoor Use Only enclosure

Class 1, Div 2, Groups A, B, C
Hazardous Location Installation Requirements
Models EA9-T6CL-R and EAS-T6CL Only

Hazardous Location Installation Requirements

SUITABLE FOR USE IN CLASS I, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATIONS, OR NONHAZARDOUS
LOCATIONS ONLY.

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN SWITCHED OFF OR
THE AREA IS KNOWN TO BE NON-HAZARDOUS.

\S,IOII:{S'\II(I)’\I‘\IGZ EXPLOSION HAZARD - SUBSTITUTION OF ANY COMPONENTS MAY IMPAIR SUITABILITY FOR CLASS I,

DEVICES SHALL BE INSTALLED INTO AN ENCLOSURE THAT UTILIZES A TOOL REMOVABLE DOOR/COVER.
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Chapter 4 - Installation and Wiring -

EA9-T6CL-R, EA9-T6CL, EA9-T7CL-R and EA9-T7CL
Cutout Dimensions

The C-more 6” and 7” touch panels are mounted into a cutout through the control cabinet
and secured with four (4) mounting clips. The mounting clips are provided with the touch
panel. The mounting clips will insert into a series of slots around the rear perimeter of the
touch panel. Each clip has a tab that will mate to a slot. The screw of each mounting clip
needs to be tightened to the torque rating shown in the table below so that the gasket is
compressed to form the proper seal between the panel and cabinet surface.

INCHES [MM]
2X 0.31__ 7.46
[7.9] [189.5] 2X 0.31

[7.9]
- yo————— - —

OUTER EDGE___—"

FRONT BEZEL

OUTER EDGE__—+

CONTROL CABINET \

\

\

\
\
| l
\

5.51

‘ + : [140.0]
\

\
\

\
\

\

\

[

PANEL CUTOUT

Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque

D a—

EEEEELEEE]
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING o = o - -
BRACKET 6”,77,8”,| 0.039-0.20 inch 63 - 77 oz-in Metal
10° & 12” [1 - 5 mm] [0.45 - 0.55 Nm]

MOUNTING CLIP 10" Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 15" [1 -5 mm] [0.65-0.75Nm] | Meta
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EA9-T8CL and EA9-T10WCL Cutout Dimensions

The C-more EA9-T8CL and EA9-T10WCL touch panels will mount into the same cutout
and are mounted into the cutout through the control cabinet and secured with four (4)
mounting clips. The mounting clips are provided with the touch panel. The mounting clips
will insert into a series of slots around the rear perimeter of the touch panel. Each clip has

a tab that will mate to a slot. The screw of each mounting clip needs to be tightened to the
torque rating shown in the table below so that the gasket is compressed to form the proper

seal between the panel and cabinet surface.
INCHES [MM]
2X 0.31__ 9.25
[7.9] [235.0] 2X 0.31

[ e

OUTER EDGE |

FRONT BEZEL |

7.07
JT - - : [179.6]
| \
| |
| |
OUTER EDGE 17| !
CONTROL CABINET | |
| \
< e e e J
PANEL CUTOUT
Enclosure Mounting Thickness Ranges
and Mounting Clip Screw Torque
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING PP ———— : -
BRACKET 6”,7”, 8", 0.039 - 0.20 inch 63 - 77 0z-in Metal
10” & 12” [1-5mm] [0.45 - 0.55 Nm)]
MOUNTING CLIE 10” Wide, | 0.039- 0.20 inch 92 - 106 0z-in
SCREW TORQUE 15” [T~ 5 mm] [065-075Nm] | Metal
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EA9-T10CL Cutout Dimensions

The C-more 10” touch panels are mounted into a cutout through the control cabinet and
secured with eight (8) mounting clips. The mounting clips are provided with the touch panel.
The mounting clips will insert into a series of slots around the rear perimeter of the touch
panel. Each clip has a tab that will mate to a slot. The screw of each mounting clip needs to
be tightened to the torque rating shown in the table below so that the gasket is compressed to
form the proper seal between the panel and cabinet surface.

INCHES [MM]
2X 0.31_,_ 11.90
[7.9] [302.3] 2X 0.31

I [7.9]

FRONT BEZEL

\
\
\
\
OUTER EDGE__—" !
\
\

|
‘ 8.91
\ — — | [226.3]
‘ \
‘ \
OUTER EDGE \
CONTROL CABINET | ‘
‘ \
‘ \
\_ _ _ _ _ _ _ _—"——"¥4:"28--Q"—\5 - "—"—"""%=" o
PANEL CUTOUT
Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque
EEEEELEEE] L
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING pra—r— . ,
BRACKET 6”,77,8”,| 0.039-0.20 inch 63 - 77 oz-in Metal
10” & 12” [1-5mm] [0.45 - 0.55 Nm]
MOUNTING CLIP 10” Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 157 [~ 5 mm] [0.65 - 0.75 Nm] Metal
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EA9-T12CL Cutout Dimensions

The C-more 12” touch panels are mounted into a cutout through the control cabinet and
secured with eight (8) mounting clips. The mounting clips are provided with the touch panel.
The mounting clips will insert into a series of slots around the rear perimeter of the touch
panel. Each clip has a tab that will mate to a slot. The screw of each mounting clip needs to
be tightened to the torque rating shown in the table below so that the gasket is compressed to
form the proper seal between the panel and cabinet surface.

INCHES [MM]
2X 0.40__, 12.57
[10.2] [319.3] 2X 0.40

A - - — - - - - - — = - — - — — — — — —

\
\
\
\
\
OUTER EDGE__—"1

FRONT BEZEL

10.22
[259.6]

OUTER EDGE___—~
CONTROL CABINET

PANEL CUTOUT

Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque

|

EEEEREERE]

LENCLOSURE MOUNTING
THICKNESS RANGE

6°,7°,8” 0.039 - 0.20 inch 63 - 77 0z-in

MOUNTING 10" & 12” [1-5mm] [045-055 Nm] | Metal
BRACKET e
10” Wide, |  0.039 - 0.20 inch 92 - 106 0z-in Metal
MOUNTING CLIP 15” [1-5mm] [0.65-0.75 Nm]

SCREW TORQUE
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EA9-T15CL-R and EA9-T15CL Cutout Dimensions

The C-more 157 touch panels are mounted into a cutout through the control cabinet and
secured with eight (8) mounting clips. The mounting clips are provided with the touch panel.
The mounting clips will insert into a series of slots around the rear perimeter of the touch
panel. Each clip has a tab that will mate to a slot. The screw of each mounting clip needs to
be tightened to the torque rating shown in the table below so that the gasket is compressed to
form the proper seal between the panel and cabinet surface.

INCHES [MM]
2X 0.41 14.93
[10.4] [379.2] 2X 0.41
r [10.4]
(
|
|
\
|

FRONT BEZEL |

\
|
|
|
|

OUTER EDGE__—"1 ‘
|
|
|
|
|
|
|
\
|
|
]

‘ 11.27
\ - T - [286.3]
\
OUTER EDGE___}=
CONTROL CABINET |
\
\
\
\
.\ _ _ _ _ _ - _— _ _rrH—
PANEL CUTOUT
Enclosure Mounting Thickness Randes
and Mounting Clip Screw Torque
EEEEELEEE] L
LENCLOSURE MOUNTING
THICKNESS RANGE
MOUNTING P - -
BRACKET 6”,77,8”,| 0.039-0.20 inch 63 - 77 oz-in Metal
10” & 12” [1-5mm] [0.45 - 0.55 Nm]
MOUNTING CLIP 10” Wide, | 0.039-020inch | 92-106 oz-in
SCREW TORQUE 15" [1—-5mm] [0.65-0.75Nm] | Metal
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Mounting Clearances

The following drawing shows the mounting clearances for the C-more touch panel. There
should be a minimum of 4 inches of space between all sides of the panel and the nearest object
or obstruction and at least 1.72 inches between the rear of the panel and the nearest object or
obstruction.

[T] [T] Mounting Clip

n 4" Min. . dt ]

172" Min.]

| THHT = TR
[l

l ||
| ||
| ||
4" Min. I I
Pl oaie
FplFlow kg
|
Front View Side View
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EA9-T15CL-R, EA9-T15CL Derating
If EA9-T15CL-R and EA9-T15CL are mounted off the vertical plane facing upward, the
temperature shall be derated as shown below. Other panels may be mounted at any angle
without derating consideration.

EA9-T15CL-R, EA9-T15CL

Angle: 15°to 90°
Temp: 0to 50 °C n

Angle: -15°to -90°
Temp: 0to 50°C

15°
Angle: 0°to -15° pf"  Angle: 0°to 15°
Temp: 0to45°C ___ - _ Il = i Temp: 0to45°C

0°

EA9-T15CL-R, EA9-T15CL
Angle: 45° to 90° with EA-AC

Temp: 0to 50°C

Angle: -45°to 90°
Temp: 0to 50°C

45°

Angle: 0°to -45°
Temp: 0to40°C

Angle: 0°to 45°
Temp: 0to40°C
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Wiring Guidelines

O
.

WARNING: To minimize the risk of potential safety problems, you should follow all applicable local
and national codes that regulate the installation and operation of your equipment. These codes vary
from area to area and it is your responsibility to determine which codes should be followed, and to
verify that the equipment, installation, and operation are in compliance with the latest revision of these
codes.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation,
or operation.

If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call technical support at 1-800-633-0405 or 770-844-4200.

This publication is based on information that was available at the time it was printed. At
Automationdirect.com® we constantly strive to improve our products and services, so we reserve

the right to make changes to the products and/or publications at any time without notice and without
obligation. This publication may also discuss features that may not be available in certain revisions of
the product.

Agency Approvals

312 |

Some applications require agency approvals for particular components. The C-more touch
panel agency approvals are listed below:

¢ UL (Underwriters’ Laboratories, Inc.)
e CUL (Canadian Underwriters’ Laboratories, Inc.)

* CE (European Economic Union)
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Chapter 4 - Installation and Wiring -

Wiring Guidelines (cont’d)
Providing Power to the Touch Panel

* Connect a dedicated 12-24 VDC Class 2 power supply to the DC connector on the rear of the
C-more touch panel, include wiring the ground terminal to a proper equipment ground

* or install 2 C-more AC/DC Power Adapter, EA-AC, to the rear of the touch panel and connect an
AC voltage source of 100-240 VAC, 50/60Hertz, to its AC connector (see note below)

* then turn on the power source and check the LED status indicators on the front and rear of the
C-more touch panel for proper indication (see next page)

NOTE: A dedicated power supply is recommended. If the power supply also feeds inductive loads such as

solenoids or relays, the transients caused by these loads can affect the operation of the panel or damage panel
components.

NOTE: The AC/DC Power Adapter, EA-AC, is for C-more touch panels only. The adapter is powered from a 100-

240 VAC, 50/60 Hertz power source. The adapter provides 24 VDC @ 1.5 A. Power Fault features help protect data
on an SD memory card during power failures.

DC Wiring

Recommended DC Supply Fuse|
Panel Size | Rating | ADC p/n —— SSSSS
6“—10" 25A | MDL2-5 %“
12&15" | 40A MDL4

14

+

Z-D/:Dﬁ J

12-24 VDC

Recommended AC Supply Fuse
3.0A time delay, ADC p/n: MDL3

(14
2

GND

= ' Equipment
Ground

DC-CON Tightening Torque Tightening Torque

Power connector screw torque 704 oz-in (0.5 Nm) Power supply cable torque 71 -85 0z-in (0.5 - 0.6 Nm)
Power connector mounting torque | 56 0z-in (0.4 Nm) Power connector mounting torque |71 - 85 oz-in (0.5 - 0.6 Nm)

Mounting flange screw torque 57 - 71 0z-in (0.4 - 0.5 Nm)

& Warning: Use 60 / 75°C copper conductors only.
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Chapter 4 - Installation and Wiring

C-more LED Status Indicators

User Defined LED (Green, Orange & Red)|

Off

Green

User Defined
Refer to online help
ile for further details)

Blinking
Red

inking

CPU Status LED (Green, Orange & Red)

Green

Blinking
Red

Off Power Off

Normal — CPU Run State

Memory Error

Watchdog Timer Error

WMl os Error

Power Loss Detection

414 |

feviedads

ARBABRAARRA

<

Power LED (Green)

On |Power On
Power Off

Serial TXD/RxD LED (Green)

Front View
cPU =

Port2
OTxD
(ORXD)]

[}Port3

OTXD ——

ORXD ? £y ..o.a o.o.o: 'O,

e
Rear View

On |Comm. is active
No communication
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- Chapter 5 - System Setup Screens

Introduction

The C-more touch panels include a series of built-in System Setup Screens that allow

the user to view detailed information about the panel; adjust certain features; configure
communications; test various functions of the touch panel; backup & restore firmware,
recipe, log and project memory; clear memory and reset all values and conditions back to the
original factory defaults.

The four Main Menu selections are:

Information
The information tabs display details about the touch panel model; the
B panel’s name; version information for the hardware, boot loader and
firmware; clock source, and beeper status. Other tabs display details
on the panel’s internal memory and the status of any external memory
devices. Communication port details are available in this area, as well as an error log to help in
trouble-shooting the system

Setting
This is the area for 1.) making adjustments to the internal clock,
2.) adjusting the brightness of the display, 3.) setting the IP address 4.)
adjusting (calibrating) the touch panel, 4.) enabling or disabling the
internal beep, and 5.) enabling or disabling a mouse pointer.

Test Menu

From this sub menu, the user can 1.) test the touch panel, 2.) test the

display, 3.) test the user LED 4.) test the communication ports, and 5.)

test both the internal beeper or the audio line output, if a speaker with

an amplifier is connected. A WAV sound file is system provided for the
audio line output test.

Memory
Select the Memory menu item to either backup or restore your project,
log data, recipe data and/or system memory. Selections can be made to
backup to optional SD card memory or USB pen drive memory. The
menu selections also give the user the ability to clear the memory, and
there is also a selection to reset all of the touch panel settings back to the original factory
defaults.
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Chapter 5 - System Setup Screens -

Accessing the System Setup Screens (no project loaded)

To access the Main Menu of the touch panel System Setup Screens prior to downloading a
project, press the extreme upper left corner of the panel display area for 3 seconds as shown
below. The Main Menu will then be displayed.

Press in the extreme upper left
corner for 3 seconds to bring I] No UseR ProGRAM |
up the System Setup Screen

Main Menu.
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Chapter 5 - System Setup Screens

Accessing the System Setup Screens (with project loaded)

To access the Main Menu of the touch panel System Setup Screens with a project loaded into
memory, press the upper left corner of the panel display area for 3 seconds as shown below.

7

If no system screen password is enabled, the following WARNING dialog box will appear on

the touch screen.:

* Pressing OK will display the system setup screen.
See the WARNING below!
A System Screen Called * Pressing Cancel will take you back to the project screen.
¢ Communications with the PLC is active while the
Activating System Screen will stop the Warning is displa}’ed~

Do y%inv%;ﬁtu tr:)hc/:lgrtljt?ﬁue? * The dialog box will close if no action is taken for 60
seconds.
* The dialog box will not display if the touch panel does

| - | | pm— | not have a project loaded.
* The dialog box will display after a valid password is

entered if the System Screen password is enabled.

between the touch panel and PLC will cease. It is strongly recommended that the password system tag
“SYS SYSTEMSCREENPW” be enabled to add a safeguard step in accessing the system setup screens.
See the next section for an overview for setting the System Tags in the Event Manager Database.

: WARNING: Pressing OK at this point will STOP the PLC driver and therefore all communications
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Chapter 5 - System Setup Screens -

System Setup Screens

The OK button in the Warning dialog box will bring up the Main Menu as shown below.
You can then proceed to the other system setup screens.

Password Protecting System Screen Access

NOTE: If the password system tag SYS SYSTEMSCREENPW is enabled, the Enter Security Code keypad shown
below will open. The procedure to enable the SYS SYSTEMSCREENPW is detailed below.

Entering the correct password will display the Panel Run Mode warning dialog described previously. PLC
communications continue while the keypad is displayed. The keypad will timeout after 60 seconds.

Enter Security Code

7 8 9
4 5 6
1 2 3 Enter

— 0 CL Cancel

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P . I 5-5
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System Setup Screens — Enable Password in Software

Under the C-more Programming Software’s Navigation window, select the Function tab, then
double click on “Alarm Action” to display the Event Manager Database shown below:

Click on the Add button
to add an event to the
database that will be used
to enable the System
Screen Password.

@
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System Setup Screens — Enable Password (cont’d)
The Event Add dialog box will be displayed as shown.

®

Click on the Tag Name: pull down menu and select the internal System Bit On
(SYS BIT ON) tag as shown. This will force the tag event type to be continuously active.

@

Tag Name: SYS BIT ON

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 5 - 7



- Chapter 5 - System Setup Screens

System Setup Screens — Enable Password (cont’d)

Use the Event Name: text box to document the event as “System Screen PW” for record

keeping This is optional.

In the Action box, click once on the displayed 01-Alarm under the Sequence List: so that
01-Alarm is highlighted. Then click the Delete Action button to remove the 01-Alarm.

Event Name:

®

Delete Action

@ The Sequence List will
/ now be cleared out.
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Chapter 5 - System Setup Screens -

System Setup Screens — Enable Password (cont’d)
In the Action box, click on the Add Action... button. This will bring up the Add Action

dialog box as shown below:

@

Add Action

Click on the Command: pull down list in the Add Command box, select Tag from the list,
then click OK.
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System Setup Screens — Enable Password (cont’d)

A 01-Tag action item will then be added to the Sequence List.

Click on the Tag Name: pull down list down arrow in the Action box’s Tag tab, select
SYS SYSTEMSCREENPW from the list, and click OK.

SYS SYSTEMSCREENPW
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System Setup Screens — Enable Password (cont’d)

Enter a numeric value into the Value: box, such as “777”. This value becomes the Password
code to access the System Setup Screen’s Main Menu.

@ Password Value - 777

Click the Apply button in the Event Add dialog box and then the Close button to return to
the Event Manager Database. You now will see that the first event in the database is for the
System Screen Password and it is enabled.

@
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Chapter 5 - System Setup Screens

System Setup Screens Flowchart

Main Menu

A
— Information

General/Memory/Ethernet/
Error

L
— Setting Adjust Clock

B —— Adjust Display

— IP Address Setting

Adjust Touch Panel
(Touch Screen Calibration)

—1 Beep

— Mouse

—‘ Test Menu J Test Touch Panel

— Test Display

— Test User LED

— Test Communication Port

— Test Beep/Sound

—‘ Memory Backup

— Restore

— Clear Memory

Touch Screen Calibration
(press upper left corner)

— Reset to Factory Default
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Chapter 5 - System Setup Screens -

Main Menu

The Main Menu system setup screen is the top layer in
the menu structure.

Touch Screen Calibration

While the Main Menu system setup screen is being displayed, the extreme upper left corner
of the touch panel can be pressed for 3 seconds to access the Touch Screen Calibration
display. This feature is used if the touch panel data becomes corrupted and touching the Main
Menu buttons does not work. It allows a shortcut to the touch panel calibration screen
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Information Menu

Information - General tab

The General tab under the Information
menu provides detailed information of the
C-more touch panel.

®

P <P

EA9-T6CL-R
EA9-T6CL
EA9-T7CL-R
EA9-T7CL
1 Panel Type EﬁgﬁglﬁL Model Number
EA9-T10WCL
EA9-T12CL
EA9-T15CL-R
EA9-T15CL

. ) . The default panel name is the model
The panel name is configured in the number

| . plus the lower three bytes
2 Panel Name programming software and saved witha | i¢p 0 panel MAC address, ie EA9-

project. T8CL-0022C4.

. The version identifications provide
3 Version information on the components and
firmware in the panel

Files reside in the €-mare touch
panel’s memory.

Configured in the C-more

4 Clock Internal/External clock selection. Programming Software.
Configurable in the Setting Menu -
5 Beep Status of the internal beeper. Beeper shown on page 5-23 orin
the C-maore Programming Software.
6 Main Menu Press to return to the Main Menu screen. | Main Menu shown on previous page.
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Information - Memory tab
1. Memory components - Status of each memory

component - SDRAM, MRAM and Built-in Flash
are internal memory components. When external
memory devices are installed in the panel they will be

@ included in this list : SD1, SD2 (12 and 15 inch
panels only) and USB.

® @ n

2. Resource Monitor - this troubleshooting tool
displays CPU and panel internal memory usage.
When enabled, the Resource Monitor will display
on the panel screen WHILE THE PROJECT IS
RUNNING that is, after you click Main Menu
then click Exit) - the Resource Monitor also allows
access to the Error Tab WITHOUT STOPPING
COMMUNICATIONS WITH THE PLC

3. Main Menu - Press to return to the Main Menu
screen - Main Menu shown previously
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Chapter 5 - System Setup Screens

Information - Ethernet tab

ON

@

Item No. Function Description Comment
Ethernet Settings:
MAC Address: 00 DO 7C XX XX XX
Address Type: DHCP/Static
IP Address: Configurable in the Setting Menu
1 fﬁhe{ngt lne) Subnet Mask: - ItI:]_ ddrﬁ_ss Sett_in?hshgwn on
ink: Online Default Gateway: in this section or in the C-more
DNS: 1.) Automatically Programming Software.
2.) Use Designated Address
Note: N/A - not available on reduced
featured models (-R)
2 Main Menu Press to return to the Main Menu screen.

5-16 |
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Information - Error tab

IR PP

@443 o6 @ B

Error Message Format:

Order of error message functions:
Error Number, Date, Time, Error Port, Device Name, Error Type, PLC Device, Access Bytes, Error Message

1 Date Format: MM/DD/YY Date error occurred.

2 Time Format: HH/MM/SS Time error occurred.

3 Error Port EtLhCe r?]%;l:al Communications Port:

: : N Device names are configured in the

4 Device Name The name of the device reporting the error. programming software. Panel Manager
RD: Read

5 Error Type WT: Write

6 PLC Address %heeear?glrgned address of the PLC that caused

7 Access Bytes The number of access bytes.
The error message is the same as the ; ; i

8 Error Message message disglayed in the upper left of the ﬁ list OJ.EF/KOF Massages is shown in
C-more touch panel’s display. ppenaix

Error Message navigation buttons:

Press to clear all error messages. This Errors are also cleared with firmware is

1 Clear button is grayed out when there are no error | updated on the panel. Errors are not cleared
messages to display. on power cycle or project transfer.
Press to go to to the next page. This button is

2 Page Down grayed out when there is no error messages

on the next page.

Press to go to the previous page. This button

3 Page Up is grayed out when there is no error messages
on the previous page.
4 Main Menu Press to return to the Main Menu screen.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 5 - 1 7



Chapter 5 - System Setup Screens

Setting Menu

© @
Ho ©

The Setting Menu is used to adjust the time & date,
adjust the contrast or brightness of the display, enter the
IP address settings, adjust (calibrate) the touch screen,
enable or disable the internal beep and turn on and off

@ the mouse cursor .

QO

1 Adjust Clock

Press to go to the Adjust Clock screen.

Adjust Display Press to go to the Adjust Display screen.

The IP Address can also be set from

3 IP Address Press to go to the IP Address screen the programming software or by the
project.

4 Adjust Touch Panel Press to go to the Adjust Touch Panel screen.

5 Beep Press to go to the Beep screen.

6 Mouse Press to go to the Mouse screen.

7 Main Menu Press to return to the Main Menu screen.
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Setting — Adjust Clock

@

@ O
@ ©®

Time: Each press of the Select button will
cycle thru the following settings.

1.) No Selection to Hours

2.) Hours to Minutes

3.) Minutes to Seconds
1 Select 4.) Seconds back to Hours

Date: Each press of the Select button will
cycle thru the following settings.

1.) Month to Day

2.) Day to Year

3.) Year back to Month

2 U Press to increment the value by “1” with
p each press.

3 Down Press to decrement the value by “1” with

each press.
4 0K Press to accept the changes.
5 Cancel Press to return to the Setting Menu screen

without accepting the changes.

NOTE: The function buttons used to adjust the clock settings on the panel’'s setup screen are disabled if an
External clock source is selected in the C-more programming software. The choice of an internal or external clock
source is available by selecting Clock Source in the C-more programming software under the Main Menu drop
down function Setup.

NOTE: The panel’s clock can also be adjusted from the C-more programming software. The Adjust Clock function
can be accessed in the software by selecting Adjust Clock under the Main Menu drop down function Panel or
selecting Adjust Clock under the Panel tab in the software’s Navigation window.
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Setting — Adjust Display

®
®

@
s ® ©

Item No. Function Description Comments
. Use the Up and Down arrows to change the
1 Setting brightness.
Displays a sample of how colors will appear
2 Color Sample with the new setting.
Displays a sample of contrast with the new
3 Contrast Sample setting
4 0K Press to accept the changes.
Press to return to the Setting Menu screen
S Cancel without accepting the changes.
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Setting — Adjust Touch Panel

This procedure is used to calibrate the touch screen to ensure accuracy of the touch areas.
There are five points on the touch screen that the calibration is based around. The adjustment
relies on very narrow areas for the calibration points.

NOTE: The panel will display the Adjust Touch Panel window on power up until the calibration procedure is
completed.

Item No. Function Description Comment
1 Start Calibration Press to begin the touch screen calibration
2 Cancel Press to return to the Setting Menu screen.
The touch screen calibration crosshairs will - L
3 | Points 3a thru 3 appea indidually n the order of point 3a | 10" (06" e AT FOT B
thru 3e respectively as each proceeding | oo oq o'\l return to Point 3a
crosshair is pressed. P :
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Setting — Beep

This system setup screen function is used to enable or
disable the touch panel’s internal beep function.

@
5 @ ®

Item No. Function Description Comments
1 Enable Beep Check to enable the internal beep.
2 0K Press to accept the changes.
Press to return to the Setting Menu screen
3 Cancel without accepting the changes.

NOTE: The project settings in the C-more programming software Panel Manager will override the touch panel's
internal setting upon initial download.
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Setting — Mouse

This system setup screen function is used to enable/
disable the arrow mouse cursor on the panel screen.
It may be valuable to display the mouse cursor, for

example, when an external USB keyboard is connected
to the panel..

&

NOTE: The project settings in the C-more programming software Panel Manager will override the touch panel's
internal setting upon initial download.
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Setting — IP Address Setting

DHCP

“DHCP” is enabled as the default when this
system setup screen is first selected.

All of the other selections on this screen are
dimmed when “DHCP” is selected and are
not available.

IP Address

The “Use the following IP Address” setting is
selected when its radio button is pressed.
Use the numerical keypad to assign the IP
address.

Note: If an Ethernet cable is not
connected to the touch panel from
an active Ethernet device, then the IP
Address will show as 0.0.0.0.

IP Address
Subnet Mask
Default Gateway

Select the field that needs to be assigned by
touching the entry value and use the keypad
to enter the desired address.

Each field can be independently
assigned.

Keypad

The keypad is used to enter the Address:
Use %ez numerlc keys to enter the address,
L = Clear value entered

0K

Press to accept the changes and return to the
Setting Menu screen.

Cancel

Press to return to the Setting Menu screen
without accepting the changes.

s5-24 |

NOTE: The project settings in the C-more programming software Panel Manager will override the touch panel's
internal setting upon initial download.

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P




Chapter 5 - System Setup Screens

Test Menu

The Test Menu gives the user the ability to test the
operation of the touch screen, test the LCD display,
test the various communication ports, and also test the
internal beeper and the audio line out through an user

@ @ @ supplied amplified (stereo) speaker(s).

1 Test Touch Panel Press to go to the Test Touch Panel screen.

2 Test Display Press to go to the Test Display screen.

Tests the user configurable LED on the front

of the panel.
3 Test User LED Refer to the online help file for details on the

configuration of this LED.

4 Test Communication Port Press to go to the Test Communication Port

screen.
5 Test Beep/Sound Press to go to the Test Beep/Sound screen.
6 Main Menu Press to return to the Main Menu screen.
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Test Menu — Test Touch Panel

@,

Using this test, normal or unusual
operation of the analog touch panel can be
determined.

Testing:

If an area of the touch screen is suspected to
be inoperable, touch that area of the screen
while in the Test Touch Panel screen
mode. The screen pixels should turn black
in that area. If the screen pixels do not turn
black when touched, then the touch screen
is defective or needs to be calibrated. See
Setting - Adjust Touch Screen

@

Item No. Function Description Comments
1 Touch area Touch to turn on pixels on the screen. | Both the title bar (Test Touch Panel)
and Cancel button can be drawn
across to test the touch operation.
2 Cancel Press to return to the Test Menu screen.

5-26 |

NOTE: The Touchscreen is designed to respond to a single touch. If it is touched at multiple points at the same
time, an unexpected object may be activated.
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Test Menu — Test Display

There are two different test patterns that may be run on the display to allow the user to check
for display screen defects. If the screen is not touched within 3 seconds of Test Pattern 1
being displayed, then Test Pattern 2 will be displayed until the screen is touched, otherwise
Test Pattern 1 will remain until cancelled.

Test Pattern 1 displays a test pattern of 16 grayscale graduations and RGB colors.

@ B
@

Test Pattern 2 will follow the pattern as shown in the following chart with the color wiping
across the screen in the direction indicated by the arrows, then repeats:

Color 1st Time 2nd Time 3rd Time 4th Time

N —

@ GREEN

A

A /
—
—

D — I
 /
Item No. Function Description Comments

Touch the Test Display | Press the screen anywhere except the Cancel | [T the Test Display screen is not
1 screen. button and the shown Test Pattern 1 remains. E?ggged\;viﬂ‘f}]"mjg tE)h'rr%estS;ggg(rj: Zt_he
2 Cancel (Test Pattern 1) | Press to return to the Test Menu screen.
3 Touch Anywhere Touch the sceen anywhere during Test

(Test Pattern 2) Pattern 2 and return to the Test Menu screen.

Test Results: If any pixels on the screen do not appear the same color as the surrounding
pixels, the screen may be defective. A single pixel gone bad is relatively common. Surrounding
pixels going bad over time is another indication the screen may be defective.
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Test Menu — Test Communication Ports: Serial Ports

The following test can be used to check the operation
of the serial communication ports, with the use of

a loop back connector and can also check the serial
communications to any connected and configured PLC.

5 ®

The loop back test checks the hardware
1 Loop Back Test components of the selected port for proper
operation.

The loop back test may be performed
on Serial Port 1 or Serial Port 3. Each
tab shows diagrams to assist the user
in building the loop back connector..

The PLC must be configured for

This function allows the ability to select any " <oioiay port in the C-more

PLC that that may be connected to the touch

2 PLC Enquiry Test panel via a serial connection and checks Rﬂrgr?argg;r;r:g(gtrans?grfg\(’jatrgt heF[))%ﬂ:’
tc%rfggtl if the communications are working before attempting the PLC Enquiry
V. test.
3 Cancel Press to return to the Test Menu screen.
RS-232 Loop-back Connector RS-422/485 Loop-back Connector
15-pin D-sub 7> cTs 15-pin D-sub
(male) rrs  (Make)
2 -
TXD [y
. Iipzxm Lo ©
Sel‘lal Port 1 Ii RXD 11 )
; TXD+ ,_%.
RTS 129 1o 1o
Wiring Diagram Wiring Diagram

RS-232 Loop-back Connector

Serial Port 3 RXD

Wiring Diagram

RJ12
(male)
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Test Menu — PLC Serial Comm Port — Loop Back Test

Test Results

1.) Bytes Sent:
The number of bytes sent after a test is started.

2.) Receive Counts:
The number of bytes which are received after the test is started.

3.) Error Counts:
The number of bytes which have not been received after the test is started.

4.) RTS/CTS Test: Pass/Fail
RTS is turned on and if CTS receives the signal then the test shows “Pass”, otherwise the B

test shows “Fail”.

NOTE: The test will continue to run until the Cancel button is pressed. If there are any error counts, check the loop
back connector.

| Test Comn. Port '

Serial ¢ Loor Back Test

COM3 Port
Butes Receive Errar
TEDRRD Sent Counts Counts
Test = g c}
RTS-CTS
Test FPass
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Test Menu — PLC Enquiry Test: Serial Connection
This function allows the ability to select any PLC that
may be connected to the touch panel through the
selected serial comm. port connection and checks to
see if the communications are working correctly.

NOTE: The communications protocol for the PLC
being selected must be configured the same as the
C-more touch panel. The touch panel’s PLC serial
communications are configured using the C-more
Programming Software’s Panel Manager.

PLC Enquiry Test

Four test packets are sent to the selected PLC. The test result with return either Pass or Fail.
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Test Menu — Test Communication Ports: Ethernet
The following test feature can be used to check the
operation of the Ethernet communication port by
indicating if an Ethernet link has been established
@ or not, and can also check the status of the Ethernet

communications to any connected PLC.

Base featured models (-R) do not include an Ethernet
@ port, therefore this check is not displayed.

NOTE: The communications protocol for the PLC
being selected must be configured the same as the
C-more touch panel. The touch panel's PLC serial

communications are configured using the C-more
Programming Software’s Panel Manager.

This area displays information to whether
aﬁ Etherrrllet Iinlf hellzshbeen established for

the touch panel’s Ethernet comm port or
1 Ethernet Connected not. Displays panel’s IP address and shows
whether it is static or assigned by a DHCP
server.

The PLC must be configured for
This function allows the ability to select | the selected port in the C-more
any PLC configured in the project that may | o-o5ramming software Panel

2 PLC Enquiry Test be connected to the touch panel via an
quiry Ethernet connection and checks to see if the | Manager and transferred to the panel
communications are working correctly. before attempting the PLC Enquiry
test.
3 Cancel Press to return to the Test Menu screen.

Example of displayed message when the touch panel’s
Ethernet port is not connected. Note that the address resets
t0 0.0.0.0 even if it has previously been entered.

Typical Ethernet connection
with Ethernet switch.

Stride™
Ethernet Switch
10/100 Base-T

(such as SE2-SW5U) C-more
HO-ECOM/H0-ECOM100 Touch Panel

Ethernet Module

Ethernet CATS
Cable

/ Auto MDI/ MDI-X

DLO6 PL!
06 PLC Ethernet Port
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Test Menu — PLC Enquiry Test: Ethernet Connection

This function allows the ability to select any PLC
configured in the project that may be connected to the
touch panel through an Ethernet port connection and

checks to see if the communications are working
correctly.
C-more touch panel. The touch panel's PLC serial
communications are configured using the C-more

B Programming Software’s Panel Manager.

PLC Enquiry Test
Following are the steps that the Ethernet PLC Enquiry Test performs:

NOTE: The communications protocol for the PLC
being selected must be configured the same as the

1.) Ping the network 4 times for the PLC selected.
2.) Four of the test read packets are sent to the selected PLC.

The test result will either be Pass or Fail. However, if the result of pinging the network shows
an error, the test is stopped.

Test Comm. Port I

Ethernet. ! FLC Ensuirdg Test
Selected PLC & HE-ECOM

Fing Test

Datal:Rerly from PLC:bwtes=32 time=ims TTL=128
DataziRequest timed out

DataZ:Resuest timed out

[Datad:Request timed out

Protocol Test
Datal:Test Fail.
Data2:Test Fail.
Data3:Test Fail.

Datad:Test Fail.

5-32 I * EA9-USER-M Hardware User Manual, 1st Ed. Rev. P



Chapter 5 - System Setup Screens -

Test Menu — Test Beep/Sound

The internal Beeper can be tested from this system
setup screen whether the Beeper is enabled or disabled.
After the Beep Test button is pressed and released, the
Beeper will sound for 500 msec.

@
© B

The Speaker Test function requires that a speaker(s)
with an amplifier (can be stereo) be connected to the
Audio Line Out stereo jack on the rear of the touch
panel.

@ After the Speaker Test button is pressed then released,
a system provided Test. WAV file will play once.

@

WARNING: Hearing damage may occur if the volume on the user supplied external amplified speaker
is set too high.
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Memory Menu

@
H G

@
@

The user’s project, Firmware and OS, log and recipes
files can be backed up to or restored from an SD
memory card (SD Card Slot 1 or SD Card Slot 2), or a
USB memory device. From this menu the user can also
clear the project log files. The user also has the ability to

clear the memory within the C-more touch panel.

®

Any USB 2.0 pen drive.
SD formats SD and SDHC are
. . supported. Capacity up to 32 GB.
Backup_ project, Firmware and OS, log &| The packup data files are created and
recipe files to the following memory devices: copied to a folder on the memory device
1 Backup USB port - Type A: USB pen drive named “EA_Memory Copy.”
SD Card Slot1 (All panels): SD card The  project file is  named
SD Card Slot2 (12-inch & 15-inch): SD Card | StartupStorage.eas9
“Log” and “Recipe” folders with the
appropriate data files are also created on
the memory device.
A folder on the memory device named
Restore project, Firmware and 0S, log & | “EA_Memory ~ Copy” must exist
recipe files to the internal memory from one | containing a file named “StartupStorage.
of the following memory devices: eas9”. The project data file is stored in
2 Restore USB port - Type A: USB pen drive this file, and if the system data file was
SD Card Slot1 AIII Is): SD card backed up, it also will be stored in this
ard Slot1 (All panels): SD car file. Any backed up log or recipe data
SD Card Slot2 (12-inch & 15-inch): SD Card | files will be located under the appropriate
“Log” or “Recipe” folders.
Clear selected data files from the memory
of the following internal memory or external | Can only clear project, log and recipe
memory devices: data files of the é)uilt—in FLASH memory.
3 Clear Memory Built-in FLASH Memory Can clear entire contents or individual
USB port - Type A: USB pen drive data files of external memory devices.
SD Card Slot1 (All panels): SD card
SD Card Slot2 (12-inch & 15-inch): SD Card
The touch panel’s internal memory is set to .
4 Reset to Factory Default | .. original factory defaults. Clears all project memory.
5 Main Menu Press to return to the Main Menu screen.

NOTE: The Project is RESTORED to the panel from an external memory device. A project can be TRANSFERRED
to and SD card or USB memory from the programming software to be RESTORED to a panel that is not connected
to the programming software. This file has the .eas9 extension NOT the .eap9 extension of a projects SAVED from

the software.
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Project Executed from SD Card Slot 1

If the Project Storage/Boot Location is set to Auto or SD1 in the C-more software Panel
Manager, and an SD memory card is located in the SD Card Slot 1 at the time a project is
transferred to the panel, the project will be stored on the SD card, and the Internal Project
Memory will be cleared.

If Slot 1 contains an SD memory card with a project and the touch panel’s power is cycled,
then the project file stored on the SD card is loaded into the touch panel’s internal memory
and executed. Any project in the internal FLASH memory is cleared.

WARNING: During power up with an SD memory card plugged into an SD card slot, do not remove the

& memory card from the slot. Damage to the SD memory card and possibly the touch panel may result. B

WARNING: After a firmware update, the project files which are located in either the touch panel’s
internal FLASH memory or an SD memory card plugged into an SD card slot are cleared. The
programming software will need to be used to Transfer the project file back into the panel. If you wish
to retain the project on the SD memory card, power down the panel and remove the SD card before
performing a firmware upgrade.

Increasing Project Memory Size using an SD memory card:

If a project is transferred to the panel with an SD memory card in SD slot 1, the Font and
Recipe data files are not included in the 26 MB (82MB for 12” and 15” models) project size.
Therefore using an SD memory card can allow a project to be loaded that is larger than 26MB
IF the excessive size is caused by Fonts and/or Recipe Sheets.
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Memory — Backup
The Memory - Backup selection allows you to backup
the panel’s Project, Log files, Recipe files or even
the Firmware files to either an SD memory card or

USB pen drive. The available memory devices will be
/ displayed with their total and free memory.

If the device is not available, it will be grayed out. The
Next button is grayed out until a device is selected.

The Cancel button can be pressed at any time to return
to the Memory Menu screen.

This is an example of selecting a USB memory device to
write the backed up files to.

" The selected device is highlighted. Pressing again

deselects it.

Even if there is only one available memory device, it still
needs to be highlighted in order to go to the next step.

Press the Next button to continue to Step 2.

Please read the explanation for the availability of SD1 under different conditions that follow:
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Memory — Backup (cont’d)
SD Card Slot1 Availability Explanation:

SD1 may be unavailable (grayed out) if there is no card
in SD Slot 1 or the card in SD slot 1 has the project
currently running on the panel stored on it.

The project will exist on SD1 if the SD card was
installed in SD1 when the project was TRANSFERRED

to the panel by the C-more programming software.

e B

If the panel is powered up or rebooted with an SD card
inserted into SD1 Slot, then the SD1 button’s Total
and Free memory will be displayed.
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Memory — Backup (cont’d)

NOTE: The following definitions are for the various file types that can be backed up:

Project data - consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file
name StartupStorage.eas9.

Recipe data — consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware - consists of the operating system, firmware and run time files. Included in backup file name
StartupStorage.eas9.

Log data - consists of the Alarm Log, Message Log and Trend Data Logging files.

Select the data file(s) to be backed up by pressing the appropriate data file button. The

B selection will be highlighted.

Pressing the highlighted data file button again will
turn it off.

The Next >> button will stay grayed out until at least
one data file is selected.

Any file type not available will be grayed out.

The Next >> button is now enabled.

Pressing Cancel will return to the previous menu.

Press the Next button to continue.

NOTE: In the case of the Project and Firmware files, these can be Restored later to another panel.

Recipe files can be edited externally from the panel and then Restored to the panel.

The Log files are for viewing purposes only.

See Memory - Restore later in this chapter for instructions on Restoring the Project, Firmware and or Recipe files
to a Panel.
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Memory — Backup (cont’d)
Backup Data Files Naming and Organization

The following graphic shows how the various data files are organized on the memory device
when doing a Backup and also the file naming convention that is used when viewed in

Windows® Explorer on a PC.

Folders

" / Backup memory device
—| = Removable Disk (F:) /

=| _J EA_MemoryCopy |_—"" Project & Firmware
StartupStorage.eas / backup file.

=l I Log
Alarm_080131.1x! e j Log backup files.

Screenl j /
ig / Recipe Sheet backup
=l Recipe / files.
Steel.csv

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I 5 '3 9



Chapter 5 - System Setup Screens

Memory — Backup (cont’d)

The next system setup screen allows the verification of

the data file selections. When the OK button is pressed,
the backup begins.

The user can return to the previous screen by pressing
flthe << Prev button.

| EBackur
Ster-3 ¢ Panel to USE
ErErE
Fanel LSE
Total = 17 ME Total @ 482 ME
Frodect 2 ME Used = £24 KE
Firmware : 15 ME Free @ 487 ME
<< Prewv. I| 0K I | Cancel I
| Backur

Step-3 ¢ Fanel to USE

FhiE

gs @ The backup was completed.

<4 Prev. || 0K l | Cancel l

This message is displayed during the Backup copying
process. Press the Cancel button to abort the backup.

The following text is shown in the copying progress
message box:

Copy to USB Memory:
“Please do not Power Off and Remove USB”

Copy to SD1 or SD2:
“Please do not Power Off and Remove SD”

WARNING: During the copying process do
A not power off the touch panel or remove the

memory device.

This message is displayed to indicate the Backup is
complete. Press the OK button to return to the previous
menu selection.
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Memory — Backup (cont’d)

Backur

Step-2 ! Fanel to USE

[ RN

;3 @ Mot enough Memory Space in UISE,
| <4 Frew, ll 0x l | Cancel l
| Backur l
Ster-2 @ Panel to USE

@ Eackup Failed. USE cannot be Found.

0K

l | Cancel l

| {{ Prewv.

Backur

Ster-3 ¢ Pamel to USE

| System Screen '
@ Backup Failed.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P

Warning Messages

If the destination does not have enough space to store
the selected memory size, then the message shown here
will be displayed. Press the OK button to clear the

warning message.

The warning message will read “Not enough Memory
Space in %Device%”.

%Device% will show either “SD1”, “SD2”, or “USB”.

This warning message will be displayed if the backup
Memory device fails or is removed during the backup.
Press the OK button to clear the warning message.

The warning message will read “Backup Failed.
“9%Device% cannot be found”.

%Device% will show either “SD1”, “SD2”, or “USB”.

Refer to Chapter 8: Troubleshooting for additional
help.

For any other reason the backup fails, then this warning
message will be displayed. Press the OK button to clear
the warning message.

The warning message will read “Backup Failed”.

Refer to Chapter 8: Troubleshooting for additional
help.

| s
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Memory — Restore
The Memory - Restore function is used to:

1.) Restore a project previously backed up on an SD
card or USB pen drive memory device to the same
panel. See Memory - Backup previously in this
chapter.

2.) Copy a project from one panel to another panel
using a memory device to physically transport the data

files.

3.) Restore a project into the panel that was

B transferred to an “External Memory Device” using the

C-more Programming Software.

4.) Restore Recipe Sheet(s) previously backed up to a
memory device or copied to the memory device using

a PC.

The available memory devices will be displayed
showing the total and free available memory for that
device. If the device is not available, it will be grayed
out. The Next button is grayed out until a device is
selected.

The Cancel button can be pressed at any time to
return to the Memory Menu screen.

This is an example of a USB memory device selected
to be the source for restoring the data file(s).

The selected device is highlighted. Pressing again

deselects it.

Even if there is only one available memory device, it
needs to be highlighted in order to go to the next step.

Press the Next button to continue to continue to Step
2.

NOTE: If you have a memory device inserted into the proper port on the touch panel, but it doesn’t show up as
highlighted in Step 1 of the Backup setup screen, then try a different device to determine if the memory device is
defective or if there is a possible problem with the memory device connection. It may not be compatible with the
panel. Some USB pen drives are not USB 2.0 compatible and will not work with C-more touch panels. Some USB
pen drives may take several minutes before they are recognized by the panel.

SD cards must be formatted using the SD formatter provided by SDcard.org
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Memory — Restore (cont’d)
Please read the explanation for the availability of SD1 under different conditions as shown on
this page and the next.

SD1 Availability Explanation:

SD1 may be unavailable (grayed out) if there is no
card in SD Slot 1 or the card in SD slot 1 has the
project currently running on the panel stored on it.
The project will exist on SD1 if the SD card

was installed in SD1 when the project was
TRANSFERRED to the panel by the C-more
programming software.

If the panel is powered up or rebooted with an SD
card inserted into SD1 Slot, then the SD1 button’s
Total and Free memory will be displayed.

NOTE: The following definitions are for the various file types that can be restored:

Project data — consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file
name StartupStorage.eas9.

Recipe data - consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware - consists of the operating system, firmware and run time files. Included in backup file name
StartupStorage.eas9.

Log data — consists of the Alarm Log, Message Log and Trend Data Logging files.
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Memory — Restore (cont’d)

I Restore l
Step—2 : Select Data Area to Restore
EEPE]D
Project Recipe
Total : 172 KB Total : 1 KB
Log System
Total : 268 KB Total : 16 MB
<< Prew. II l I Cancel l
I Restore l
Step—2 : Select Data Area to Restore
EEPE]
Project Recipe
Total : 172 KB Total : 1 KB
Log System
Total : 268 KB Total : 16 MB
I << Prev. ll Next >> l I Cancel I

Select the data file(s) to be restored by pressing the
appropriate data file button. The selection will be
highlighted. The data file can be either the Project,
Firmware and/or Recipe files. The selected data is
restored to the internal built-in memory if there is no
SD card inserted into the SD1 slot.

Pressing the highlighted data file again will turn it off.

The Next >> button will stay grayed out until at least
one data file is selected.

Any file type not available will be grayed out.

This is an example of a file selected to restore.
The selected file is highlighted.

The Next >> button is now enabled.

Pressing Cancel will return to the previous menu.

Press the Next button to continue.

NOTE: The following definitions are for the various file types that can be restored:

Project data — consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file
name StartupStorage.eas9.

Recipe data - consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware — consists of the operating system, firmware and run time files. Included in backup file name

StartupStorage.eas9.
Log data - consists of the Alarm Log, Message Log and Trend Data Logging files.

s-un |
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Memory — Restore (cont’d)

l The data selected to restore is checked. If the data is

good, then the OK button can be pressed to start the
Ster—3 ¢ USE to Pamel restore.

" If there is a problem with the data, the OK button

T 3 will remain grayed out and the user can return to the
AT . .
Tl S 5 I Tl 8 S5 O previous screen by pressing the

Froject  t 2 ME Used : 9 MB << Prev button.
Free @ & MBE

| Restore

The problem could be caused by a corrupted data file.
See Chapter 8: Troubleshooting for additional help.

<< Frew. || 0x l | Cancel l

This message is displayed during the Restore process.
Press the Cancel button to abort the backup.

The following text is shown in the copying progress
message box:

Copy to USB Memory:
“Please do not Power Off and Remove USB”

Copy to SD1 or SD2:
“Please do not Power Off and Remove SD card”

WARNING: During the copying process. Do
not power off the touch panel or remove the

memory device.

This message is displayed to indicate the Restore
is complete. Press the OK button to return to the
previous menu selection.

| Restore l

Step-3 ¢ USE to Fanel

<4 Preu. || ox l | Cancel l
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Memory — Restore (cont’d)

Restore

Ster-3 ¢

USE to Panel

Memory,

Mok enough Memory Space in System

<< Prew.

l | Cancel l

Restore

Step-3 :

USE to Panel

j|System Screen '

@ Restore Failed, USE cannot be Found,

| {4 Preu.

l | Cancel l

| Restore

Ster-3 ¢ USE to Panel

| System Screen '
@ Restore Failed.

l | Cancel l

5-46 |

Warning Messages:

If the system memory does not have enough space to
restore the selected memory size, then the message
shown here will be displayed. Press the OK button to

clear the warning message.

The warning message will read “Not enough Memory
Space in System Memory”.

The Project size must be less than 10 MByte for
67-10” panels and less than 40 MByte for 12”7 & 157
panels.

This warning message will be displayed if the restore
Memory device fails or is removed during the backup.
Press the OK button to clear the warning message.

The warning message will read “Restore Failed.
“%Device% cannot be found”.

%Device% will show show “SD1”, “SD2”, or “USB”.

Try using a different device with known good data in
the same connector or using the device that is causing
the error in a different connector.

For any other reason the restore fails, then this
warning message will be displayed. Press the OK

button to clear the warning message.
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Memory — Clear Memory

This function is used to clear individually selected
data files, or all data files, within the panel’s Built-in
Memory, or any installed memory device such as a
USB pen drive or an SD card.

Select the memory device to clear. If the device is not
available, it will be grayed out.

The Next button is grayed out until a device is
selected.

The selected device is highlighted. Pressing again

/ deselects it.

/ When there are more than two available backup
devices, the one selected will be highlighted. If
another is selected, then the highlight will change to
the last one pressed. Only one device can be selected
at a time.

Press the Next button to continue.
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Memory — Clear Memory (cont’d)

Select the data file(s) to be cleared.

I Clear Memory

l This is an example of an SD card or USB memory
that was selected in Clear Memory - Step-1.

»» The selected file will be highlighted. Pressing again

Project Recipe deselects it.

Step—2 : Select Data Area to Erase

The Next >> button will stay grayed out until file(s)
are selected.

Log Clear All Selecting Clear All will erase all files located on the
Total : 70 MB memory device.
B This is an example of USB Memory that was selected
=< e || 1 [ camcer | in Clear Memory - Step-1.

Notice the ability to select either the Project file, Log
files, Recipe files, or the System files.

——| NOTE: Firmware files cannot be cleared from internal memory.

e

This is an example of the Project data file being

I Clear Memory l A
selected for clearing.

Step—2 : Select Data Area to Erase

EPEPE

The selected memory area is highlighted. Pressing

Project Recipe . d 1 .
ot = 5@ again deselects it.
The Next >> button is now enabled.
Log System
Total : 7 MB Pressing Cancel will deselect the file(s).

< prev. [ New = | [ cancel | Press the Next button to continue.
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Memory — Clear Memory (cont’d)

The data file(s)selected to clear are checked. If the
I dara file is good, then the OK button can be pressed

ezt B (Eieer 53 (lmew to start the clear procedure.

b" If there is a problem with the data file, the OK button

will remain grayed out and the user can return to the

| Clear Memorw

USE Frodect . .
Total : 485 ME Totsl : Z ME previous screen by pressing the
Used : 3 ME Loa << Prev button.
Free @ 485 ME Total ¢ @ KE
Sustem

Totsl : 7 ME ‘

Press the OK button to continue.

{4 Prew. || 0K l | Cancel l

This message is displayed during the clearing process.
Press the Cancel button to abort the clearing.

The following text is shown in the clearing progress
message box:

Clearing Built-in Memory:
“Please do not Power Off”

Clearing USB Memory:
“Please do not Power Off or Remove USB”

Clearing SD1 or SD2
“Please do not Power Off or Remove SD”

& WARNING: During the clearing process, do not power off the touch panel or remove the memory

device.
| Clear Memory l The following message is displayed when the clearing
Step—3 1 Clear USE process is complete:
@L@]} 3 “%Device% cleared”
| System Screen %Device% will show either “SD17, “SD2”, or “USB”.
] e — Press the OK button to return to the Memory Menu
B screen.

<< Frew. || 0x l | Cancel l
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Memory — Clear Memory (cont’d)

I Clear Memory

Step—2 : Select Data Area to Erase

DEE

Project

Recipe

Log Clear All

Total : 70 MB

I << Prew. ll Next >> ll Cancel l

The following is an example of Clear All selected for
clearing.

The selected device is highlighted.
The Next >> button is now enabled.

Pressing Cancel will deselect the Clear All

touch panel.

NOTE: If Clear All is selected, all files will be erased from the memory device, even those not related to the C-more

| Clear Memory I
Ster-3 ¢ Clear USE
EMErD
USE
Total @ 122 ME
Used : 78 ME
Free : 51 ME
| << Prew. || 0K l | Cancel l
| Clear Memory I
Ster-3 ¢ Clear USE

E 3
| System Screen

All data will be erased on USE,
To clear USE,, click Ok, To quit, click Cancel,

,_
-

5-50 |

The data file(s)selected to clear are verified. If the data
file is good, then the OK button can be pressed to
start the clear procedure.

If there is a problem with the data file, the OK button
will remain grayed out and the user can return to the
previous screen by pressing the

<< Prev button.

Press the OK button to continue.

The warning message shown here will be displayed to
give the user the opportunity to decide if they want to
proceed or not.

Press the OK button to continue.

The Clear All process will start with a warning
message as seen in the first example and continue until
a message saying the device is cleared or a warning
message as shown on the next page will appear.
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Memory — Clear Memory (cont’d)

The warning message shown here will be displayed if
| Clear Memory l the clearing process fails.

Ster-3 & Clear USE Memorw “Clear Failed”.

Press the OK button to return to the Clear Memory
screen and try again.

@ Clear Failed. If the selected memory still fails to clear, then refer to
Chapter 8: Troubleshooting for additional help.
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Memory — Reset to Factory Default

After pressing the Reset to Factory Default button
from the Memory Menu, the message box shown

will be displayed.

Resetting to the Factory Defaults produces the
following actions:

1.) The touch screen calibration is reset to the
Factory Defaults.

2.) The project file is cleared.
3.) The log, recipe & WAV files are cleared.
4.) The IP address is set to DHCP.

WARNING: As a precaution, it is recommended to create a backup file to an SD card or USB storage
device using the Memory Backup function before resetting to factory defaults.

Backup

Memory

Restore

System Screen

@ Reset to Factory Default was completed. |

5-52 |

The message shown here is displayed once the Factory
Default values have been stored into the system
memory.

Press OK to continue.

After pressing OK, the touch panel will reboot and

startup on the Touch Screen Calibration procedure
as shown here.

The following note is also shown on the calibration
screens to remind the user that the Project File

has been cleared, there’s no communications with
the PLC, and the calibration procedure most be
performed in order to ready the panel to download a
project:

Note: The panel will not communicate or run its
project in this mode.

Also, the C-more Programming Software will not

connect to the panel in this situation.
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Chapter 6 - PLC Communications

Introduction

The C-more family of touch panels is capable of communicating with a wide variety of
Programmable Logic Controllers. C-more is capable of communicating over RS232,

RS422 and RS485 serial networks as well as Ethernet networks. It communicates with all
AutomationDirect PLC’s utilizing various protocols. C-more also communicates with other
brands of PLCs by their different protocols. The table on the next page lists all of the various
PLCs and protocols that can be configured. The page after the protocol table lists the various
serial communication cables that are available to purchase. The rest of this chapter is devoted
to showing the pin to pin connections of all the available cables plus wiring diagrams that
the user can refer to in order to construct their own cables, along with wiring diagrams of
cables that are not available for purchase. To simplify RS422/RS485 wiring schemes, we have
included wiring diagrams showing connections for available terminal connectors such as our
ZIPLink Communication Adapter Module, p/n ZL-CMA15, used for example with our
DL-06 and D2-260 PLCs.

If you have difficulty determining whether the particular PLC and/or protocol you are using
will work with the C-more series of touch panels, please contact our technical support group

at 770-844-4200

DirectLOGIC PLCs Password Protection

ﬁ

6-2 |

NOTE: Many DirectLogic PLCs support multi-level password protection of the ladder program. This allows password
protection while not locking the communication port to an operator interface. The multilevel password can be invoked
by creating a password with an upper case “A” followed by seven numeric characters (e.g. A1234567). Please refer
to the specific PLC user manual for further details.

C-more
Touch Panel

DL-06 PLC

EA-2CBL-1
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Chapter 6 - PLC Communications

PLC Protocols
Model Protocols
. ) Productivity Serial
Productivity Series Productivity Ethernet
Do-more all Do-more Serial
(BRX) Do-more Ethernet
cLICK Modbus (CLICK addressing)
Modbus TCP (CLICK addressing)
K-Sequence
all DirectNET
DLO5/DL
05/DL06 Modbus (Koyo addressing)
H0-ECOM/H0-ECOM100 DirectOGIC Ethernet
DL105 all K-Sequence
D2-230 K-Sequence
K-Sequence
D2-240 DirectNET
K-Sequence
DL205 D2-250/D2-250-1/D2-260/D2-262 DirectNET
Modbus (Koyo addressing)
D2-240/D2-250-1/D2-260 DirectNET
Using DCM Modbus (Koyo addressing)
H2-ECOM/H2-ECOM100 DirectOGIC Ethernet
AutomationDirect D3-330/330P (Requires the use of a Data Communications Unit) DirectNET
u D3-340 DirectNET
K-Sequence
DL305 D3-350 DirectNET
Modbus (Koyo addressing)
DirectNET
D3-350 OCM Modbus (Koyo addressing)
K-Sequence
DA-430 DirectNET
K-Sequence
DA-440 DirectNET
K-Sequence
DL405 D4-450/D4-454 DirectNET
Modbus (Koyo addressing)
) DirectNET
Allwith DCM Modbus (Koyo addressing)
H4-ECOM/H4-ECOM100 Direct OGIC Ethernet
H2-WinPLC (Think & Do) Live V5.2 or later and Studio any version Think & Do Modbus RTU (serial port)
H2-WinPLC (Think & Do) Live V5.5.1 or later and Studio V7.2.1 or later Think & Do Modbus TCP/IP (Ethernet port)
&S Drives GS Drives Serial
GS Drives TCP/IP (GS-EDRV)
SOLO Temperature Controllers (models with serial communications) SOLO Temperature Controller

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 6 - PLC Communications

PLC Protocols

Model

Protocols

Allen-Bradley

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-01/02/03

DH485/AIC/AIC+

MicroLogix 1000, 1100, 1200, 1400 and 1500

SLC 5-03/04/05

ControlLogix™, CompactLogix™, FlexLogix™

DF1 Half Duplex; DF1 Full Duplex

PLC-5

DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Tag Based

DF1 Half Duplex; DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Generic |/0 Messaging

EtherNet/IP Server

ControlLogix, CompactLogix, FlexLogix - Tag Based

MicroLogix 1100, 1400 and SLC 5/05, via native Ethernet port

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-03/04/05, all via ENI adapter

EtherNet/IP Client

Micro 800 Series

Modbus RTU

Modbus TCP

Micro 800 Series - Tag Based

DF1 Full Duplex

EtherNet/IP Client

Modbus RTU Modbus RTU devices Modbus RTU
Modbus TCP/IP | Modbus TCP/IP devices Modbus TCP/IP
GE 90730, 90/70, Micro 90, VersaMax Micro SNPX

90/30, Rx3i SRTP Ethernet

FX Series FX Direct

. 02, Q02H, QO6H, Q12H, Q25H QCPU

Mitsubishi - -

Q, QnA Serial QnA Serial

Q, QnA Ethernet QnA Ethernet

984 CPU, Quantum 113 CPU, AEG Modicon Micro Series 110 CPU: 311-xx, 411-xx,

512-xx, 612-% Modbus RTU
Modicon o , Modbus RTU

Other devices using Modicon Modbus addressing

TUModbus TCP/IP

($200 Adapter, C500 Host Link

Omron CJ1/CS1 Serial
FINS

(CJ1/CS1 Ethernet

S7-200 CPU, RS-485 Serial PPI
Siemens

S§7-200 CPU, S7-300 GPU, S7-400, S7-1200, S7-1500 CPU
Ethernet

Ethernet ISO over TCP

64 |
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Chapter 6 - PLC Communications

PLC Communication Cables & Wiring Diagrams

Cables used with 15-pin RS-232/422/485 serial Port1

AutomationDirect Productivity Series,

Do-more, CLICK, Direct LOGIC PLC RJ-12
port, DLO5, DLO6, DL105, DL205, D3-350,
D4-450 & H2-WinPLC (RS-232C) 3m (9.8

ft) cable length

EA-2CBL

Direct LOGIC %VGA Style) 15-pin port, DLOB,
D2-250 (250- ; D2-260 (RS-2320)
3m (9.8 ft) cable length

EA-2CBL-1

Direct LOGIC PLC RJ-11 port, D3-340
(RS-232C) 3m (9.8 ft) cable length

EA-3CBL

Direct LOGIC DL405 PLC 15-pin D-sub port,
DL405 (RS-232C) 3m (9.8 ft) cable length

EA-4CBL-1

Direct LOGIC PLC 25-pin D-sub port,
DL405, D3-350, DL305 DCU and all DCM's
gRS 232C§

m (9.8 ft) cable length

EA-4CBL-2

Allen-Bradley MicroLogix 1000, 1100, 1200,
1400 & 1500 (RS-232C)
3m (9.8 ft) cable length

EA-MLOGIX-CBL

Allen-Bradley SLC 5-03/04/05, ControlLogix,
CompactLogix, FlexLogix DF1 port
(RS-232C)

EA-SLC-232-CBL

Allen-Bradley PLC-5 DF1 port (RS-232C)
3m (9.8 ft) cable length

EA-PLC5-232-CBL

Allen-Bradley SLC 5-01/02/03, PLC5 DH485
port 3m (9.8 ft) cable length

EA-DH485-CBL

GE 90/30, 90/70, Micro 90, Versamax Micro

gRS-422A;
m (9.8 ft) cable length

gPortZ) 15-pin D-sub port (RS-422A) EA-90-30-CBL
m (9.8 ft) cable length
MITSUBISHI FX Series 25-pin port

EA-MITSU-CBL

MITSUBISHI FX Series 8-pin mini-DIN
(RS-422A) 3m (9.8 ft) cable length

EA-MITSU-CBL-1

OMRON Host Link (G200 Adapter, G500)
(RS-232C) 3m (9.8 ft) cable length

EA-OMRON-CBL

Portl
8 1 .
O o D-Sub 15-pin female
on rear of touch panel
15 9
Port3
Signal 1 6

N.C

o
olalaleln|r|2

Cables used with RJ12 RS-232 serial

Port3

AutomationDirect Productivity Series,
Do-more, CLICK, Direct LOGIC PLC RJ-12
port, DLO5, DLO6, DL105, DL205, D3-350,
D4-450 & H2-WinPLC (RS-232C)

3.66m (12ft) cable length

D0-CBL

DirectLOGIC (VGA Style) 15-pin port,
DL06, D2-250 I§250 1? 2-260 (RS-232C).
Use with DO-CBL cab

FA-15HD

DirectLOGIC PLC 15-pin D-sub port,
DL405 (RS-232C).
Use with DO-CBL cable.

FA-CABKIT

DirectLOGIC PLC RJ-11 port, D3-340
(RS-232C) 2m (6.56 ft) cable length

0P-3CBL-1

RJ12 RS-232 Serial
Communications

RS-485 Serial
Communications

*NOTE: All cables for connections at Port 2 are user constructed. Refer to the specifications of the connected device
port to construct the cable properly. The connector for Port2, EA9-3TB , is included with your C-more panel.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 6 - PLC Communications

Cables from AutomationDirect (cont'd)

Part No. DO-CBL Part No. OP-3CBL-1 Part No. FA-15HD

n Part No. EA-2CBL Part No. EA-2CBL-1 Part No. FA-CABKIT

Part No. EA-4CBL-1 Part No. EA-4CBL-2 Part No. EA-3CBL
Part No. EA-MLOGIX-CBL Part No. EA-SLC-232-CBL Part No. EA-PLC5-232-CBL
Part No. EA-DH485-CBL Part No. EA-90-30-CBL
Part No. EA-MITSU-CBL Part No. EA-MITSU-CBL-1 Part No. EA-OMRON-CBL
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Chapter 6 - PLC Communications

PLC Communication Cables & Wiring Diagrams (cont’d)

The following series of wiring diagrams show the connectors and wiring details for the
communication cables that are used between the C-more touch panels and various PLC
controllers. Part numbers are included with the pre-made cables that can be purchased from
AutomationDirect. The information presented will allow the user to construct their own

cables if so desired.

AutomationDirect PLCs RS-232C Serial

EA-2CBL

ToPLC
RJ12 Port

RS-232C (p/n EA-2CBL)

Productivity Series, Do-more, CLICK and Direct Logic PLC RJ12 port:
DLO05, DLO06, DL105, DL205, DL350, DL450, H2-WINPLC

To C-more Touch
Panel PLC Port

—

|nin]

J

RJ12 6-pin
Phone Plug
(6P6C)

1 =Sig GND

2 =do not use

3=RXD

4 =TXD

5 =do not use 173456

6 = do not use

Wiring Diagram

D <4y 43> RxD
RXD 3 : : : : 2 TXD
eno<H—4— )

shield i

8 = do not use
7 = do not use
6 = do not use
5 = Logic GND
4 =do not use
3 =RXD (232C)
2=TXD (232C)
1 = Frame GND

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

15 = do not use
14 = do not use
13 = do not use
12 = do not use
11 = do not use
10 = do not use

9 =do not use

EA-2CBL-1

ToPLC
15-Pin HD Port

Direct Logic PLC (VGA style) 15-pin HD port:
D2-250, D2-250-1, D2-260, D2-262, DL06

RS-232C (p/n EA-2CBL-1)

To C-more
15-pin Portl

) €

Wi

Wiring Diagram

15-pin 15-pin
HD D-sub ~ e =~ D-sub
2 77 7y 3
g=donotuse (M%) 15=donotuse 0 31 1 L1, RXD g - donotuse (Male) 15 = do not use
7 = Sig GND 14 =donotuse RXD — — TXD 7 =do not use 5 14 = do not use
6 = do not use ] 13 =donotuse gyp<lLl 1 1 15 @ 6 = donot use 13 = do not use
5=CTS 12 = do not use [ [ 5 = Logic GND 12 = do not use
4=RTS 11 =donotuse RTS : : i i 4 =do not use 11 = do not use
3=RXD 10=donotuse cTs [ 3 =RXD (232C) 10 = do not use
2=TXD 9 = do not use ) ) 2=TXD (232C) 1 9 = do not use
1=+5VDC - N/C s 00000 ] ? l; 1 = Frame GND
HD = High Density shield i

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

==
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-232C Serial (cont’d)

EA-3CBL

DirectLogic PLC RJ11 port: D3-340 1T§ C_-fgoffl
-pin Por
ToPLC RS-232C (p/n EA-3CBL) i
RJ11 Port —
| 5011 ) ¢ []
RJ11 4-pin
Phone Plug » .
(4P4C) Wiring Diagram 8 = do not use 15 = do not use
—— - 7 =do not use 14 = do not use
1=RXD TXD <23 £+ 3> Rrxp 6=donotuse 13 = do not use
2=TXD RxD <L o 119 ™D 5 = Logic GND 12 = do not use
3 =do not use gl ! L 4 =do not use 11 = do not use
4 = Sig ground I GND<*{—H — O 3=RXD(2320) 10 = do not use
T T ehield T 2=TXD (232C) 9 = do not use
hield
shie 771 = Frame GND

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-4CBL-1

ToPLC Direct Logic PLC 15-pin D-sub port: DL405,
RS-232C (p/n EA-4CBL-1)

15-Pin Port

—

To C-more
15-pin Portl

—

3

i

—

Wiring Diagram

J

PO A N —— £y 35 RxD )
15-pin RXD <3 [ [ 0 15-pin
-sul . [ [ D-sub
8=YOMSense (n,6) 15 =Logic GND online <41 155 &y 8=donotused (male) 15 =do notuse
7=CTS 14 = Logic GND o3l [ 7 = do not used 14 = do not use
6 = do not use 13 = Logic GND 614, ' Vo 6 = do not used o 15 13 = do not use
stopouise [[1H 12-comose avod— I e
3 =RXD (232C) 10 = do not use 10 Vo 3= RXD (232C) 10 = do not use
2 =TXD (232C) 9=donotuse YOP e:—:— bl 2=TXD (232C) 1 9 = do not use
1=YOP Sense 1 cTs <L L1 P 1 =Frame GND
See PLC user manual <8+ [
for pin out details. YoM wa 0000 | Le! 1
shield Ty,

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-232C Serial (cont’d)

EA-4CBL-2

To PLC
25-Pin Port

——

DirectLogic PLC 25-pin D-sub port:
DL405, D3-350, DL305 DCU, and all DCMs,
RS-232C (p/n EA-4CBL-2)

To C-more
15-pin Portl

—

[

I

—

13 = do not use
12 = do not use
11 = do not use
10 = do not use
9 = do not use
8 = do not use
7 = Signal GND
6 = do not use
5=CTS

1 =do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

Wiring Diagram

18 = do not use
17 = do not use
16 = do not use
15 = do not use
14 = do not use

e 1=
shield T i,

25=donotuse Txp <2 Il”\l_______________IT"\I 3 RXD 8=
24 = do not use 31 1 119 7=
23=donotuse RXD<"H— . ™D o
22=donotuse GND<lt— L 155 &y 5=
21 = do not use 41 1 [ 4=
20 =donotuse R'S : HE . 3=
19 =do notuse CTS — Vo 2=
\ ! \ !

15-pin

D-sub
donotuse (male) 15 =do notuse
do not use 14 = do not use
do not use o['5 13 = do not use
Logic GND 12 = do not use
do not use 11 = do not use
RXD (232C) 10 = do not use
TXD (232C) 1 9 = do not use

Frame GND

DO0-CBL

RJ12 6-pin
Phone Plug
(6P6C)

DO-CBL RS-232 RJ12 to RJ12 Shielded Cable

EA3-S3ML, EA3-TACL, EA3-T6CL, EA3-T8CL, EA3-T10CL

(Does not provide power)

RJ12 6-pin
Phone Plug
(6P6C)

3 €

é[[ﬂ]][]]\

(o]

12 feet [3.7 m]

RJ12 6-pin » . RJ12 6-pin
1= Sig GND Phone Plug Wiring Diagram Phone Plug 1 =Sig GND
2= no% used (6P6C) 1, 0TTTTTTTToooo -~ 1 (6P6C) 2 = not used
3; RXD GND :l ‘: :l ‘: eNp 3ZRXD
$ratues N T 3= rotuses
= TXD TXD =
6 = not used R A N 6 = not used
123456 123456
OP-3CBL-1
Direct Logic PLC RJ11 port: D3-340 Port 1 & 2 To C-more
To PLC ) R B EAQ series
RJ?.l Port RS-232C (p/n OP-3CBL 1) Serial Port3
| EEGI] o imc
RJ11 4-pin RJ12 6-pin
Ph%ﬁglug Wirina Di Phone Plug
( ) iring Diagram (6P6C) 1= Sig GND
| mmmmmmmmmmmmm e -~ 4 2 = not used
1=RXD RXD <++—Y —t XD 3=RXD
2=TXD TXD <24+—1 35 RyD 4=TXD
3 =do not use a4l ! [t 5=+5VDC
4= Sig GND AN GND<H—f———————— >0 173456 6 = Sig GND

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A

When using the RS-422A/RS-485A capabilities of the C-more 15-pin PLC communications
Portl, the termination resistor is placed between the RXD- and RXD+ terminals on the PLC
side of the connection between the touch panel and PLC. The Termination Resistor value

is based on the characteristic impedance of the cable being used. To enable the built-in 120
Ohm Termination Resistor, jumper pin 13 to pin 9 (RXD+) on the C-more 15-pin PLC

communications Portl.

5 =do not use
4 = do not use
3 =do not use
2 =do not use
1 =do not use

5 for) 3 =do not use 10 = RD- (RS422)
2 =do not use 1(® 9 = RD+ (RS422)

User Constructed
To PLC Direct LOGIC DL-06, D2-250, D2-250-1, D2-260, D2-262 (all Port 2) To C-more
15-Pin Port RS-422A 15-pin Portl
D X ]
15-pin Wiring Diagram 133 Term. 15-pin
HD D-sub o .~ | o D-sub
(male) TXD+ : ><: RD+ g = do not use (Male) 15 = 4o not use
8= ‘ TXD- 10; * 105, gp- 7 = do not use 14 = do not use
=do not use 13, 6 = do not use 13 = Termination
7 = Sig GND RxD: < & ><1:_._11.? SD* 5 - | ogic GND 12 = SD- (RS422)
6 = RXD—- RXD— T SD- 4 = do not use 11 = SD+ (RS422)
1
1

R T is,,
Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.
User Constructed
SELCON DirectLOGIC D2-DCM*, D3-DCM* & D4-DCM* To C-more
RS-422A 15-pin Portl
] ¢ ]
— Wiring Diagram .
25 = do not use 9 biag 135 Term. %)5;%'3
13=CTS- 24 = do not use 14,y "~ T 19 A
12 = CTS+ 23=donotuse OF :' ><:' RD* g = do not use (Male) 15 = 4o not use
11 = RTS- 22 =donotuse TXD- 15; ; 10 RD- 7 = do not use 14 = do not use
10 =RTS+ 21=donotuse Ryp+ <LlL 13 = Termination
1
1

9 = do not use
8 =do not use
7=0V

6 = do not use _
5 =do not use 17 =RXD+
4 =do not use

1
(RS422) RTS- I::In'
3 =do not use 16 = RXD- CTS-
2 =do not use (RS422) Lo, L P
1 =do not use 15 = TXD- 12: !
(RS422)  CTS+ t‘\‘

(RS422)
Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

SD+ 6 =do not use
>< 125 5 = Logic GND 12 = SD- (RS422)
SD- 4 = do not use 11 = SD+ (RS422)
5 1) 3 =do not use 10 = RD- (RS422)
2 =do not use 1| * 9 = RD+ (RS422)

1 = Frame GND

20 = do not use 161
19 =do notuse RXD-
18=donotuse oy <1

* Note: The DCM modules must be set for:
DirectNET Slave, HEX mode.

NOTE: The RS-422 wiring diagrams shown above are not for multi-drop networks involving connecting more than
one PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will
be connected to a panel.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed
zg:gi';LF%rl Direct LOGIC D4-430/D4-440/D4-450/D4-454 Port 1 and D3-350 Port 2 To C-more
RS-422A 15-pin Portl
] ] ]
— Wiring Diagram 13 rorm 15pin —
.~ — — ' D-sub
13 = do not use 25=donotuse Txp+ <l4y 9

12 = do not use RD* g = do not use (Male) 15 = do not use

\ va \
T T T
24 = do not use
11 = CTS+ 23 = CTS— TXD- 16: : : : 105, Rp- 7 = do not use 14 = do not use
10 = RXD- 20 = t 9, | 111 6 = do not use 13 = Termination
(RS422) 22=donotuse RxD T 4 X 1o, 0" 5 =Logic GND 12 = SD- (RS422)
9 = RXD+ 20 = do not use RXD- L— L— SD- 4 = do not use 11 = SD+ (RS422)
_(Rs422) 19 = RTS+ ov <li i L 15 @ 3=donotuse 10 = RD- (RS422)
LI 18- RTS- 18] | ! 2=donotuse 1+ " "9 = RO+ (RS422)
6 = do not use 17 = do not use RTS- &] : : 1= Frame GND
5 =do not use 16 = TXD— CTs- — bl
4 =do not use (RS422) R+ 911 [
3 =do not use 15 = do not use 10 i
2 =do not use 14 = TXD+ CTS+ [

1=do not use (RS422) e shield r 15 .4

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

9 = do not use RXD-

8 = do not use
7=0V

6 = do not use
5 =do not use

- SD- 4 = do not use 11 = SD+ (RS422)
21 = donot use 7, 5 3 =do not use 10 = RD- (RS422)
20 = do not use ov T @ —

19 = do not use STttt Egag T T T 1 2=donot use 1{ 9 = RD+ (RS422)

- shield U 1> 7 1= Frame GND
18 = do not use
4 = do not use 17 = do not use
3 =do not use 16 = do not use
2=donotuse 1 15 = do not use
1 =do not use 14 = do not use

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

User Constructed
zs-l:gi';LPcort Direct LOGIC D4-450/D4-454 Port 3 To C-more
RS-422A 15-pin Port1
RTS and CTS are not present on this port. =t
i ] i
— 25-pin Wiring Diagram 13 -
13-Txp.  D-sub 25=RXD- - PE—— e ™ Doaib
_ (Rs422) (male) = éﬁ%ﬁzz) TXD+ éllf_\l'X ><:' ‘: . RD+ g = do not use (Male) 15 = do not use
2= T(ég:{za 25 (Rs422) TXP- s +—+10> ro- 7 = do not use 14 = do not use
11 = do not use 23=donotuse RXD+ <24l L1115 gp, 6 =donotuse 13 = Termination
10 = do not use 22 = do not use < X 5 = Logic GND 12 = SD- (RS422)
; .
T \ U

00000080000 G
coocooco0o000O0 e

NOTE: The RS-422 wiring diagrams shown above are not for multi-drop networks involving connecting more than
one PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will
be connected to a panel.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed
To PLC Direct LOGIC DL-06, D2-260, D2-262 (Port 2) To C-more
15-Pin Port RS-485A 15-pin Portl
[ D ﬁjﬂ ) € D
Hljjslspin . Wiring Diagram 135 Term. 11353%'{)‘
-sub g emmmmmm e ——~ -
13 [ 9
(male) RXD+ f:f [ :' RD+ g = do not use (Male) 15 = do not use
8 =do not use o+ <2 1 i 115 sp+ 7 = do not use gl14= do not use
=dc u _ . _ A0 | 10 _ 6=do notuse 13 = Termination
7 = Sig GND ii : g; ™D . L RD- 5 = Logic GND 12 = SD- (RS485)
6 = RXD- RXD- SD- 4 = do not use 11 = SD+ (RS485)

5 = do not use
4 = do not use
3 =do not use

55 @ 3=donotuse [] 10 = RD- (RS485)

7!
12=RTS-  GND
S 2=do notuse 1(.* 9 = RD+ (RS485)

1
LL=RTS+  grs. <2

\
T
1
1
1
!
13 = RXD+ [
I
I
I
1
1
1
T
1

1

i

1

1

2 = do not use 10 =TXD- ! !
1=do not use 9=TxD+  CTS-<*% i
RTs+ <Ll !

1 1

crs+ <4 {

e T T sy

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

NOTE: The RS-485 wiring diagram shown above is not for multi-drop networks involving connecting more than one
PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will be
connected to a panel.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)
User Constructed

Direct LOGIC ZIPLink ZL-CMA15L Adapter Module to EA-COMCON-3 Terminal Block Adapter
RS-485A — PLC D2-260 or DLO6 only — Port 2

Terminal Block Adapter

] plugs into C-more
RS-232 RXD @ 15-pin Portl

RS-232 TXD & Wiring Diagram

+5V @

SIGNAL GND @——F—} — & GND
1 1 1 1
RS-422/485 RX~ @—g—— — & RD-
RS-422/485 TX— @—I Vo - L@ SD-
1 1 1 1
1 1 1
1 1 1
! \ !

RS-422/485 RX+ @—¢—+— — @ SD+ R
RS-422/485 T><+®—I 0 RD+ 4
“““““““““““““““““““ TERM *EA-COMCON-3

shield

See ZL-CMAI1S5L specifications on
ZL-CMALSL termination resistor jumper.

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

User Constructed

DirectLOGIC ZIPLink ZL-CMA15L Adapter Module to EA-COMCON-3 Terminal Block Adapter
RS-422A — PLC D2-250 (-1), D2-260 or DLO6 — Port 2

Terminal Block Adapter
plugs into C-more

RS-232 RXD @ 15-pin Portl
RS-232 TXD @ Wiring Diagram
TERMINATE +5V @
&)
r . SIGNAL GND @&
ZL-CMA15L
RS-422/485 RX— @)
Orxo RS-422/485 RX+ 3
RS-422/485 TX- @
RS-422/485 TX+ (@)

7

. oo oo oo oo N

shield

See ZL-CMA15L specifications on
termination resistor jumper.

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

NOTE: The RS-422 and RS-485 wiring diagrams shown above are not for multi-drop networks involving connecting
more than one PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one
PLC will be connected to a panel.

* NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed

SIGNAL GND|@ —
1 1

TXD /RXD @ é —

*

TXD / RXD +@) —
Do

1 1

1 1

\ /

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

Productivity PLC RS485 Port to EA-COMCON-3 Terminal Block Adapter

Terminal Block Adapter
plugs into C-more
15-pin Port1

Wiring Diagram

Productivity
PS485 Port

shield

= *120 Q resistor *EA-COMCON-3

User Constructed
AutomationDirect Productivity PLC
Removable Connector RS-485 To C-more
included with 15-pin Portl
Productivity CPU —
2
3 X ] j
Wiring Diagram ;
iring Diag 135 Term. 15-pin
TXD+ / RXD+ 3 i €] RD+ D-sub
= T 8 = do notuse (Mal€) 15 = 4o not use
TXD+/IRXD+ + | ) Termg 1 [—o—H . 115 5p+ 7 =do not use 15 14 = do not use
i ) ) 8 H L 110 _ 6=donotuse 13 = Termination
- /RXD- - | @ TXD-/RXD 1 [ 0" 5=LogicGND 12 = SD- (RS485)
Ground G | @ o SD- 4 =do not use 11 = SD+ (RS485)
Ground <8— | {55 ¢ 3=donotuse [] 10 = RD- (RS485)
R A 2 =donotuse 1 ® 9 = RD+ (RS485)
shield 1s .., 1=Frame GND

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

Use 120 ohm resistors as termination resistors (Term.)

6-14 |

NOTE: The RS-422 and RS-485 wiring diagrams shown above are not for multi-drop networks involving connecting
more than one PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one
PLC will be connected to a panel.

* NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed

AutomationDirect CLICK PLC To C-more
Co%Lg:olf't 3 Analog CPU 15-pin Portl
RS-485 —

B]== ; 1

% Term. 3[-35‘pig
RS485 _3 T TTTTToTomoo ~~ 19 ~Su
Signal A :’ ‘: :’ ‘: RD* g =donotuse (M) 15 = gg not use
RS-485 Signal A + |[[=T] Termg 1 [_'_'49. . 11> sp+  7=donotuse 14 = do not use
: RS-485 8 L v 110 _ 6=donotuse 13 = Termination
Rs-ss signals ~ ([T Signal B T . RD-" 5 = Logic GND 12 = SD- (RS485)
o oS- dl
t—+ + I

Logic Ground LG|([EX] 4 = do not use 11 = SD+ (RS485)
Logic 5 5 fas) 3 =do not use 10 = RD- (RS485)

Ground B 2 =do not use 1 9 = RD+ (RS485)
shield 1,4, 1=FrameGND

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.
Use 120 ohm resistors as termination resistors (Term.)

NOTE: The RS-485 wiring diagram shown above is not for multi-drop networks involving connecting more than one
PLC to a panel. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will be
connected to a panel.
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Chapter 6 - PLC Communications

Direct. OGIC Universal Isolated Network Adapter, p/n FA-ISOCON:

FA-ISOCON Universal Isolated Network Adapter
RS-422A to RS-232C — PLC DLO5 or D2-240 — Port 2 only

Wiring Diagram

COMB (@ — — & GND
HE HE
RX— — ><| + &® sb-
RX+ +— +— ® sp+
: o
i i

RD+
v shield™ =~ """ b L@ TERM
L Ground the shield only at the equipment

= end where the FA-ISOCON is located.

See FA-ISOCON specificaitons to
properly configure the adapter.

FA-ISOCON

Port 2

DLO5 PLC

Modular cable included
with the FA-ISOCON

Terminal Block Adapter
plugs into C-more
15-pin Portl

*EA-COMCON-3

Note: When using multiple PLCs
connected to one C-more touch
panel, only jumper the Term
terminal to the RD+ terminal
when the panel is the last device
at one end of the network.

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

** NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

DirectLOGIC Universal Converter, p/n F2-UNICON:

F2-UNICON Universal Converter
RS-422A to RS-232C — PLC DLO5 or D2-240 — Port 2 only
Terminal Block Adapter

Wiring Diagram plugs into C-more
15-pin Portl

GND @
RXD- @
RXD+ ®
TXD- §®

.

— 0+ @——}
E::I T T
L Ground the shield only at the equipment .
= end where the F2-UNICON is located. EA-COMCON-3
oo
_,f_ See F2-UNICON specificaitons to lc\lgntgét\:lt\lehdepouosrgr;gcrmlgE(Ieetgl].c(r:]s
E2-UNICON properly configure the converter. panel, only jumper the Term
terminal to the RD+ terminal \%
when the panel is the last device =R
at one end of the network. =

DL240 B

CcPU TERM

D2-240 PLC Oom

QO cH2
O cns

O cHa

PORT1

ol
g
=

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

Modular cable included
with the F2-UNICON

* NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples

DLO06 and DL205 used for illustration purposes

DirectLOGIC
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

DirectLOGIC
DL205 PLC

(example device communicating
across RS-422 connection)

(Slave)

Cable Adapter
(ZL-CMA15L shown)

Shielded Cable

When connecting to a DirectLogic PLC

Cable Adapter use connector ZL-CMAL5L or ZL-CMAL5

(ZL-CMA15L shown) [eE=Eee=

Shielded Cable

Notes: 1. We recommend Belden 8103 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

ToDLO6 PLC port2 To D2-250-1 PLC port 2
(example RS-422 connection) (example RS-422 connection)
5obs Lpppp TR EEEY.
0O - F x x O x O O F F £ ¥ x O x O
7 |0 |9 |6 13 [11 |14 |12 15 7 |10 [9 |6 |13 11 [14 [12 |15
1] | \ |
3 ) 15-pin
1 ! HD D-sub
! : 8=donotuse (male) 15=CTS- A-t-1--t-+ T-1 T
7 = Sig GND 14=CTS+ —
I ] 6 = RXD— 13 = RXD+ Y I 5 X A i 5
H 1 5 = do not use 12 =RTS- ! W 1
| 1 4 = do not use 11 =RTS+ : il I 1
I I 3 =do not use 10 = TXD- | ! I
1 ! 2 =do not use 9 =TXD+ 1 1 : :
: : 1 = do not use 1 : H H
I I HD = High Density : ! !
1 I ol I
e e J 4 b e
I RXD+ I : RXD+
1 1
i RXD— i RXD—
1
q TXD+ d b TXD+
I !
i TXD— >< >< i ! TXD— ><
I ~ ol "
Signal GND . Signal GND
= T e —

* Termination resistors required at both ends of the
network receive data signals to match the impedance

of the cable (between 100 and 500 ohms). Typlcal RS_422 M u|t|-Dr0p W|r|ng D|ag ram

using DirectLogic pin numbers to illustrate
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)
DLO06 and DL205 used for illustration purposes

C-more
Touch Panel

DirectLOGIC
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

Port 2

Cable Adapter | EA-COMCON-3
(ZL-CMA15L shown) f(mstalls only on
EA9-T6CL,
EA9-T6CL-R,
EA9-T7CL and

EA9-T7CL-R panels)

Shielded Cable Shielded Cable

N

Notes: 1. We recommend Belden 8103 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

-t
="

To DLO6 PLC port 2
(example RS-422 connection)

To C-more Touch Panel

£
2 d 838388 4 2 4 54 4 82
=4 Z 0 0 o o+~ Im
§FEFEERGLEGD EA-COMCON-3 3 & 8 8 8 © 3
7 |10 |9 |6 [13 [11 [14 [12 [15 5 [10 |9 [12 |11 /FB 1
15-pin
HD D-sub -1
8=donotuse (male) 15=CTS- Y _I_J__[_1. g I D I O 15-pin :
(75 zgg&ND ’H\ ’) 8= go not use (sz;"eb) 15= go not use !
5 = do not use -1--r-TI It -1T----r—T1 7: 0 not use 514: 0 not use i
2 = do not use ol I 6=donotuse 13 = Termination H
3= d t I ! I 5=Logic GND 12 = SD- (RS422) I
3z do no‘use I : : 4 = do not use 11 = SD+ (RS422) I
= conotuse ! 3 = do not use 10 = RD- (RS422) |
1=do not use 1o | 2=donot use 9= RD+ (RS422) |
HD = High Density ol I 1=Frame GND 1\& :
[ 1
_________________________ I P | I
I : RXD+ H
1
1
RXD— 1o RXD— >< 1
H 1
TXD+ : 1 TXD+ :
ol
TXD— 0 ! TXD— !
. I . !
Signal GND o Signal GND o
_________________________________ shield § | 22 --------------------——--—-—-_......shield!

* Termination resistors required at both ends of the
network receive data signals to match the impedance
of the cable (between 100 and 500 ohms). Jumper pin
13 to 9 on the C-more Touch Panel 15-pin connector
to place the 120Q internal resistor into the network. If
the cable impedance is different, then use an external
resistor matched to the cable impedance.

Typical RS-422 Multi-Drop Wiring Diagram (cont-d)

using DirectLogic pin numbers to illustrate

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P

| 619



Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)

DL06 and DL205 used for illustration purposes

DirectLOGIC
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

Port 2

DirectLOGIC
DL205 PLC

(example device communicating
across RS-422 connection)

(Slave)

Cable Adapter
(ZL-CMA15L shown)

Shielded Cable

When connecting to a DirectLogic PLC

Cable Adapter use connector ZL-CMA15L or ZL-CMAL5

(ZL-CMA15L shown)

Shielded Cable

Notes: 1. We recommend Belden 9842 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2

(example RS-485 connection)
+

To D2-250-1 PLC port 2
(example RS-485 connection)
o+ o+ o+ o+

2oddsphpy sooo8pppy
oz F 2 F o x O O k@ F x o x o
7 |6 |10 |13 11 [14 (12 (15 7 |6 [10 [13 11 |14 |12 [15
—AAN—
I ™\
N PR L4 15-pin I 34
HD D-sub ! ) ( \
! ! 8=donotuse (male) 15=CTS- FN I B S N X
| 1 7 =Sig GND 1 I 1 I
| | 6 = RXD- | T \
1 ! 5 = do not use | o 1
! ! 4 = do not use ! 1o 1
! i 3 =do not use ! i !
f H 2 = do not use ! il K !
1 1 1 =do not use I 1 1 1
: : HD = High Density : : : :
! leccocooosccoomcooomccoocooo s oo ocoos= J Iy N 1 ey ———
! TXD- / RXD— d o TXD— / RXD—
1 1
: >< TXD+ / RXD+ >< : i TXD+/ RXD+
: Signal GND hield : : Signal GND
snie;

* Termination resistors required at both ends of
the network to match the impedance of the cable
(between 100 and 500 ohms).

Typical RS-485 Multi-Drop Wiring Diagram

using DirectLogic pin numbers to illustrate

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)

DL06 and DL205 used for illustration purposes

C-more

DirectLOGIC Touch Panel

DLO6 PLC

(example device communicating
i ATy X across RS-422 connection)

(Slave)

' (Installs only on

Cable Adapter EA-COMCON-3
(ZL-CMA15L shown)
EA9-T6CL,
Shielded Cable Shielded Cable EA9-TE6CL-R,
EA9-T7CL and
\L $ EA9-T7CL-R panels)

==

Notes: 1. We recommend Belden 9842 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2 To C-more Touch Panel
(example RS-485 connection) £
[ R S S S | =
QS 000 a0 v 9 vV 2 A4 4848 8m
52 fECELEDG EA-COMCON-3 ®% 8 8 8 3 © 5
7 |6 [10 13 |9 |11 |14 [12 |15 5 |10 |12 |9 |11 [13 |1
At
— - [N LA
~ B ~ N4
8 =do not use H\ i ES-plg I :
7 = Sig GND T AT 8 = do not use 'ST 15 = do not use 0 |
6= RXD— 1 K ! 7=donotuse (Male) 7y ! 1
5 = do not use B H 6 = do not use 5 1. | 1
4 = do not use J ol I 5 = Logic GND 1 1 !
3 =do notuse ‘! 1 4 = do not use 11 1 !
2 =do not use ! | 3 =do not use 10 = RD- (RS485) | |
1 = do not use J ! ! 2=donotuse  |° 9=RD+ (RS485) | H
HD = High Density 1 : 1 1=Frame GND 1 1 :
1 1 1
___________________________ ! S | f
TXD-/RXD- 1 TXD-/ RXD- |
1 I 1
TXD+ / RXD+ >< I : >< TXD+ / RXD+ >< :
1
Signal GND . Signal GND .
_______________________________ shield } L oo oo ooooooooo-o-——oooo---______.shield]

* Termination resistors required at both ends of the
network receive data signals to match the impedance
. . L. . of the cableh(between 100 ahnd 500I ohms). Jumper pin
- - - 13 to 9 on the C-more touch panel 15-pin connector
Typlcal RS 485 M u Itl Drop WI r ng Dlag ram (Cont d) to place the 120Q internal resistor into the network. If
. . . . . the cable impedance is different, then use an external
using DirectLogic pin numbers to illustrate resistor matched to the cable impedance.
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Chapter 6 - PLC Communications

Allen-Bradley
EA-MLOGIX-CBL

Allen-Bradley MicroLogix™ 1000/1100/1200/1400/1500, Micro800 To C-more Touch

- - - Panel PLC Port
To AB MicroLogix RS-232 RS-232C (p/n EA-MLOGIX-CBL)
communication channel =t
EHHH}E : D
L 15-pin
_ Mini Din . i D-sub
1 = do not use 8-pin Male Wiring Diagram 8=donotuse (male) 15 =do notuse
2 = Sig GND ) e —— . 7 = do not use 14 = do not use
2 = gc;(got use 5 TXD <Ly — 35 rxp 6 =do not use 15 13 = do not use
= =3} - i
= ] 4! 1 [ 5 = Logic GND 12 = do not use
5 = do not use S RXD<EH— — XD 4 = do not use 11 = do not use
6 = do not use S B 2 I L 1 5
gzdon oss 7 eNo<E— —J & 3=RXD(2320) 10 = do not use
= DIA. Nonstandar B i H i S 2=TXD (232C =
8 = do not use keying shield n 1= Framfa GNI% 9 = donotuse

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-SLC-232-CBL

ToPLC AIIen-BradIey SLC 5_3-03/04/05, ControlLogix, CompactLogix, To C-more Touch
9-Pin Port FlexLogix, MicroLogix, DF1, RS-232C (p/n EA-SLC-232-CBL) Panel PLC Port
D | ? D
9-pin 15-pin —
D-sub . . D-sub
(female) Wiring Diagram 8=donotuse (male) 15 =do notuse
7 = do not use 14 = do not use

1 =do not use

2 = RXD 6 =donotuse TXD

- 7 = do not use 21
i = JXD . 8=donotuse "XP 4 = do not use
= do not use 9=donotuse GND @ 3=RXD(232C)

5 = Signal GND \ - [ 2 -TXD
hield r 1y = (232C)
snie 77 = Frame GND *

RXD 6 =do not use
5 = Logic GND

5 13 = do not use
12 = do not use
11 = do not use
10 = do not use

9 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-PLC5-232-CBL

ZggiﬁLFi)rt A"en-BradIey PLC5 DF1 To C-more Touch
RS-232C (p/n EA-PLC5-232-CBL) Panel PLC Port
] X ]
— 25-pin Wiring Diagram 15-pin —
D-sub D-sub

13=donotuse (male) 25=donotuse Txp
12 = do not use 25 24 =do notuse 3!

\
T
1
11 = do not use 23 =donotuse RXD<H—+
10 = do not use J

22 =do not use 71
9 =do not use GND

35 RxD 8 = do not use (male) 15 =do not use
25 1xp [ =donotuse 14 = do not use
5 6 =do not use 13 = do not use
@ 5 = Logic GND 12 = do not use

8 = do not use 21 =do not use shield ¥ 15 ., 4=donotuse 11 = do not use
7 = Signal GND 20 = do not use 3 = RXD (232C) 10 = do not use
6 = do not use 19 =do notuse 2=TXD (232C) 9 = do not use
5 = do not use 18 = do not use 1 = Frame GND

17 = do not use

cese00c08000000
00000000ODOOO

4 =do not use

3=RXD 16 = do not use
2=TXD 1 15 = do not use
1=do not use 14 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

L)
Allen-Bradley (cont’d)
EA-DH485-CBL
Allen-Bradley SLC500™, 5/01, /02, /03 DH-485 To C-more Touch
To AB SLC500 Point-to-Point Panel PLC Port
DH-485 Port RS-485A (p/n EA-DH485-CBL) —
Bl X [
Wiring Diagram I
RJ45 8-pin N =~ .
Phone Plug I‘ ‘: .‘ ‘: 13 15-pin
1 = TXD/RXD+ (8P8C) [ Lo Term. D-sub
2 = TXD/RXD- TXDIRXD+ <11 |1 495 ppe 8=donotuse .00 15=donotuse
3 =do not use 2! ! ><l ! Jlo 7 =do not use 14 = do not use
o TXD/RXD— RD- g=LE ¢ o )15 13 = Terminati
4 = Signal GND [ [ i ° ermination
S=LE P . sp+ 5= Logic GND 12 = SD- (RS485)
6 = do not use [ [ 4 =do not use l 11 = SD+ (RS485)
7 = Signal GND Do | 12> SD- 3= donotuse [T 10=RD- (RS485)
8 = do not use LE* <2 1 T 65 g+ 2=donotuse 9 = RD+ (RS485)
41 1 [ 1="Frame GND
GND —T T
12345678 eNp<L '\ ,' '\ ,' 15 @  *Note: The LE signal is wired in the cable

e as shown, but not required for
shield % Vers point-to-point communications.

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

Allen-Bradley SLC500™, 5/01, /02, /03 DH-485/AIC to Multiple C-more Touch Panels
RS-485A (using C-more cable p/n EA-DH485-CBL)

Allen-Bradley DH-485 Link

SLC 500 Modular (See manufacturer’s litature for details.)
PLC Controller
Q

]

]

o

Channel 1 must be
set to DH485.

/

AB 1747-C11 A
Cable

AB 1747-AIC
DHA485 Link Coupler

AB 1747-AlC
DHA485 Link Coupler

C-more
EA-DH485-CBL
Cable

C-more
EA-DH485-CBL
Cable

Note: The above diagram shows connecting multiple C-more touch panels to an Allen-Bradley DH485/AIC network
using the AB DH485 Link Coupler, p/n 1747-AIC. Select the “Allen-Bradly DH485/AIC SLC500 MircroLogix” driver
in the C-more Programming Software when starting the project. Also, set the AB channel configuration for DH485.
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Chapter 6 - PLC Communications

Allen-Bradley (cont’d)

Allen-Bradley SLC500™ 5/03 DH-485/AIC to Multiple C-more Touch Panels
(using C-more cables p/n EA-MLOGIX-CBL, EA-SLC-232-CBL)

Allen-Bradley
SLC 5/03 Modular

PLC Controller
o)

DH-485 Link
(See manufacturer’s litature for details.)

Ll

Channel 0 must be
set to DH485.

AB 1761-NET-AIC
AIC + Advanced
Interface Converter

AB 1761-NET-AIC
AIC + Advanced
Interface Converter

C-more
EA-MLOGIX-CBL
Cable
G

AB 1747-CP3

RS-232 Cable
To additional

C-more

Touch Panel

N\

C-more
EA-MLOGIX-CBL
Cable

-more
EA-SLC-232-CBL
Cable

Note: The above diagram shows connecting multiple C-more touch panels to an Allen-Bradley DH485/AIC network using the
AB AIC+ Advanced Interface Converter, p/n 1761-NET-AIC. Select the “Allen-Bradly DH485/AIC SLC500 MircroLogix” driver
in the C-more Programming Software when starting the project. Also, set the AB channel configuration for DH485.
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Chapter 6 - PLC Communications
Allen-Bradley (cont’d)

Multiple Allen-Bradley PLCs connected to multiple C-more Touch Panels

(using AB Ethernet Network Interface p/n 761-NET-ENI with EtherNet/IP protocol)
Allen-Bradley
SLC 5/03 Modular

PLC Controller

Allen-Bradley
Allen-Bradley MicroLogix 1500
MicroLogix 1000 PLC Controller
PLC Controlle
Yo\

r
o]

B T

%m - WF@-
1
= \ |
AB mini DIN to D-shell \\ AB mini DIN to mini DIN
i /able p/n 1761-CBL-APOO \\

\/Cable Pin 1761_CBL-AMOO\
|

o

=l @‘ EE% J/
=k

|

i Ethernet P )

Hub or Switch ]

e A Y -
- e g |

10/100 Base-T P
(=il

(—T")

\ AB 1761-NET-ENI
\

A o
\ 'L AB 1761-NET-ENI
\ - \ Ethernet/IP - \
\\ \ Network VoAl \
AB 1761-NET-ENI |
=] /

\:1\77\\—,,,'\;
T

C-more
Touch Panel
C-more

Touch Panel
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Chapter 6 - PLC Communications

Allen-Bradley (cont’d)

User Constructed
ToPLC Allen Bradley PLC5 DF1 To C-
25-Pin Port RS-422 I?’LCn;g:te

[ 3 I

Wiring Diagram

—

15-pin

10 D-sub
RD- 8=donotuse (male) 15=do notuse
sp_ [ =donotuse 14 = do not use
5 6 = do not use 13 = do not use

13 = do not use
12 = do not use
11 = do not use
10 = do not use

25=donotuse Txp+glyl N T T
24 = do not use 31
23 =do not use |
22 =do notuse GND 7

o |15

T

9 = do not use ° _ @ 5= Logic GND 12=SD -
8 = do not use o % = go no'; use L p_<l4! 9 rp+ 4=donotuse 11=SD+
7 = Signal GND ° = donotuse 16! 11 3 =do not use 10=RD —
6 = do not use ° 19 =do notuse RXD - : SD+ 2=donotuse 1 9=RD+
5 = do not use °| 18=do notuse e 1 = Frame GND
4 = do not use o| 17=donotuse shield ) S R
3=RXD + hd 16 = RXD —
2=TXD + 1 15 = do not use
1 =do not use 14 = TXD —

Notes:

1. Polarities must be swapped.

2. Handshaking is turned off

3. Use the above wiring diagram if you need to make your own cable. We recommend using 8103 shielded cable or equivalent.

4. Refer to the PLC-5 Programmable Controllers User Manual Switch Setting Reference for details on switch settings to define
the controller's serial port electrical interface.
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GE
EA-90-30-CBL
To PLC GE 90/30 and 90/70 15-pin D-sub port, To C-more Touch
15-Pin Port Panel PLC Port

——

RS-422A (p/n EA-90-30-CBL)

—

[

—

15-pin

g=crs®) DPSU 15-crsa)

7 = Logic GND (male) 14 = 4o not use
6 = do not use 15 13 = SD(B)

5= +5V | 12 = SD(A)

4 =do not use 11 = RD(B’)

3 =do not use 10 = RD(A)

2 =do not use 9 = do not use
1 =do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

GND
(:Ts@)@—}—.—I
CTS(A) 15:

+5V S

R g A S

Wiring Diagram .
9 9 13 Term. 15-pin
SD(B) 1 U] RD+ D_S?b
1ol | L 110 8=donotuse (Ma1€) 15 = do not use
SD(A) — —t RD- 7 = do not use 14 = do not use
nlll L1011 6 = do not use 13 = Termination
RD(B SD+ h
®) o | N 5 = Logic GND 12 = SD- (RS422)
RD(A’) T T SD- 4 =do not use 11 = SD+ (RS422)
7. L 1 5 o) 3 =do not use 10 = RD- (RS422)
I 1 1 1
1 1 1
1 1
1 1 1
1 1
1 1 1
1 1 1
\ /

I

2=donotuse 1
1 = Frame GND

9 = RD+ (RS422)

GE VersaMax Micro
User Constructed
GE VersaMax Micro Port 1 To C-more Touch

To PLC Panel PLC Port
RJ45 Port 1 RS-232C =t
1D g ]

RJ45 8-pin 15-pin

1=RTS Pr}%r;%gl)ug Wiring Diagram D-sub

>-CTs 2~ - ~ 3 8=donotuse (Male) 15=donotuse

3=RXD TXD <=} — RXD 7 = do not use )15 14 = do not use

1=TXD RXD <3141 i+ 25 1xp 6=donotuse 13 = do not use

5=DCD gl ! L 15 5 = Logic GND 12 = do not use

6=DTR GND L W @ 4 = do not use 11 = do not use

7 =45V shield rﬁl 7 3=RXD (232C) 10 = do not use

8 =GND PG DRANS 2=TXD (232C) 1 9 = do not use

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

1 = Frame GND
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Chapter 6 - PLC Communications

6 = do not use

2 =do not use
5 =do not use 1

1 = Frame GND

Mitsubishi
EA-MITSU-CBL
zggiﬁﬁn Mitsubishi FX Series 25-pin D-sub port, To C-more Touch
RS-422A (p/n EA-MITSU-CBL) Panel PLC Port
] ‘ ]
— 25-pin Wiring Diagram 13 Term. 15-pin
13=d D-sub 25 =g 3 pmpmmmmmmmmmm——eo —~ ]9 D-sub
=do not use male =donotuse sSD+ — — RD+
12 = do not use ( 2)5 54 = do not use 16 X U 10 8=donotuse (Male) 15— 4o notuse
11 = do not use 23=donotuse S < T i~ Rb- 7 =donotuse 14 = do not use
10 = do not use 22 = do not use RD+ <211 11 11y op, 6=donotuse 13 = Termination
9 = do not use 21 = do not use 151 :>< TS 5 = Logic GND 12 = SD- (RS422)
8 = do not use 20 = do notuse P~ T T SD- 4 =do not use 11 = SD+ (RS422)
7 = Signal GND 7 — L 5 o) 3 =do not use 10 = RD- (RS422)
1 1 1
\ /

9 = RD+ (RS422)

19 = do notuse GND
18 = do not use GND@L"_,_I

©®e000000000

4 = Signal GND 17 = do not use =]
3 = SD+ (RS422) 16 = SD- (RS422) shield T s,
2=RD+ (RS422) 4 15 = RD- (RS422)

1=do not use 14 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

EA-MITSU-CBL-1

To C-more Touch

TopLC Mitsubishi FX Series 8-pin MINI-DIN, Panel PLC Port
8-Pin Port RS-422A (p/n EA-MITSU-CBL-1)
e X ]
ini D Wiring Diagram . =
2o, 125 rem s
! - RD- (RS-422) sp+ <L 49> RD+ g =donot use (male) 15 = do not use
2 = RD+ (RS-422) 1 — =
3 =Sig GND sp- <4 105, pp_ 7 =donotuse 14 = do not use
4 = SD- (RS-422) RO+ <2 ' bl so 6 = do not use 13 = Termination
5 = do not use Lol T 5 = Lagic GND 12 = SD- (RS422)
6 = do not use RD- <l +— L 112555 4=donotuse 11 = SD+ (RS422)
7 = SD+ (RS-422 3. | Ll 3 =do not use 10 = RD- (RS422)
Zdonotuse D GND<= > & 2-donotuse 9= RD+ (RS422)
8 = do not use =] =
shield r_1s ., 1=Frame GND
Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.
User Constructed
Mitsubishi Q02 / Q02H / Q06H / Q12H / Q25H Serial Driver
and QnA Serial Driver with Direct Connection to Tg C-TgrLeCT;uch
ToPLC the Serial Port on Q00 and Q01 CPU’s ane ort
6-Pin Port RS-232C —)
T f ]
Mini Din 15-pin —
1 = RXD (232C) 6-pin Male Wiring Diagram D-sub
2= TXD (2320) . - 3 8=donotuse (Male) 15=do notuse
3 = Logic GND XD < = RXD 7 = do not use 5 14 = do not use
4 = do not use RxD <L 2 1xp 6=donotuse 13 = do not use
5 = do not use V! [ 5 = Logic GND 12 = do not use
6 = do not use eNp < t—2> @ 4= do ot use 11 = do not use

T shield T 15, 3=RXD(2320)
2=TXD (232C) 1
1 = Frame GND

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

10 = do not use
9 =do not use
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Mitsubishi (cont’d)

User Constructed
To PLC Mitsubishi Q / QnA Serial PLC To C-more Touch
9-Pin Port QJ71C24N Panel PLC Port
RS-232C —
[0 X ]
Wiring Diagram =\
, cp >LgmjEm T M _
9-pin 40 |1 [ 15-pin
D-sub DTR =1 Vo D-sub
(female) DSR > 1 [ 8=donotuse (male) 15 =do notuse
1-cD 1 Rt . 7 = do not use 14 = do not use
2=RXD 7 8=DSR RS> P 6 = do not use 5 13 = do not use
3-TXD I ] 7=RS cs : : : : 5 = Logic GND 12 = do not use
4=DTR 8=Cs XD 31 |13y pyp 4=donotuse 11 = do not use
5 = Signal GND g 9=donotuse Lo T 3 =RXD (232C) 10 = do not use
RXD >2-+—i 2> TXD 2=TXD (232C) 9 = do not use
GND>2 ,\\", - 5 @ 1 =Frame GND
""" shield ~~ 7 r_1s
Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Omron
EA-OMRON-CBL
o oite Omron Host Link (C200 Adapter, C500), To C-more Touch
RS-232C (p/n EA-OMRON-CBL) Panel PLC Port
] ‘ 0
— 25-pin Wiring Diagram 15-pin -
D-sub | — D-sub

13=donotuse (male) 25=donotuse Txp

2 3
RXD 8 = do not use 15 = do not use
12 = do not use 25 24 =do not use 3 (male)
7

25 txp [ =donotuse 14 = do not use
5 6 =do not use 13 = do not use
@ 5 = Logic GND 12 = do not use
4 = do not use 11 = do not use
3 =RXD (232C) 10 = do not use
2=TXD (232C) 1 9 = do not use

11 = do not use 23 =do not use
10 = do not use 22 =do not use
= = GND
9 = do not use 21 = do not use

= 4
8 =do not use 20 = do not use RTsxj
19 =donotuse CTS

7 = Signal GND
18 = do not use

o |15

6 =do not use

ST

©00000000000

5=CTS e 1 = Frame GND
4=RTS 17 = do not use shield ) S
3 =RXD 16 = do not use
2=TXD 1 15 = do not use
1=do notuse 14 = do not use
Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
User Constructed
To PLC Omron FINS (CQM1, CPM1, CPM2, C200, CJ1 & CS1) To C-more Touch
9-Pin Port RS-232C Panel PLC Port
Wit ) i
9-pin 15-pin
D-sub D-sub
(male) Wiring Diagram 8=donotuse (paie) 15=do notuse
1 = donot 7 = do not use 14 = do not use
=do not use - 2 ST TTT T > 3 6 = do not use 13 = do not use
6=donotuse TXD ) — RXD ! 5
2=TXD 4 7 = do not use 3 i N 5 5 = Logic GND 12 = do not use
i = E?r(lsj 8=donotuse RXD — — TXD 4 =do not use 11 = do not use
= 9 = Signal GND sg <21 1 L 15 3 =RXD (232C) 10 = do not use
5=CTS g 4 o © Sito (2320) 9 = do not use
RTS <1 P 1=Frame GND 1
cTs <5t ]
""" shield | T-1ls .
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
User Constructed
To Peripheral Omron Host Link CQM1 using CQM1-CIF02 Peripheral Port Connecting Cable To C-more Touch
Port Cable RS-232C Panel PLC Port

] € D

15-pin

. . _ D-sub
Wiring Diagram 8=donotuse (ngje) 15=donotuse
g 7 = do not use 14 = do not use
1 =do not use - I NS T T > 3 6 = do not use 13 = do not use

6 =donotuse TXD — — .
2 =RXD 7 = do not use 5 i I 9 XD 5 Logic GND 12 = do not use
3=TXD 8=donotuse RXD — — TXD 4 =do not use 11 = do not use
4 = do not use 9=donotuse GND 5 : : : : 5 @ 3 =RXD (232C) 10 = do not use
! \ !

5 = Signal GND 1 2 =TXD (232C)

e\ = L
shield T 1 . 1 = Frame GND

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

9 = do not use
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Modicon Modbus RS-232

User Constructed
To PLC Modicon™ ModBus™, 984 CPU, Quanum 113 CPU To C-more Touch
9-Pin Port RS-232C Panel PLC Port
[ D | ) ‘ D
= i 15-pin —
- . D-sub
Wiring Diagram 8=donotuse (male) 15 =do notuse

7 = do not use 14 = do not use

1 =do not use

1zdon 6= DSR TXp <3yt TT T 2y 35 rxp 6 = do not use 5 13 = do not use
= 7=RTS 21 2 5 = Logic GND 12 = do not use
— ]

i = g(rg 8=CTS RXD < XD 4 = do not use 11 = do not use
= 9=donotuse GND<2 =

@ 3=RXD(232C) 10 = do not use

5 =Signal GND 1 9 = do not use

\

T

1

:

! 2 =TXD (232C)
| 1 = Frame GND
1

1

1

i

)

T shield r—l> V4

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

Modicon Micro Series

User Constructed
ToPLC AEG Modicon™ Micro Series: To C-more Touch
9-Pin Port 110 CPU 311-xx, 110 CPU 411-xx, 110 CPU 512-xx, 110 CPU 612-xx Panel PLC Port
— RS-232C =
[ D | ) D
9-pin 15-pin
D-sub D-sub
(ferr?gle) Wiring Diagram 8 = do not use (m;je) 15 = do not use
1 - domot 1 7= go not use 14 = do not use
= do not use - 2/ Sy TT T v 3 6 = do not use 13 =do not use
6 =donotuse TXD RXD h 5
2=TXD 7 = do not use 3 N N 5 5 = Logic GND 12 = do not use
3= ?XD 8=donotuse "XP I I TXD 4 = do not use 11 =do not use
4 = do not use 9=donotuse GND 5 : : : : 5 @ 3 =RXD (232C) 10 = do not use
\ ! \ !

5 = Signal GND 9 2=TXD (232C) 9 = do not use

~ Shield = ) 4, 1= Frame GND 1
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
Modicon Modbus with RJ45 d
User Constructe
Modicon™ ModBus™ with RJ45 To C-more Touch
To PLC Panel PLC Port
RJ45 Port RS-232C —
D ¥ i
RJ45 8-pin Wiring Diagram 15-pin —
Phone Plug .~ | —— —_— D-sub
1 = do not use 3 7 7y 3 Su
P TXD RXD
2 = do not use (8P8C) 40 L1, 8=donotuse (male) 15=donotuse
3=TXD RXD —t — TXD 7 =do not use 5 14 = do not use
4 =RXD GND<2 1 L_155 &y 6=donotuse 13 = do not use
5 = Logic GND 61 I [ 5 = Logic GND 12 = do not use
6=RTS RTS ::l . 4 =do not use 11 = do not use
7=CTS cTs <L — b 3 =RXD (232C) 10 = do not use
8 = do not use REC RN o L 2=TXD(232C) 1 9 = do not use
shield r 1 > 1 = Frame GND
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
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3 =RS485 Sig B
4 =do not use

8 = RS485 Sig A

9 = do not use Logic _5 3 =do not use

11 = SD+ (RS485)
[] 10 = RD- (RS485)

Siemens
User Constructed
To PLC Siemens S7-200 CPU Port 0 or 1 To C-more Touch
9-Pin Port RS-485A Panel PLC Port
il 1 0
. Wiring Diagram —
I:€)9-p|rl) 9 9 13 Term.
~Su RS-485 3 Sy TTTTTTTToo ~~ 19
(male) Signal B :' ‘: :' ‘: RD*+ 8= o not use (Male) 15 = 4o not use
1 = Logic Com 9 __ [ [—'—'ﬁ 11> sp+ 7 =donotuse 14 = do not use
2 = Logic Com §=+5VDC RS-485 _81 | 1 110 RD-— 6 = do not use 13 = Termination
7 =+24 \VDC Signal A : : : : 12 5 = Logic GND 12 = SD- (RS485)
. [—v—v%I SD- 4 =do not use
I 1
t— }

5=Logic Com 1

Common

o [N ENENENENENENENER,

shield 1

2 =donotuse 1| ®
Vi) 1 = Frame GND

9 = RD+ (RS485)

Note: Use the above wiring diagram to make your own cable. We recommend AutomationDirect L19954 shielded cable or equivalent.
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Chapter 7 - Maintenance

Maintenance

Although the C-more touch panels require very little maintenance, setting up a routine
maintenance schedule will ensure the longevity of the product in your application.

The following are some suggestions of items to include in a preventive maintenance list or
schedule. Most of these items should be scheduled quarterly or semi-annually.

Project Backup

* During routine preventive maintenance is a good time to make sure that there is an up-to-
date backup of the application project. Although the C-more touch panel has the ability to
upload the complete project from a panel through the programming software, insurance
is warranted just in case the worse case scenario happens and the entire touch panel is
destroyed.

Check Operating Environment

* Make sure the touch panel is operating in the proper temperature range:
0 to 50 °C (32 to 122 °F).

* Make sure the touch panel is operating within the specified humidity range:
(5 -95% RH, non-condensing).

* Make sure the operating environment is free of corrosive gasses.

Check Operating Voltage
* Check the input voltage that is powering the touch panel to make sure it is within the
appropriate range.

DC: 12-24 VDC

AC: If the panel is being powered from an AC/DC Power Adapter, EA-AC, then the
acceptable input voltage range to the adapter is 100-240 VAC, 50/60 Hertz.

Check Status Indicators

* During routine maintenance is a good time to take a quick look at the status indicators on
the front and rear of the touch panel. The Power LED (PWR) indicator should be on and
there should be activity on the TxD and RxD LED indicators when connected serially to
a PLC or control device. Check the status of the CPU LED and compare it to the chart
shown in the illustration below. Any indication of the CPU LED other than a solid green
shows there is a possible problem, and the condition needs to be corrected.

Power LED (Green)
CPU Status LED (Green, Orange & Red)
| on [poweron -

(el Power Off

-

ARAARAARA
u’/u’/

ser Defined LED (Green, Orange & Red)
off

#Jser De‘lnedh '
Refer to online help
(Rler orer Setai®)

Blinking
Red

nking

H inking

<

Front View Rear View
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Check Physical Conditions

* Make sure that harmful chemicals are not being used around the panel. Look for any
deterioration of the touch panel’s bezel and front display area.

* Check the mounting gasket to make sure it is sealing properly and
Replace the mounting gasket if there are any signs of
deterioration, or if there is any evidence that moisture/liquids
have penetrated to the inside of the enclosure where the panel is
mounted. Information on a replacement gaskets can be found in
Chapter 9: Replacement Parts. p/n EA-xx-GSK

* Check to make sure that none of the cooling vents around the
inside section of the touch panel are clogged with dust or debris. Also make sure that there is
clearance around the touch panel as shown in Chapter 4: Installation and Wiring.

Run Tests under System Setup Screens
¢ Use the touch panel’s System Setup Screens to test the touch
screen, display, communication ports, beeper and audio output
(only with external amplifier and speaker(s) connected). See 7
Chapter 5: System Setup Screens for additional details for the
Test Menu.

Test Touch Panel - allows the user to check the analog
touch function of the screen by drawing free hand lines
and shapes across the entire touch area. The display will
retain the lines where the screen has been touched until the
Cancel button is pressed.

Test Display - used to test the display and color rendition. A test pattern will first
show both the primary colors and a gray scale. If the touch screen is not pressed within
a few seconds, the display will go into alternating color sweeps across the screen until
the panel is pressed again. If the screen is pressed when the test pattern first appears, it
will stay in this mode until the Cancel button is pressed.

Test Comm. Port - used to test the functionality of the 15-pin PLC communication
serial port, the 3-wire terminal block RS-485 port, the RJ12 RS-232 port and the
Ethernet port. A loop-back connector can be fabricated and used on the serial ports

to test the RS-232 or RS-422/485 communications for the TxD and RxD signals and
also the RTS and CTS signals if applicable. The Test Comm. Port setup screens and
Chapter 5 show pin-outs for the RS-232 and RS-422/485 loop-back connectors. The
Ethernet connection can also be tested for communications if it is at least connected
to an Ethernet switch. If the touch panel is connected to a PLC, then an inquiry test
can also be done to test the communications between the panel and the PLC. Press the
Cancel button when finished to return to the Test Menu screen.

Test Beep/Sound - used to test the touch panel’s internal beeper and also test the
audio line output port with an external amplifier and speaker(s) connected. Testing
the audio output is done by playing an included internal WAYV file. Press the Cancel
button when finished to return to the Test Menu screen.
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Check Memory Usage
* A good time to check and record the touch panel’s memory

usage for future reference is during a routine maintenance
schedule. The various memory devices being used by the panel
are listed under the tab. This includes internal memory as well
as any external memory device such as a USB pen drive or SD
card memory. If no external memory device is inserted, it will
not show up on the list.

* The memory usage can be viewed by use of the panel’s
System Setup Screen’s Main Menu, and then selecting the
Information button then the Memory tab. See Chapter 5:
System Setup Screens for additional details on using the
Memory tab.

Check/Adjust Display Brightness
* Is is good practice to occasionally check the display brightness
or contrast and adjust as required. This is done by using the
Setting Menu in the System Setup Screens. See Chapter 5:
System Setup Screens for additional details.

Check Error Log

* Another good practice is to review the touch panel’s Error
Log. The log can be viewed by use of the panel’s System
Setup Screen’s Main Menu, and then selecting the
Information button. Look under the Error tab. See Chapter
5: System Setup Screens for additional details on using the
Error tab, Appendix A: PLC Protocol Error Codes for a
list of the error codes as they relate to the specific PLC that
is being used with a description of the error, and Appendix
B: Touch Panel Runtime Errors for a list of errors that may
occur when the panel is in operation.

Adjust Touch Panel

* It is recommended that a regularly scheduled maintenance
program include adjusting the touch panel. The adjustment
calibrates the touch area of the panel. The procedure should
also be done anytime that it seems the touch area being
pressed for an object is out of position by a small amount. The
procedure is done by using the Setting Menu in the System
Setup Screens and then selecting the Adjust Touch Panel
button. See Chapter 5: System Setup Screens for additional
details.
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Cleaning the Display Screen
* The display screen should be cleaned periodically by wiping
it with a lint free damp cloth using a mild soap solution.
Dry the surface when finished with a lint free cloth. Do not
clean with ammonia based products which are solvents and
will damage the face of the panel.

* The longevity of the display can be increased by the use of
a non-glare screen protector, p/n EA-XX-COV2, where
XX = touch panel screen size, 6, 7, 8, 10, 12, or 15. See EA-6-COV2
Chapter 3: Accessories for additional information on the
screen protectors.

* To prevent damage to the display screen, avoid touching the screen with sharp objects,
striking the screen with a hard object, the use of abrasives near the screen, or using excessive
force when pressing the touch screen.
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Check Project Functionality
* During routine maintenance is a good time to check the functionality of your application,
making sure that various areas on different screens do what they were designed to do. An
outline or specification for the application is a useful tool for testing the various aspects of
your application. As a starting point, you may want to run through all the screens to make
sure they are accessible.

* If there are any trouble-shooting procedures built into the touch panel application, now is a
good time to also check these aids.

Checks from C-more Programming Software
* If you have a PC available with the C-more programming software, EA9-PGMSW,
installed, and the PC is connected to the touch panel, there are checks you can make to the
status of the touch panel by using the Panel Information... feature located under the Main
Menu heading Panel. This includes the following:

* Connected panel details

* Memory availability and usage
7 * Revisions

* Other functions that can be accessed from the programming software directly to the
touch panel include: DisplayScreen, Reboot, AdjustClock, MemoryClear, and Update
Firmware. Additional information for these functions can be found in the C-more
programming software online help file.

7-6 I * EA9-USER-M Hardware User Manual, 1st Ed. Rev. P



Chapter 7 - Maintenance

Notes:
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Chapter 8 - Troubleshooting

The following topics are some of the more likely problems that may be encountered during
the installation and operation of your C-more touch panel. We have made some suggestions
on what to check in order to correct the problem. Please start with the troubleshooting flow
chart that covers the more common problems encountered by other users.

Common Problems
The troubleshooting flow chart shown on the following page is based on the more common
problems fielded by our technical support team. If you are having problems, please start with
the flow chart, follow the suggestions listed, and if you still need help, call our tech support
team @ 770-844-4200. In addition to having ready the information suggested in the flow
chart, please have the following available:

1) C-more touch panel part number including serial number with date code. Why is this
information important? The various sizes of the touch panel use different processors and
memory sizes, and therefore can have different types of problems within the particular
panel size.

2) Programming software version that you are currently using. For example: Version 5.20.
Having the software version number will allow our tech support team member to assess
whether there are similar problems that have been reported when using the same version
of the software. The programming software version can be found by clicking on “About
C-more Programming Software...” selection under the Help pull down menu in the
software. Also, it is always a good practice to visit the Software/Firmware Downloads
area under the Tech Support section of the AutomationDirect website and check to see if
you are using the latest version of the programming software. If you aren’t using the latest
software version, we suggest that you upgrade to see if this resolves your problem.

NOTE: The “About C-more Programming Software...” dialog box will show a Firmware version. This is the current
firmware version that is included with the programming software and does not reflect what firmware is actually
loaded on your C-more touch panel. See the following for details on how to check the firmware version.

3) Firmware version of the C-more touch panel. For example: V5.20. The firmware version
can be checked by using the System Setup Screens, going to the Information menu
under the Main Menu, and looking under the General tab for Firmware: -Runtime. The
firmware version can also be checked by using the programming software, while connected
to the panel, and clicking on the Panel Information selection under the Panel pull down
menu. As with the programming software version, it is important for our tech support
associates to know which firmware version you are using so they can check on any known
problems. As with the programming software, we strongly suggest that the firmware
be updated to the latest version. Check for the latest version and download from the
Software/Firmware Downloads area of the AutomationDirect website.

It is also helpful to have a copy of your project file for our tech support associates to use in
troubleshooting a problem, so please be prepared to forward a copy of your project if it is
requested.
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Troubleshooting Flow Chart
L0000 7
Try the following:
1) Check for proper grounding on panel and PC.
2) Go to section “No Communications between Panel and PC”.
3) PC connected to panel via USB:
a) If using USB Hubs, disconnect all hubs and other USB devices,
but leave USB keyboard and mouse connected.
b) Check in the Window’s device manager to see if the C-more panel’s
USB connection shows up when physically connected.
4) PC connected to panel via Ethernet:
a) Check to make sure the cable is properly connected to the correct
port on the PC and panel.
If the above steps did not resolve the problem, then contact our tech support
team with the information listed on the previous page plus the following:
a) Description of the network to which the C-more panel is connected.
b) Isolated Network or Office/Plant Network?

L0000 7
Try the following:
1) Check for proper DC power connection & grounding on panel & PLC.
2) Go to section “No Communications between Panel and PLC”
3) Go to section “IP Address in System Setup Screens displays 0.0.0.0”
If the above steps did not resolve the problem, then contact our tech support
team with the information listed on the previous page plus the following:

a) PLC make and model? PLC firmware version?

b) Serial or Ethernet? If serial, RS-232/422/4857?

c) PLC protocol being used, and PLC comm port being used?

d) Cable purchased from ADC or constructed by user?
Having the PLC and C-more project files available to email to tech support
always helps in the troubleshooting process.

ca A
Try the following:

1) White screen? Make sure a project is loaded into the panel.

2) Black Screen? Check the PWR LED to make sure it is Steady Green.
3) Go to section “Touch Panel does not Power up”

4) Go to section “Display is Blank”
5)
6)

Go to section "Display is Dim”

Check CPU LED:

a) Green - OK

b) Off - No Power

c) Red - Memory Error - Cycle power to the panel. If problem persists,

replace panel

d) Blinking Red - Watchdog Timer Error - cycle power, update firmware

e) Blinking Orange - Operating System Error, update firmware

f) Blinking Green - Power Loss Detection - check voltage at power source.
If the above steps did not resolve the problem, then contact our tech
Look at the table of contents support team with the information listed in this manual.
for this chapter to see if your
particular problem is listed,
else call our tech support
team @ 770-844-4200.
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Touch Panel does not Power up

1.) Check the status indicators on the front of the panel to see if the Power LED (Green)
indicator is on. Refer to the diagram below. If the Power LED (Green) indicator is on
and the panel was observed showing “Initializing...” during power up, but the display is
now blank, go to the next troubleshooting tip, Display is Blank.

2.) If the Power LED (Green) indicator is off and the panel is being powered with a 12 or
24 VDC power source, use a voltmeter to check the incoming DC voltage level. If the
incoming DC voltage is zero, check any fusing that may be in the circuit. If the fuse is
open, determine cause and replace. If the DC voltage level is out of range, the DC power
source needs to be corrected or replaced.

3.) If the Power LED (Green) indicator is off and the panel is being powered with an AC/
DC Power Adapter, EA-AC, use a voltmeter to check the incoming AC power. The AC
voltage to the AC/DC Power Adapter should be in the range of 100 to 240 VAC, 50/60
Hertz. If the incoming AC voltage is zero, check any fusing that may be in the circuit. If
the fuse is open, determine cause and replace. If proper AC voltage is present on the AC/
DC Power Adapter, but the Power LED (Green) indicator is off, replace the AC/DC
Power Adapter, EA-AC.

L
_

User Defined LED (Green, Orange & Red)
Off

Power LED (Green)
On |Power On

\ Power Off
0

User Defined
Refer to online help
ile for further details)

Orange
Blinking
Red

ﬂ inking

Blinking

AEARAAAARA
o

<

Front View
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Display is Blank
1.) Touch the screen to make sure the panel is not in the Screen Saver mode.
* The Screen Saver will be turned off and the panel screen will display:
— If a PLC Address is configured to control the Screen Saver and changes from On to Off.
— When the panel touchscreen is touched.
— When the screen is clicked by Remote Access.

— When the Alarm Event of the Event Manager occurs. (Only when the Display setting of the
Alarm Event is checked).

— When there is a screen change by the PLC.
— When an Error such as a Communication Error occurs.

2.) If the panel is not in Screen Saver mode, check the status indicators on the rear of the
panel.

CPU Status LED (Green, Orange & Red)
Power Off

Off F
Normal — CPU Run State OCPU -
Memory Error SJTI%
o X
SV Watchdog Timer Error ﬂ:@ ORXD
ki
WL 0S Error S0 Serial TXD/RxD LED (Green)
: i 3
Power Loss Detection g-?xD Portl R On (Comm. is active
ORXD (e, ; No communication
YY)

Rear View

vzzz22
s

* Make sure the CPU status LED (Green, Orange, Red) is a steady Green.

o If the CPU status LED is blinking Green, then the supply voltage is below 12 VDC, or below 100
VAC when using the optional C-more AC/DC Power Adapter, EA-AC. The backlight will turn off
immediately to extend the power retention period. The panel will continue to run and the LCD
display may be slightly visible. This may be seen as the display being dim, so it is advisable to check
the incoming voltage.

* A blinking Orange CPU status LED indicates that the operating system could not be found.
Reload the firmware to the touch panel. If this does not resolve the problem, the panel must be
replaced.

Display is Blank continued on next page.
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3.) There is always the remote possibility that a project has been transferred to the touch
panel that includes a screen that uses a black background and has no objects placed on the
screen. To check for this possibility, access the Main Menu of the touch panel System
Setup Screens by pressing the extreme upper left corner of the panel display area for three
(3) seconds as shown below. If the System Setup Screen’s Main Menu is displayed, then
most likely an empty black background screen is being displayed.

NO USER PROGRAM

Display is Dim
n 1.) Check the brightness setting found under the System Setup Screens. See Chapter 5:

System Setup Screens for additional information.

2.) Backlights will lose some luminance over time causing the display to slightly dim. The
backlight average lifetime is rated at 50,000 hours and is defined as the average usage
time it takes before the brightness becomes 50% of the initial brightness. The lifetime of
the backlight depends on the ambient temperature; the lifetime decreases in low or high
temperatures. To improve the backlight life, use the Start Screen Saver function that is
available in the C-more Programming Software in the Panel Manager dialog box.

Display is Dim continued on next page.
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* The Screen Saver will be turned off and the panel screen will display:
— If a PLC Address is configured to control the Screen Saver and changes from On to Off.
— When the panel touchscreen is touched.
— When the screen is clicked by Remote.

— When the Alarm Event of the Event Manager occurs. (Only when the Display setting of the
Alarm Event is checked).

— When there is a screen change by the PLC.
— When an Error such as a Communication Error occurs.
3.) Another condition that may make the display appear dim is to view the touch panel in
direct sunlight or in a location where direct light is reflected onto the display. The C-more
touch panel displays have Display Brightness ratings of 280 to 310 cd/m2 (NITS),

depending on the particular model. The higher the cd/m2 (NITYS) rating, the more visible
the display will be under bright lighting conditions.

—— | NOTE: The C-more panel is not rated for direct sunlight.

No User Program n

NO USER PROGRAM

If a connected display is displaying the message “No User Program” after it has powered up,
then either:

— the built-in Flash memory does not contain a recognized project, or

—an SD memory card is plugged into the SD1 slot, the project is set to boot from SD1 and there is
no project on the SD memory card. Turn the power off, remove the SD memory card and turn the
power back on.

Keep in mind that on power up, the HMI will read the project into the SDRAM memory
from the location designated in the Project Storage/Boot Location setting in the in the
C-more Software. This will either be the Built-in Flash memory or an SD memory card in

the SD1 slot. If the location designated has no project, the upon power up or reboot NO
USER PROGRAM will be displayed even if a project resides in the other location.
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Firmware Recovery Tool
If the panel power is interrupted during a firmware update, the firmware and/or operating
system in the panel may become corrupt. The panel may be recoverable using a recovery
utility that installs when the C-more Programming Software is installed. If the firmware is
corrupt, but the operating system is still intact, the screen below will open when power is

reapplied to the panel. This is called Safe Mode

Press the Information button and the Information Screen shown below will display. Notice

n that the runtime version is blank.

To recover, start the firmware update again making sure that there is a constant clean power

supply.

8-8 I * EA9-USER-M Hardware User Manual, 1st Ed. Rev. P



Chapter 8 - Troubleshooting -

No System Found

If the operating system is corrupt, the screen will display No System Found.

To recover the panel’s Operating System:

1. Connect the Panel to your PC with the USB programming cable. (Any standard USB printer cable
will also work.)

2. Close the C-more Programming Software.
3. Cycle the power on the panel. n
4. From the Windows Start Menu select:

Start Menu > AutomationDirect > C-more EA9 Series Recovery Tool

The window shown below will open.

NOTE: If the USB Icon is blinking and the USB light is Red, this indicates that there is a communication problem to
the panel. Check that the USB cable is properly connected and make sure there is communication to the panel.

5. Select Start and the Operating System will be loaded to the panel.
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No Communications between Panel and PC (Personal Computer) via USB

s-10 |

The C-more touch panel is programmed using the C-more Programming Software,
EA9-PGMSW. The developed project is transferred from the PC to the touch panel by either
a USB or an Ethernet connection between the two. (Ethernet available on full feature units
only.)

If using USB, then a USB type AB programming cable, such as p/n USB-CBL-AB15, should
be used to make a connection between the panel’s USB Port, Type B and a USB port on

the PC. The C-more Programming Software will install a USB driver on the PC during the
software installation.

C-more
PC Touch Panel

USB-CBL-ABxx
USB Cable

If the USB connection to the panel is recognized by the PC, you will hear the Windows
device-recognized-sound when the powered panel is connected to the PC. The driver will
appear in the Windows Device Manager under Network adapters as C-more EA9..
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No Communications between Panel and PC (Personal Computer) via USB
(cont’d)

The C-more software will then identify the USB connection with a green indicator.

This Communication indicator appears on the Panel tab in the Navigation window and in the
Project Transfer or Read from Panel windows.
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USB

s-12 |

Driver Troubleshooting

Check the USB driver using Windows Device Manager:

With the C-more panel connected to the PC, on the PC, open Control Panel--> System
-->Hardware tab --> Device manager. Next expand “Network adapters”.

The C-more driver is named C-more EA9 as shown below:

If the C-more programming software Communication Config dialog USB indicator is red,
and the driver does not appear in Device Manager,

1) Unplug both end of the cable and replug them in.

2) If that does not establish communication, plug into a different USB port on the PC.

3) If there are any USB hubs or other devices being used, temporarily eliminate them to see if this
solves the problem.

4) Reinstall the C-more HMI USB driver.
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USB Driver Troubleshooting (cont’d)

The C-more USB driver installation utility is bundled with the C-more software installation
files. If you have a C-more software CD, the file is in the root, called EA9USBDriver.exe.

If you downloaded the software, when you extracted the files, the EAQUSBDriver.exe was
extracted to the location you chose. First, close the C-more software and disconnect the USB

cable from the PC. Then, browse to EAQUSBDriver.exe and run it.
Plug the USB cable into the PC and the C-more panel.

The Found New Hardware Wizard will prompt you to search for the driver. Select “No not
this time” , click Next. Select “Install the Software automatically (Recommended)” click
Next. Click Continue Anyway in the Windows Logo warning popup. Click Finish.

Open the project in the C-more software. The Communication Config (and Transfer
Project) USB indicator should be green.
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No Communications between Panel and PC (Personal Computer) via Ethernet

When using an Ethernet connection to communicate between the touch panel and the PC
and the communications does not seem to be working, the first area to check is the Ethernet
status indicators located next to the 10/100 Base-T Ethernet Port on the rear of the panel.
The Link Status LED must be displaying a steady or blinking green.

Link Status LED (Green) Network Speed LED (Yellow)
Ethernet Linked On |100M

[eli@No Ethernet Comm. 0 10M

Blinking ivi
e Comm. Activity

If using Ethernet, there are two basic ways to make the connection. You can use an Ethernet
cable to make a direct connection between the touch panel and PC or use an Ethernet cable
from the touch panel to a switch and then to the PC.

PC

C-more
Touch Panel

Ethernet
Port

Auto MDI / MDI-X
Ethernet Port

Stride™
Ethernet Switch
I 10/100 Base-T
4 (such as SE2-SW5U)

Ethernet
Port

C-more
Touch Panel

> Ethernet CAT5 0
. Cable Auto MDI / MDI-X
Ethernet Port

Use the C-more programming software to check the status of the Ethernet communications.
From the Navigation window, select the Panel tab. At the bottom of the Panel tab is the
Communication Config dialog box. Select the Browse button. If the connection is working
the panel will be listed in the online link list. Select the panel and then select OK. If the
Ethernet communications to the panel is working, then there should be a “green” indicator
next to the Ethernet selection. There should also be an IP Address shown in the browse box
below the Ethernet selection. If the Ethernet radio button is “red”, then you will need to
check your Ethernet cables and connections or Browse for the panel.
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No Communications between Panel and PC (Personal Computer) (cont’d)
There can also be a conflict with another Ethernet connection that may be using the same
IP Address. You may want to check the setup both in the touch panel and also in your PC.
As a starting point, it is best to start with an assigned IP Address and Subnet mask, mainly to
eliminate IP addressing conflicts. Use the C-more programming software and open the Touch
Panel Network dialog box under the Main Menu’s Setup drop down menu. Click on the
Ethernet Port tab to display the dialog box used to set up the touch panel’s Ethernet port.

Another cause of an Ethernet communications problem that may be encountered, is the touch
panel doesn’t show up in the node list, which can be caused by the PC having a firewall.

The figure below shows the Touch Panel Network dialog box with the Ethernet port tab
opened. The Save settings to Project check box is checked and we are using the Use the
following IP Address sclection by checking its radio button. The subnet (192.168.100.X)
and the subnet mask (255.255.255.0) must be the same for both the panel and the PC.
See the C-more programming software on-line help for additional details regarding the Touch
Panel Network.

\In the example shown here, the

subnet is 192.168.100.X, the
subnet mask is 255.255.255.0,
and both need to be the same
for all the Ethernet devices
connected together.

The IP Address assigned to the touch panel can also be
checked or edited by using the system setup screens built into
the touch panel. See Chapter 5: System Setup Screens for
additional information.

The figure to the left shows a different example of the
panel’s System Setup Screens’ Ethernet Port dialog box for
configuring the Ethernet port. Again, make sure the subnet
(10.11.0.x) and subnet mask (255.255.255.0) is the same for
both the panel and the PC.
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No Communications between Panel and PC (Personal Computer) (cont’d)

8-16 |

Another option for accessing the IP Address assigned to the touch panel is to use the C-more
Programming Software. Open the Navigation window’s Panel tab and click on the Browse
button under the Communication window at the bottom. This will open the Ethernet
Connection Setup window. The Online Link List tab will show all of the connected panels.
If none are shown, try clicking the Browse Network button to search for attached devices.
Double click on the Panel Name you want to access and this will bring up the Change IP
Address window. In this window changes can be made to the panel’s name, IP address, subnet
mask, and default gateway.

Farel Metwork Information
Panel Mame: Lobby

Ethemet Card:

Panel Type: EAT-T15C
MAL Address: 00:00:7C:01:1C:.CE
() Obtain Address From DHCP

(&) Use the following IP Address
IP Address: 192 . 168 . 20 45
Subnet Mask: 255 255 . 255 a

Default Gateway: 192 . 188 . 20 1

[ oK ][ Cancel H Help ]
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No Communications between Panel and PC (Personal Computer) (cont’d)
Check the IP Address setting of the PC by opening the Windows operating system’s Control
Panel and then selecting the Network Connections utility. Click on Properties, scroll down
to Internet Protocol (TCP/IP) and click Properties. The Internet Protocol (TCP/IP)
Properties dialog box will open. Again, make sure the Subnet Mask is set the same for both
the panel and the PC and also make sure that the IP Addresses do not conflict.

NOTE: If a DHCP Server is being used to obtain
the IP Address for the PC, there are ways to
identify the IP Address. For example, if using
Windows XP, open a Command Prompt (Run
> CMD) and type IPCONFIG /ALL. A list of all
Ethernet assignments for the PC will be shown.
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No Communications between Panel and PLC

s-18 |

The communications between the C-more touch panel and designated PLC or controlling

device can be accomplished by either a serial connection or by an Ethernet connection to

the panel’s 10/100 Base-T Ethernet Port. (Ethernet available on full feature units only.) All

panels include a 15-pin RS-232/422/485 port. Full featured panels include a 3-wire RS-485

connection and an RJ12 RS-232 connection.

1.) If the touch panel and PLC are connected serially and the communications have seemed to
stop working, then first check the TxD and RxD status indicators on the rear of the panel
at the connected port for activity.

C-more
«___ Touch Panel

EA-2CBL-1

If there is no activity on one or both the TxD and RxD status indicators, then it should be
suspected that either:

* serial comm port settings are incorrect

e the cable is bad and needs to be replaced
e the serial port on the panel is defective

e the PLC serial port is bad

* No TxD also can indicated no tags being polled on device

CPU Status LED (Green, Orange & Red)
Off

Normal — CPU Run State

Memory Error

CPU

Port2
OTxD
(ORXD]
Serial TXD/RxD LED (Green)

[# Port3 PortL RxDO-@TXD] =
(O TxD: e On |Comm. is active
ORXD No communication

000 %8
O 000000

Blinking y
Red. Watchdog Timer Error
inking

M Power Loss Detection

(eeedqaed

Rear View

The status indicators will show activity whether the serial communications is wired for

RS-232 or RS-422/485.

Electrical noise, pulse generating wiring and/or improper grounding can also cause problems
with communications. Refer to the Electrical Noise Problems section later in this chapter for

additional help.
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No Communications between Panel and PLC (cont’d)

The serial ports on the C-more touch panel can be tested using the panel’s system setup screens.
Access the Main Menu of the panel’s system setup screens, press the Test Menu button,
then press the Test Comm. Port button and select the appropriate port tab. You will need to
fabricate a Loop Back Connector for the type of serial connection that is being used in your
application, either RS-232 or RS-422/485, per the wiring diagrams shown below. Plug the loop
back connector into the panel’s 15-pin PLC serial communications port and then press the
Loop Back Test button to run the test. See Chapter 5: System Setup Screens for additional
information.

Loop back connector wiring diagrams:

RS-232 Loop-back Connector RS-422/485 Loop-back Connector RS-232 Loop-back Connector
15-pin D-sub :7 CTS 15-pin D-sub 1o
(male) 85 RTS (male) (male)
:9 RxD+ e
11 rxp+
105, rxp- E

12

6

™xp- 1
Wiring Diagram Wiring Diagram Wiring Diagram

System setup screens Test Comm. Port dialog boxes:

| Test Conn. Port

Serial | Loor Back Test

COME Port
Bules Recaive EFrar
THD/RHD Sart. Count.s Counts
Test L] -] -]
RTS<CTS
Tast. Pass

The PLC Enquiry Test can also be performed to determine if the Ethernet communication
is working correctly between the panel and designated PLC.

[ Test Conn. Port

Ethernet @ Loor Back Test

Latal:Test Pass.
Lata2:Test Pass.
LataZ:Test Pass.
Latad4:Test Pass.
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Chapter 8 - Troubleshooting

No Communications between Panel and PLC (cont’d)
2.) If using an Ethernet connection between the touch panel and the PLC, and there is a
problem with the communications, the first area to check is the Ethernet status indicators
located next to the 10/100 Base-T Ethernet Port (shown below) on the rear of the panel.

Link Status LED (Green) Network Speed LED (Yellow)
Ethernet Linked On |100M
(o) @lINo Ethernet Comm.| O 10m

Bligking v
e Comm. Activity

There are two basic ways to make the connection. You can connect directly from the touch
panel to the PLC or connect from the touch panel to a switch that is also connected to the

PLC.

HO-ECOM/HO-ECOMM100 C-more
Ethernet Module . Touch Panel

DLO6 PLC Ethernet CATS Auto MDI / MDI-X
Cable Ethernet Port

Stride™
Ethernet Switch
10/100 Base-T

(such as SE2-SW5U) C-more
HO-ECOM/HO-ECOM100 Touch Panel

Ethernet Module

Ethernet CAT5
Cable

Auto MDI / MDI-X

DLO6 PLC Ethernet Port

Check the status indicators that may be included with the Ethernet communications module
or device that is part of the PLC. Refer to the PLC’s Ethernet user manual for further
troubleshooting information.
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Chapter 8 - Troubleshooting -

No Communications between Panel and PLC (cont’d)

The Ethernet port on the C-more touch panel can be tested by using the panel’s system setup
screens. Access the Main Menu of the panel’s system setup screens, press the Test Menu
button and then press the Test Comm. Port button. Select the Ethernet tab in the Test
Comm. Port dialog box, make sure the Ethernet port is connected to an Ethernet switch or
other Ethernet communications device select a PLC from the drop down selection box, and
then press the PLC Enquiry button to run the test. See Chapter 5: System Setup Screens
for additional information.

| Test Comm. Port

Ethernet. i PLC Enauirdg Test
Selected PLC @ HE-ECOM

Ping Test

Datal:iRerly from PLCibutes=32 time=2Zms TTL=128
DataZiRerly from PLCibutes=32 time=ims TTL=128
Data3iRerly from PLCibutes=32 time=ims TTL=1Z28
DatadiRerly from PLCibutes=32 time=@ms TTL=1Z28

Frotocol Test
Datal:Test Fass.
DataZ:Test Fass.
DataZ:Test Fass.

Datad4:Test Fass.

If a PC running the C-more programming software is connected to the Ethernet network that n
is also connected to both the touch panel and PLC, then certain functions in the software,

such as the Main Menu’s Setup drop down selection for Panel Manager or Touch Panel

Network and the Main Menu’s Panel drop down selection for Panel Information, can be

used to help troubleshoot problems with the touch panel’s communications and operation.

See the C-more programming software’s on-line help for additional information.

IP Address in System Setup Screens displays 0.0.0.0

NOTE: If entering an IP Address for the C-more touch panel using the System Setup Screens, and the IP Address
keeps displaying 0.0.0.0, even after entering an IP address, the panel is not functionally connected to an active
network. Either the cable, hub, or switch is bad. The entered IP Address is stored in the panel's memory, but won't
show up until a good connection is established. Keep in mind that if in the C-more programming software’s Touch
Panel Network dialog box, under the Ethernet Port tab, you have checked the Save settings to Project check
box and have entered an IP Address of 0.0.0.0, then anytime the project is transferred to the panel, the panel's IP
Address will be overwritten with the entered address.
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- Chapter 8 - Troubleshooting

Difficulty Connecting to the Panel over the Internet (Web server and Remote
Access features)

g-22 |

1) Refer to the software help file topics Touch Panel Network and Remote Access Setup for
information on configuring the Remote Access accounts, the Web Server Function and the
panel IP Attributes.

2) In the Ethernet Port tab if DHCP is selected for assigning the IP address, verify the currect
address of the panel. The IP address assigned by DHCP may change over time.

3) Note that the Web Server Function must be enabled on the Web Server tab before the
Remote Access Server Function can be accessed on the panel.

4) Verify that the correct TCP ports have been opened and forwarded on the router
controlling access to the network where the C-more panel resides.

5) If two C-more panels are on a network behind a firewall and they have the same Remote
Access port number, the router will use the first entry in the Port Forwarding setup that it
encounters. The same C-more panel will always come up even if the two panels have two
different Web Server Port numbers.

6) When entering the URL in Internet Explorer to connect the C-more web server using a
port number other than the default (80), be sure to use the full URL text including the
prefix “http://”. The URL should be http://xxx.xxx.xxx.xxx:aaaaa where Xxx.Xxx.XXX.XXX is
the IP address of the panel and aaaaa is the port number configured in the Web Server tab
of the Touch Panel Network setting.
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Chapter 8 - Troubleshooting -

PLC Protocol Error Codes

The C-more touch panel includes built-in PLC communication protocol diagnostics that
monitor the exchange of data between the panel and the PLC. The diagnostics look for

the proper exchange of data, correct handshaking signals, addressing errors, incorrect data
bytes, wrong packet format, etc. The diagnostics also monitor and report any of the errors
that the designated PLC would normally generate if there is a problem with the PLC’s
communications. Each brand of PLC has its own unique set of diagnostic errors that are
typically communicated over the PLC’s communications port. The PLC generated errors are
interpreted by the C-more software. See the PLC manufacturer’s user manuals for additional
details on the designated PLC’s errors.

If a C-more communications error does occur, the error message will be displayed in the
upper left of the C-more screen and the Error Code is recorded in the panel’s error log. If a
PLC error occurs, the PLC error code number will appear across the top of the screen, the
PLC error message may not be included in some cases. The error log can be viewed using the
system setup screens. See Chapter 5: System Setup Screens under the Information window
to bring up the Error tab which includes a description of the logged data.

A detailed list and description of the various PLC protocol errors can be found in Appendix

A: PLC Protocol Error Codes. n

PLC Protocol Error Codes example:

Error Code |Error Message Description

A timeout occurred after sending a request to the PLC
%Device%.
%Device% indicates the device name, such as DEV0O01.

PLC)
%Device% PLC Communication Timeout ; .
(for muliple PLCs, such as RS-422/485) |5<aple error message for multple PLCs: DEVOO1 PLG

] : A negative acknowledgement (NAK) control code has been
PLC-002  NAK received from PLC generated during a read/write request.
A Start of Text (STX) control code was not found in the data
packet received from the PLC.

PLC Communication Timeout (for single
PLC-001

PLC-004 STX is not found
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Chapter 8 - Troubleshooting

Touch Panel Runtime Errors

The C-more touch panel includes built-in diagnostics that check for proper operation of the
panel when it is running a project that has been transferred to its memory. Faults detected
while the panel is running will produce a “Runtime” error. These errors are displayed in the
upper left of the panel’s display and are also recorded in the panel’s error log. The error log
can be viewed using the system setup screens. See Chapter 5: System Setup Screens under
the Information window to bring up the Error tab which includes a description of the logged
data.

A detailed list and description of the various touch panel runtime errors can be found in

Appendix B: Touch Panel Runtime Errors.

Touch Panel Runtime Errors example:

Tag
No Ii_r;;r Error Message Error
: Located at upper left of screen Code
Code
Value
Log Error
MM/DD/YY : —
. Log Failed. SYS ERR HH/MM/SS The size of the destination
1 RTE-001" ot enough Memory Space in %Device% [ERRORCODE | 200 ErTrE_ro%c%de Ql%rﬂglzytcl)ssqggatﬁ;eedata.
MM/DD/YY
9 RTE-002 |L0g Failed. SYS ERR 2002 HH/MM/SS  |No device available or
%Device% cannot be found ERRORCODE ErTrEro%%de the device is defective.
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Chapter 8 - Troubleshooting -

Panel Constantly Displays “Initializing” when Powering up

If the touch panel constantly displays a message reading “Initializing” while powering up, then
check the following possible causes.

1.) C-more supports USB 1.1 and 2.0 memory devices. Ensure that the USB device is 1.1 or
2.0 or backward compatible to support version 2.0

2.) The project that is loaded into the panel’s internal SDRAM memory is corrupted. Either
use the C-more programming software to clear the panel’s memory and re-transfer the
project to the touch panel, or press the upper left corner of the touch panel screen while
powering up to bypass the project and go directly to the System Setup Screen menu.
Select the Memory menu, and use either the Clear Memory or Set to Factory Default
utility to clear the panel’s memory and re-transfer the project to the touch panel. (see
Chapter 5 - System Setup Screens)

3.) An SD memory card has been plugged into an SD card slot and the SD card either has no
project stored on it or the project is corrupted. Remove the SD memory card from the SD
card slot and either load the project to the panel’s internal Flash memory, or re-format the
SD card using the SD formatter available from SDcard.org, or try a different SD memory
card.

——| NOTE: In the Error Log you may find the error RTE-500 - Check Sum Error, which is defined as “Memory in the
— | panel has been corrupted by power loss, etc.” If this is the case, try cycling power to the panel, re-transfer the
— | project to the panel, and re-transfer the firmware, etc. in sequential steps to try to correct the problem.

Data not Logging Problems

If the data log is missing entries, or a Runtime Error for the Log Errors as shown in Appendix
B: Touch Panel Runtime Errors is seen, then check the following possible causes.

1.) Check that the memory devices, that were selected for Data Storage under the C-more
programming software’s Main Menu - Setup drop down - Panel Manager dialog box,
are plugged into their proper location. Alarms, messages and screen captures can be
independently selected to be saved to either a USB pen drive plugged into the USB Port

- Type A, or an SD card plugged into SD Card Slotl or SD Card Slot2 (12-inch and
15-inch panels only).

2.) Ensure that the SD card has been formatted with the SD formatter provided by SDcard.
org.

3.) The memory device could be bad. If possible, check it by plugging it into a PC that has
the ability to access the memory device. Also, not all USB devices are compatible with the
C-more touch panels. Try using the AutomationDirect USB Pen Drive, p/n

USB-FLASH. Check System Screen, Memory for the presence of the USB device
inserted.
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Chapter 8 - Troubleshooting

Flectrical Noise Problems

8-26 |

Noise is one of the most difficult problems to diagnose. Electrical noise can enter a system in
many different ways which fall into one of two categories, conducted or radiated. It may be
difficult to determine how the noise is entering the system but the corrective actions for either
of the types of noise problems are similar.

* Conducted noise is when the electrical interference is introduced into the system by way of
an attached wire, panel connection, etc. It may enter through a power supply connection, the
communication ground connection, or the chassis ground connection.

* Radiated noise is when the electrical interference is introduced into the system without a direct
electrical connection, much in the same manner as radio waves.

While electrical noise cannot be eliminated, it can be reduced to a level that will not affect the
system.

* Most noise problems result from improper grounding of the system. A good earth ground can
be the single most effective way to correct noise problems. If a ground is not available, install a
ground rod as close to the system as possible. Ensure all ground wires are single point grounds and
are not daisy chained from one device to another. Ground metal enclosures around the system.

A loose wire can act as a large antenna, introducing noise into the system. Therefore, tighten all
connections in your system. Loose ground wires are more susceptible to noise than the other wires
in your system. Review Chapter 4: Installation & Wiring if you have questions regarding how to
ground the touch panel.

* Electrical noise can enter the system through the power source for the touch panel. Installing a
properly wired isolation transformer (neutral grounded) for all AC sources can help the problem,
but only if wired correctly. DC sources should be well-grounded good quality supplies.

* Never run communication cables or low-voltage power wiring close to high voltage wiring or pulse
generating wiring that controls such devices as solenoids, servos, VFDs, etc.
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Chapter 9 - Replacement Parts

Replacement Parts Overview

Part Number Description

EA9-BRK Panel mounting brackets, replacement, for C-more EA9
series touch panels. Package of 8 brackets and screws.

EA9-LBL Blank label insert for front bezel, replacement, for C-more
EA9 series touch panels. Package of 10.

3-pole terminal block, replacement, for 3-wire RS485

EA9-3TB communications port on G-more EA9 series panels.
n Package of 2.
EA-DC-CON 5-terminal DC power connector, replacement, for C-more

EA7 and EA9 series touch panels

AL 3-terminal AC power connector, replacement, for C-more
EA-AC-CON EA7 and EA9 series touch panels

EA-15-GSK A TI50L 15eh ot pavel NEWA /8¢
EA9-12-GSK EAGTT0L 15 1 toich panel, NEWA 48
EA-10-GSK A TI00L 10oeh ot pavel NEWA /8¢
EAQ-10W-GSK EAGTOWOL 70" touth panel, NEWA 414 -
EAQ-8-GSK Panel mounting gasket, replacement, for C-more

EA9-T8CL 8-inch touch panel, NEMA 4/4X

Panel mounting gasket, replacement, for C-more
EA9-6-GSK EA9-TGCL('§ARK 6-inch and EA9-T7CL(-R) 7-inch touch
panels, NEMA 4/4X
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Chapter 9 - Replacement Parts

Panel Mounting Clip Replacements — EA9-BRK

Spare panel mounting clips for EA9 series C-more touch panels.
Package of 8 clips with 8 screws.

Mounting Clip Instructions

1. Position the touch panel through the cutout in the control cabinet door and hold in place. Position
the mounting clips as appropriate for your model. Refer to Chapter 2.

2. Tighten the mounting screws in an alternating fashion while observing the front of the touch panel.
The goal is to make sure the front bezel is pulled up against the enclosure sheet metal uniformly,
and the touch panel gasket is fully compressed all the way around its perimeter. Tighten the screws
to a torque rating shown in the table below. Avoid over-tightening the screws to the point that they
start to deform or bend the bezel or mounting clip.

Touch Enclosure Mounting Clip Material

Panel Size Thickness Range Screw Torque

6”,7”, 8", 0.039-0.20 inch 63 - 77 0z-in
10” & 12” [1-5mm] [0.45 - 0.55 Nm]
PR Metal
10” Wide, 0.039-0.20 inch 92 - 106 0z-in
15” [1-5mm]] [0.65 - 0.75 Nm]
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Chapter 9 - Replacement Parts

Logo Label Replacement Insert - EA9-LBL

C-more EA9 series panels include one customizable logo label. Additional logo labels can be
purchased in packs of 10.

Removal- Insert small
tool such as a jewelers
) screwdriver and pull tab
away from housing.
\“H
|
\HH

Installation - Insert EA9-LBL
into the slot in the side of the
panel and lock tab into place.

4.33 |

* [110.0] ‘

0.43 B L . . o \fj

[11.0] u /\J
* Units: inches [mm]
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Chapter 9 - Replacement Parts

3-wire Communications Terminal Block - EA9-3TB

C-more EA series 3-wire communications terminal block replacement. One (1) terminal

block is supplied with each touch panel.

Cable torque |minimum 1.95 Ib-in (0.22 Nm)

NOTE: Use 60/ 75 °C copper
conductors only, 24 - 12 AWG

DC Panel Power Connector Replacement — EA-DC-CON

C-more touch panel 5-position DC power connector terminal block replacement. One (1) DC
Power Connector is supplied with each touch panel.

Signal A +
SignalB -
Logic Ground

Recommended DC Supply Fuse|
Panel Size | Rating | ADC p/n —
6“-10" | 2.5A | MDL2-5 oy W
12“& 15" | 40A | MDL4
3
;-ch-\
DC-CON Tightening Torque 12.24vDC
Power connector screw 704 oz-in (05 Nm)
torque _
i cPU
Power connector mounting 56 oz-in (0.4 Nim) g
torque L NS

NOTE: Use 60/ 75 °C copper L =
conductors only, 24 - 12 AWG Equipment
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Chapter 9 - Replacement Parts

AC Power Adapter Connector Replacement- EA-AC-CON

C-more AC power adapter 3-position AC power connector terminal block replacement.
One (1) AC Power Connector is supplied with each AC/DC Power Adapter, EA-AC.

Dpmm—

oA ON e e NI
KOYD ELECTRONICS INDUSTRIES £O, LTO.
AC Power Adapter EA-AC
@ (€ Yot recommended for use vith the EATTISC
us when operating temperatures are expected
i to be above 40 deg C.
100, S €8, Sl

LNS
L Pttt I T MADE IN CHINA

71 - 85 oz-in (0.5 - 0.6 Nm)

% m % ()
71 -85 0z-in (0.5 - 0.6 Nm) - \ )

Mounting flange screw 57 - 71 0z-in (0.4 - 0.5 Nm)

torque Recommended AC Supply Fuse
3.0 Atime delay, ADC p/n MDL3
NOTE: Use 60 / 75 °C copper 10% (—J/%éOHVAC
conductors only, 24 - 12 AWG z
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Chapter 9 - Replacement Parts

Panel Gasket Replacements — EA9-xx-GSK

Replacement NEMA 4/4X touch panel gaskets for C-more 67,

77, 87,107, 12” and 15” touch panels.

Gasket Replacement Installation Instructions:

Preparation: Disconnect input power and all other connections, then remove the touch panel from the control cabinet.
In a clean environment, place the panel face down on a lint-free soft surface to prevent scratching the front of the panel.

2

Start at one corner and pull the old gasket out of the channel
that holds the gasket in place. Pull the gasket up as you work
around the entire perimeter of the touch panel. Discard the
old gasket.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P

Lay the new gasket over the channel so that the long and
short sides of the gasket match up to the long and short
sides of the touch panel. Start at one corner and match the
gasket’s corner to the channel’s corner. Press the gasket
into the channel and work all away around the perimeter of
the touch panel. Re-install the touch panel.
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- Appendix A - Panel and PLC Error Code Tables

Introduction

The C-more family of touch panels is capable of communicating with a wide variety of
Programmable Logic Controllers. C-more is capable of communicating over RS232,
RS422 and RS485 serial networks as well as Ethernet networks. It communicates with all
AutomationDirect PLCs utilizing various protocols. C-more also communicates with other
brands of PLCs by their different protocols. For a complete list of PLCs and protocols, see
Step 9 — Connect Touch Panel to PLC in Chapter 1: Getting Started.

As with any network communications, errors will occur. To make it more simple for the user
to identify the cause of the possible error, we have provided a error code table for all of the
possible errors that C-more can detect.

If a C-more communications error does occur, the error message will appear across the top

of the screen. The C-more touch panel also monitors any errors that are generated by the
various PLCs that are connected to it. If any of the PLC generated errors are detected, they
are displayed across the top of the panel’s display embedded as a hexadecimal value in error
code P499’s message. An explanation of how the specific PLC error is identified in the panel
error code P499 is shown proceeding the specific manufacturer’s PLC error tables. How the
hexadecimal error code value is interrupted is slightly different between manufacturers, so it is
important to check the explanation at the beginning of each manufacturer’s tables.

NOTE: These PLC error codes are provided by the manufacturer of the related PLC and are subject to change by
the PLC manufacturer. Please refer to the manufacturers documentation for a more complete and up-to-date list of
error codes.

All errors are also logged into the panel’s Error log under
the Information tab in the panel’s System Setup Screens
and are identified by the error code number. See Chapter 5:
System Setup Screens for additional details.

STX is not found

If you have difficulty determining the cause of the error,
please refer to Chapter 8: Troubleshooting for some
troubleshooting tips or contact our technical support

Stride™
Ethernet Switch
10/100 Base-T
(such as SE-SW5U)

C-more Error Message

C-more
Touch Panel

HO-ECOM/HO-ECOM100 1 R s
Ethernet Module [

Ethernet CATS
bl

Auto MDI / MDI-X

DLO6 PLC Ethernet Port
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Appendix A - Panel and PLC Error Code Tables

C-more Touch Panel Error Code Table

The following table includes all of the error codes and error messages that the panel will u
display if the listed cause is detected. All of these errors involve problems that could result

with the panel communicating with the connected PLC. Be aware that not all of the panel

errors are used with each type of PLC that can be connected to the panel.

Error Code |Error Message Cause
PLC Communication Timeout (for single  |A timeout occurred after sending a request to the PLC %Device%.
PLC-001 PLC %Device% indicates the device name, such as DEV001.
%Device% PLC Communication Timeout | Example error message for multiple PLCs: DEV001 PLC Communication
(for multiple PLCs, such as RS-422/485) | Timeout.
g " A negative acknowledgement (NAK) control code has been generated
PLC-002 NAK received from PLC during a read/write request.
g : An End of Transmission (EQT) control code is sent by the PLC in
PLC-003 | EOT received from PLC response to a Read/\Nrite/Setlgit request..
g : A Start of Text (STX) control code was not found in the data packet
PLC-004 STXis not found received from the PLC.
g : Neither an End of Text (ETX) nor an End of Transmission Block (ETB)
PLC-005  |ETXor ETB is not found control code was found in tge data packet received from the PLé.
There was an incorrect Longitudinal Redundancy Check (LRC) control
PLC-006 LRC does not match code in the communications packet received from the PLC. This is an
indication that the data in the packet is corrupted.
There was an incorrect Cyclic Redundancy Check (CRC) control code in
PLC-007 CRC does not match the communications packet received from the PLC. This is an indication
that the data in the packet is corrupted.
PLC-008 Address does not match The address value returned in the data packet from the PLC is incorrect.
PLC-009 Different function code received from PLC | The function code returned in the data packet from the PLC is incorrect.
g . There are an incorrect number of bytes found in the data packet returned
PLC-010 Data size does not match from the PLC.
PLC-011 Invalid value in function code There is an invalid value in the function code.
PLC-012 Invalid command sent to PLG E]heelrael_\évas an invalid command sent to the PLC that wasn't recognized by
If the data packet does not include a negative acknowledgement (NAK
PLC-013 ENQ received from PLC - 0x15 value) in the defined packet field, then an enquiry (ENQ) control
code error will be displayed.
g . This error will be displayed if after checking the Transaction ID Bytes in
PLC-014 | Transaction ID does not match the data packet, there is no match to what was requested.
PLC-015 %Device% No device found A PLC device designated as %Device% could not be found.
PLC-016 Data byte communication error 0 byte of data is recieved
PLC-017 Out of address range The touch panel requested a file number larger than 255.
PLC-018 Panel communication timeout The server panel did not respond when using the Panel Pass Through.
PLC-019 Found in parity error by hardware An error detected in the PLC memory.
g , . Cannot open the Serial Port. If this error shows on the panel, it indicates
PLC-020 Can’t open serial port a hardware problem.
PLC-021 PLC number does not match The PLC number does not match the PLC number configured.
PLC-022 Can’t reset DCB Unable to reset the data communication bit.
PLC-023 Cable not connected properly Communication cable incorrectly installed.

C-more Touch Panel Error Code Table continued on the next page.
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u C-more Touch Panel Error Code Table (cont'd)

Error Code Error Message Cause
PLC-024 Cannot detect other devices on network The panel is not communicating with other devices on the network.
PLC-025 Panel not in polling list
PLC-026 PLC connection timeout A timeout occured after sending a request to the PLC.
PLC-027 Memory type incorrect
PLC-028 PLC failed to respond The PLC failed to respond after sending a request to the PLC.
When connected to a Do-more PLC the PLC memory version must match
PLC-029 MemVer ERR HMI x PLCy the C-more project PLC memory version. Make sure that the PLC project
does not write into the memory version address.
An error code specific to Omron Ethernet with a Value of XXXX has
PLC-495 Omron Ethernet Error been returned from the PLC. See the explanation for error code
PLC-495 proceeding the Omron CS/CJ FINS Ethernet error code tables.
Allen-Bradley EtherNET/IP specific. Encapsulation Error.
PLC-496 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-496 proceeding the Allen-
Bradley EtherNet/IP error code tables.
Allen-Bradley EtherNET/IP specific. CIP Error.
PLC-497 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-497 proceeding the Allen-
Bradley EtherNet/IP error code tables.
Allen-Bradley EtherNET/IP specific. Service Packet Error.
PLC-498 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-498 proceeding the Allen-
Bradley EtherNet/IP error code tables.
An error code with a value of XXXX has been returned from the PLC.
PLC-499 Error code XXXX returned from PLC See the explanation for error code PLC-499 below for DirectLOGIC and
proceeding each set of PLC error code tables that use this error code.
Data cannot write to the Serial port.
PLC-500 Cannot write to Serial Port Data was sent to the PLC via the Serial Port.
If this error shows on the Panel, it indicates a Hardware Problem.
. There was an error while allocating memory for the read buffer.
PLC-700 | Not enough buffer memory When this error is displayed, a memory leak may have occurred.
_ N : Request to inaccessible memory from the HMI layer to the PLC protocol
PLC-701 | Access to inaccessible PLC memory layer. This error is an indication that there is a proglem in the HMI layer.
g : . A Read/Write/SetBit request has been sent to an invalid memory area.
PLC-702 | Cannot access by different function code | yis"arror is an indication that there s a problem in the HMI layer.
A PLGC Write request was made to the PLC’s Read-Only memory area.This
PLC-703 Write request to PLC Read Only Memory | error is an indication that there is a problem in the HMI layer or the PLC
protocol layer.
No device (PLC) exists in the server panel or the device name does not
PLC-704 Bad device-access match between the server and client when using the Panel Pass Through.
The protocol for the device does Not match between the server and client
PLC-705 Protocol does not match when using the panel pass through.

A4 |
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Appendix A - Panel and PLC Error Code Tables

DirectLOGIC - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC. u
The PLC-499 error message includes a four digit hexadecimal value embedded in the message.

This value can be looked up in the specific PLC’s error tables to determine the cause of the

error. The possible PLC generated error codes for the Direct. OGIC communication protocol
are represented by a hexadecimal value as shown in the following message example.

Direct LOGIC Error Code PLC-499 Message Example:

Error code 0003
returned from PLC

| \ﬁPaneI error code PLC-499
sifo

wing a hexadecimal value

\ of 0003 indicates an “Illegal

data value dependent upon
the request.” PLC error.

DirectLOGIC K-Sequence Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the DirectLOGIC PLC when
using the K-Sequence protocol.

P Desrpion
01F8 Error setting value.
020D Error in key mode - Set switch on PLC CPU to “Term”
021C Password protected.
——| NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
ﬁ: and displayed on the touch panel’'s screen as a hexadecimal value in panel error code PLC-499 message, if active

Please refer to the PLC manufacturer's documentation for additional information.

DirectLOGIC DirectNET Protocol — PLC Error Codes

Only errors as listed in the Touch Panel Error Code Table shown on page A-3 can occur
when using the DirectL. OGIC DirectNET protocol, there are no PLC generated errors.

DirectLOGIC error code tables continued on the next page.

EA9-USER-M Hardware User Manual, 1st Ed. Rev. P ° I A' 5



- Appendix A - Panel and PLC Error Code Tables

u Modbus Protocols Error Code P499 Explanation

The following table lists the errors that can be generated by the Modbus protocols:

AutomationDirect CLICK

AutomationDirect DirectLOGIC - Modbus (Koyo)
Modicon Modbus RTU

Entivity Modbus RTU

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’'s screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code
P490 Hex Value |  Name

ILLEGAL
0x000TEuNCTiON

The function code received in the query is not an allowable action for the server (or slave). This
may be because the function code is only applicable to newer devices and was not implemented
in the unit selected. It could also indicate that the server (or slave) is in the wrong state to
process a request of this type, for example because it is unconfigured and is being asked to
return registered values.

ILLEGAL DATA
0x0002  |ADDRESS

The data address received in the query is not an allowable address for the server (or slave).
More specifically, the combination of reference number and transfer length is invalid. For a
controller with 100 registers, the PDU addresses the first register as 0, and the last one as 99.
If a request is submitted with a starting register address of 96 and a quantity of registers of 4,
then the request will successfully operate (address-wise at least) on registers 96, 97, 98, 99.

If a request is submitted with a starting register of 96 and a quantity of registers of 5, then the
request will fail with Exception code 0x02 “lllegal Data Address” since it attempts to operate on
registers 96, 97, 98, 99 and 100, and there is no register with address 100.

ILLEGAL DATA

A value contained in the query data field is not an allowable value for server (or slave). This
indicates a fault in the structure of the remainder of a complex request, such as that the implied
length is incorrect. It specifically does NOT mean that a data item submitted for storage in

a register has a value outside the expectation of the application program, since the Modbus
protocol is unaware of the significance of any particular value of any particular register.

SLAVE DEVICE
0x0004  |Fall URE

An unrecoverable error occurred while the server (or slave) was attempting to perform the
requested action.

DirectLOGIC ECOM Protocol — PLC Error Codes

Only errors as listed in the Touch Panel Error Code Table shown previously in this Appendix
can occur when using the DirectLOGIC ECOM protocol, there are no PLC generated errors.
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Productivity Error Code P499

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel, u
and displayed on the touch panel’'s screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code .
P499 Hex Value Meaning

The function code received in the query is not an allowable action for the server (or slave). This may be because
0x0001 the function code is only applicable to newer devices and was not implemented in the unit selected. It could also

indicate that the server (or slave) is in the wrong state to process a request of this type, for example because it is
unconfigured and is being asked to return registered values.

Address out of range. Check to make sure that the C-more tag and System ID match the Productivity
0x0002 Programming Software Tag Name and System ID. The project file in the Productivity system and the imported
CSV into C-more must be in sync with each other.

A value contained in the query data field is not an allowable value for the server (or slave). This indicates a fault
in the structure of the remainder of a complex request, such as that the implied length is incorrect. It specifically
0x0003 does NOT mean that a data item submitted for storage in a register has a value outside the expectation of the

application program, since the Modbus protocol is unaware of the significance of any particular value of any
particular register.

0x0004 An unrecoverable error occurred while the server (or slave) was attempting to perform the requested action.
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u AutomationDirect Do-More Error Codes

Error Code Description Resolution

Should only occur if message has been corrupted or protocol version is

0x01 Unknown Command mismatched. Check versions and update appropriately. If versions are
correct, check cabling, routing and switches for bad packets.

0x02 Out of Sessions Too many devices connected to the CPU. Reduce number of devices
connected.

. Occurs when permission level is not sufficient for the operation

0x03 lllegal Operation perftﬁrmed by the panel. Increase the permission level to correct the
problem.

0x04 Invalid Session Session numb_er does ma_tch for sending _device. Re-establish connection
by power cycling or sending updated project.
Invalid address exists. Ensure that address range is expanded and load

0x05 Out of Range configuration to the CPU.

0x06 Invalid Argument Oc_curs when message cannot be parsed correctly. Gould occur from
noise or faulty wiring.

0x07 Program Update Active Wait until program update is complete.

0x08 No Token Occurs when client attempts to update the project without first acquiring
the program update token.
Occurs when client attempts to update the project while ST21 is true.

0x09 Program Update Inhibited This allows the customer to programmatically prevent the project from
being updated.

0x0A System Configuration Update Active Wait untl! System Configuration update is complete to continue
communications.

0x0B Invalid Mode Ensure that the switch on the CPU is in Term mode.

0X0C Mode Change Active Occurs when a PLC mode_z change is attempted while a mode change is in
progress. In some cases it takes several scans for a mode change.

0x0D Mode Locked Occurs when mode change is attempted and keyswitch is not in Term.

OXOE Invalid Password Enter Do-more password in Password field of C-more Panel Manager for
this device.

OXOF Resource Locked QOccurs when trying to update a tag that is forced. Force must be
removed in order to update the tag.

. Occurs when someone attempts to access the documentation file while it

0x010 Doc Update Active is being written back to ROM.

0x011 Invalid Driver (e))zg[]rs when attempting to read driver data from a driver that doesn’t

0x012 Invalid Driver Data Occurs when attempting to read a driver data type that isn’t valid.

0x013 Shared RAM write failed Qccyrs when attempting to read or write to a module’s shared RAM and
it fails. Usually occurs when the module has gone bad.

A-s |
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Allen-Bradley - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected u
PLC. The PLC-499 error message includes a four digit hexadecimal value embedded in the

message. This value can be looked up in the specific PLC’s error tables to determine the cause

of the error. The possible PLC generated error codes for the Allen-Bradley DF1 and DH485
communication protocols are represented by a hexadecimal value as shown in the following

diagram. Please note that the error code is broken down into three sections. It is possible for

more than one type of PLC error to be displayed in this value.

Allen-Bradley Error Code PLC-499 Message Example:

AB DF1 and DH485 Protocol Error Code PLC-499 Breakd .
an rotocol Error -ode reakdown AB DF1 and DH485 Protocol — Multiple Error Code Examples

'}-e?mbontg 0|:§ Cb?(ls EXt;I;ItSETS Examplel | Example2 | Example3

— " e [ELIxIx I\IIIX[XM I [ELxIxTx]
16-bit T T11]o]o]ofofolo]oz]o]2]1]t Local b \

e M@E ofe  GILD) | G | GIELL]

[o]x]x [2]x] [2]x]
I +
“ove - [x[xfofo] 1 [xIxToTo] | [xIxTols]
Example of an EXT STS error Error PLC-499 \ - |
- “ i i 0fo0]9 1]1)0]0 Fl1]0f9
e o S Mesence M o PO mamah vaive opiaved (EL0[0]0] | [aa]olo] | [Fls]ole]

Error code 1700
returned from PLC

Panel error code PLC-499
— showing a hexadecimal value

of 1700 indicates “lllegal

\ command or format.”and
“Station is offline.” PLC errors.
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Allen-Bradley DF1 & DH485 Protocols — PLC Error Code Tables

u The following PLC error code tables cover possible errors that are detected by the panel from
Allen-Bradley PLCs using the DF1 and DH485 protocols. DF1 includes full and half duplex
communications for the MicroLogix 1000, 1100. 1200, 1400, 1500, SLC 5/03, /04, /05,
ControlLogix, CompactLogix and FlexLogix, and full duplex communications for the PLC5.
DH485 includes all MicroLogix and SLC500 PLC’s and any communication connection
using an Allen-Bradley AIC device using the DH485 protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel's screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code

PLC-499 Hex Value Desoription
0x0 Success; no error.
0x1 DST node is out of buffer space.
0x2 Gannot guarantee delivery; link layer.
(The remote node specified does not ACK command.)
0x3 Duplicate token holder detected.
0x4 Local port is disconnected.
0x5 Application layer timed out waiting for response.
0x6 Duplicate node detected.
0x7 Station is offline.
0x8 Hardware fault.
Panel Error -~
PLE.400 Hex Yalue Dgscription
0x0 Success; no error.
0x10 lllegal command or format.
0x20 Host has a problem and will not communicate.
0x30 Remote node host is missing, disconnected, or shut down.
0x40 Host could not complete function due to hardware fault.
0x50 Addressing problem or memory protect rungs.
0x60 Function not allowed due to command protection selection.
0x70 Processor is in Program Mode.
0x80 Compatibility mode file missing or communication zone problem.
0x90 Remote node cannot buffer command.
0xA0 Wait ACK (1775 KA buffer full).
0xB0 Remote node problem due to download.
0xC0 Wait ACK (1775 KA buffer full).
0xDO not used
0xEO not used
0xFO Error code in the EXT STS byte. See the error code table on the next page.

(PLC generated error codes for the Allen-Bradley DF1 protocol continued on the next page.)
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Allen-Bradley DF1 & DH485 Protocols — PLC Error Code

Tables (cont’d)

PLC-498 Hox Value Description
0x0 not used
0x1 A field has an illegal value.
0x2 Fewer levels specified in address than minimum for any address.
0x3 More levels specified in address than system supports.
0x4 Symbol not found.
0x5 Symbol is of improper format.
0x6 Address does not point to something usable.
0x7 File is wrong size.
0x8 Cannot complete request; situation has changed since start of the command.
0x9 Data or file size is too large.
OxA Transaction size plus word address is too large.
0xB Access denied; improper privilege.
0xC Condition cannot be generated; resource is not available.
0xD Condition already exists; resource is readily available.
OxE Command cannot be executed.
OxF Histogram overflow.
0x10 No access.
0x11 lllegal data type.
0x12 Invalid parameter or invalid data.
0x13 Address reference exists to deleted area.
0x14 Command execution failure for unknown reason;
possible PLC 3 histogram overflow.
0x15 Data conversion error.
0x16 Scanner not able to communicate with 1771 rack adapter.
0x17 Type mismatch.
0x18 1771 module response was not valid.
0x19 Duplicated label.
0x22 Remote rack fault.
0x23 Timeout.
0x24 Unknown error.
0x1A File is open; another node owns it.
0x1B Another node is the program owner.
0x1C Disk File is write protectid or otherwise unavailable
0x1D Disk File is being used by another application. Update not performed (offline only).
Ox1E Data table element protection violation.
Ox1F Temporary internal problem.
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Allen-Bradley EtherNet/IP Protocol -
u Panel Error Code PLC-496, 497 and 498 Explanation

The PLC-496, PLC-497, and PLC-498 error codes are used to show any errors that are
generated by the connected PLC. These error messages include an eight digit hexadecimal
value displayed embedded in the message. This value can be looked up in the specific PLC’s
error tables to determine the cause of the error. The possible PLC generated error codes for
the Allen-Bradley EtherNet/IP communication protocol is represented by a hexadecimal value
as shown in the following message example.

Allen-Bradley Error Code PLC-496, 497, 498 Message Example:

Error code 00000065
returned from PLC

Panel error code PLC-496
— showing a hexadecimal value

of 00000065 indicates an “The

\ target received a message of
invalid length.” PLC error.
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix u

The following PLC error code tables cover possible errors that are detected by the panel
from Allen-Bradley PLCs using the EtherNet/IP protocol. This includes all ControlLogix,
CompactLogix and FlexLogix PLCs.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’'s screen as a hexadecimal value in panel error code PLC-496 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code

PLC-496 Hex Value Description
0x00000001 The sender issued an invalid or unsupported encapsulation command.
000000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
%?ggggggég Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
Ugfgggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
Oxé)x%%%%(%?f? ) Reserved for future expansion.

Panel Error Code

PLC-497 Hex Value Description
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Gonnection Manager: Either the vendor ID or the Product Code in the key segment did not match the
device.
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page.)
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Allen-Bradley — EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

PLC.497 Hox Value Description
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
06%(1)8%% Connection Manager: Vendor specific.
0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.
0x030000 Invalid parameter value.
0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.
0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.
0x060000 Partial transfer: Only part of the expected data was transferred.
0x070000 Connection lost: The messaging connection was lost.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol for continued on the
next page.)

A4 |

° EA9-USER-M Hardware User Manual, 1st Ed. Rev. P




Appendix A - Panel and PLC Error Code Tables

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

Panel Error Code
PLC-497 Hex Value

Description

Service not supported: The requested service was not implemented or was not defined for this Object

0x080000 Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value. For example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x1b0000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1¢0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) below:

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.

0x220000 Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

received.).

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol for continued on the
next page.)
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Allen-Bradley — EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC.)

Panel Error Code -
PLC-497 Hex Value Description

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment was included as the first segment in the path does not match the
destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

06()2(31%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaaaaaaaa returned from the PLC.)

P e Desarpton
0x040000 This general status codes that the tag name could not be deciphered. This could mean that the tag name
was entered incorrectly or does not exist in the PLC.
0x050000 The particular item referenced (usually instance) could not be found.
0x060000 The amount of data requested would not fit into the response buffer. Partial data transfer has occurred.
0x0a0000 An error has occurred trying to process one of the attributes.
0x130000 Not enough command data/parameters were supplied in the command to execute the service requested.
0x1c0000 An insufficient number of attributes were provided compared to the attribute count.
0x260000 The tag name length specified did not match what was in the message.
0xff0521 You have tried to access beyond the end of the data object.
0xff0721 The abbreviated type does not match the data type of the data object.
0xff0421 The beginning offset was beyond the end of the template.
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Appendix A - Panel and PLC Error Code Tables -

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables u

The following PLC error code tables cover possible errors that are detected by the panel from
Allen-Bradley Micro800 PLCs using the tag based serial or EtherNet/IP protocols.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-496 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

Panel Error Code

PLC-496 Hex Value Description
0x00000001 The sender issued an invalid or unsupported encapsulation command.
000000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
Ugfgggggg& Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
Ugfgggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
Oxé)x%%%%(#iﬁa - Reserved for future expansion.
PLE4ST Hox Yalue Description
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Gonnection Manager: Either the vendor ID or the Product Code in the key segment did not match the
device.
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based
PLC continued on the next page)
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- Appendix A - Panel and PLC Error Code Tables

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables (cont'd)

PLC.497 Hox Value Description
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected Send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: Invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
06%(1)8%% Connection Manager: Vendor specific.
0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.
0x030000 Invalid parameter value.
0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.
0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.
0x060000 Partial transfer: Only part of the expected data was transferred.
0x070000 Connection lost: The messaging connection was lost.

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based
PLC continued on the next page)
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Appendix A - Panel and PLC Error Code Tables

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables (cont'd)

Panel Error Code

PLC-497 Hex Value Description

0x080000 Service not supported: The requested service was not implemented or was not defined for this Object
Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value - for example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x1b0000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1¢0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) later in this appendix

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.

0x220000 Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

received).

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based

PLC continued on the next page)
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Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code -
PLC-497 Hex Value Description

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment was included as the first segment in the path does not match the
destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

06()2(31%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaaaaaaaa returned from the PLC)

P e Desarpton
0x040000 This general status codes that the tag name could not be deciphered. This could mean that the tag name
was entered incorrectly or does not exist in the PLC.
0x050000 The particular item referenced (usually instance) could not be found.
0x060000 The amount of data requested would not fit into the response buffer. Partial data transfer has occurred.
0x0a0000 An error has occurred trying to process one of the attributes.
0x130000 Not enough command data/parameters were supplied in the command to execute the service requested.
0x1c0000 An insufficient number of attributes were provided compared to the attribute count.
0x260000 The tag name length specified did not match what was in the message.
0xff0521 You have tried to access beyond the end of the data object.
0xff0721 The abbreviated type does not match the data type of the data object.
0xff0421 The beginning offset was beyond the end of the template.
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

The following PLC error code tables cover possible errors that are detected by the panel from u
Allen-Bradley PLCs using the EtherNet/IP protocol. This includes MicroLogix 1100, 1400 &

SLC 5/05, both using their native Ethernet port, and MicroLogix 1000, 1100, 1200, 1400,

1500, SLC 5/03, 5/04 and 5/05 using an Allen-Bradly ENI Adapter.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’'s screen as a hexadecimal value in panel error code PLC-496 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

PLC Errors for Allen-Bradley EtherNet/IP Protocol —Encapsulation Errors
(Error code Oxaaaaaaaa returned from the PLC.)

Panel Error Code

PLC-496 Hex Value LA
0x00000001 The sender issued an invalid or unsupported encapsulation command.
0x00000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
Oa%)ggggg& Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
%?gggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
oxgx%%%%%?; ) Reserved for future expansion.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaabbbb returned from the PLC.)

Panel Error Code

PLC-497 Hex Value o
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next
page.)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
(cont'd)

PLC.497 Hox Value Description
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Sg\rl}ggction Manager: Either the vendor ID or the Product Code in the key segment did not match the
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
06%(1)8%% Connection Manager: Vendor specific.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next
page.)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

(cont'd)

Panel Error Code -
PLC-497 Hex Value Description

0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.

0x030000 Invalid parameter value.

0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.

0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.

0x060000 Partial transfer: Only part of the expected data was transferred.

0x070000 Connection lost: The messaging connection was lost.

0x080000 Service not supported: The requested service was not implemented or was not defined for this Object
Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value. For example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x160000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1c0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page.)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

u (cont’'d)

Panel Error Code i
PLC-497 Hex Value Description

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) below:

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.
Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

0x220000 received.).

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment was included as the first segment in the path does not match the
destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute.

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

(0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

06()2(&%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page.)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

(cont'd)

PLG-496 Hox Value Description
0x010000 DST Node is out of buffer space.
0x020000 Cannot guarantee delivery; link layer (The remote node specified does not ACK command).
0x030000 Duplicate token holder detected.
0x040000 Local port is disconnected.
0x050000 Application layer timed out waiting for response.
0x060000 Duplicate node detected.
0x070000 Station is offline.
0x080000 Hardware fault.
0x100000 Illegal command or format. Typical error received from PLC when addressed requested to the PLC does
not exist. Usually occurs if memory map has not been expanded in PLC to the range requested from panel.
0x200000 Host has a problem and will not communicate.
0x300000 Remote node host is missing, disconnected, or shut down.
0x400000 Host could not complete function due to hardware fault.
0x500000 Addressing problem or memory protected rungs.
0x600000 Function not allowed due to command protection selection.
0x700000 Processor is in Program Mode.
0x800000 Compatibility mode file missing or communication zone problem.
0x900000 Remote node cannot buffer command.
0xA00000 Wait ACK (1775 KA buffer full).
0xB00000 Not used.
0xC00000 Not used.
0xD00000 Error code in the EXT STS byte. See the error code table below.
0xE00000 Fewer levels specified in address than minimum for any address.
0xF00300 More levels specified in address than system supports.
0xF00400 Symbol not found.
0xF00500 Symbol is of improper format.
0xF00600 Address does not point to something usable.
0xF00700 File is wrong size.
0xF00800 Cannot complete request, situation has changed since start of the command.
0xF00900 Data or file size is too large.
0xF00900 Transaction size plus word address is too large.
0xF00B0O Access denied; improper privilege. This will occur if data file is set to constant or protected.
0xF00C00 Condition cannot be generated; resource is not available.
0xFO0DO0 Condition already exists; resource is readily available.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page.)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
(cont'd)

PLC.498 Hox Value Description
0xFOOEQO Command cannot be executed.
0xFOOF00 Histogram overflow.
0xF01000 No access.
0xF01100 lllegal data type.
0xF01200 Invalid parameter or invalid data.
0xF01300 Address reference exists to deleted area.
0xF01400 Command execution failure for unknown reason; possible histogram overflow.
0xF01500 Data conversion error.
0xF01600 Scanner not able to communicate with 1771 rack adapter.
0xF01700 Type mismatch.
0xF01800 1771 module response was not valid.
0xF01900 Duplicated label.
0xF02200 Remote rack fault.
0xF02300 Timeout.
0xF02400 Unknown error.
0xF01AQ0 File is open; another node owns it.
0xF01B00 Another node is the program owner.
0xF01C00 Reserved.
0xF01D00 Reserved.
0xFO1E00 Data table element protection violation.
0xFO1F00 Temporary internal problem.

Generic EtherNet IP Protocol — PLC Error Codes

Only errors as listed in the Touch Panel Error Code Table shown previously in this Appendix
can occur when using the Generic Ethernet IP protocol, there are no PLC generated errors.
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GE 90-30 - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC. u
The PLC-499 error message includes a four digit hexadecimal value embedded in the message.

This value can be looked up in the specific PLC’s error tables to determine the cause of the

error. The possible PLC generated error codes for the GE 90-30 communication protocol are
represented by a hexadecimal value as shown in the following message example.

GE 90-30 Error Code PLC-499 Message Example:

Error code 0013
returned from PLC

— Panel error code PLC-499

showing a hexadecimal value

\ of 0013 indicates an “Port
configurator error.” PLC error.
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GE 90-30 SNPX Protocol — PLC Error Code Tables

u The following table lists the errors that can be generated by the GE 90-30 PLC when using
the SNPX protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’s screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code

PLC-499 Hex Value YR

No error Successful completion. (This is the expected completion value in the COMMREQ Status Word.)

0x0002 Insufficient Privilege. For Series 90-70 PLC, the minor error code contains the privilege level required for
the service request.

0x0004 Protocol Sequence Error. The CPU has received a message that is out of order.

0x0005 Service Request Error, the minor error code contains the specific error code.

0x0006 lllegal Mailbox Type. Service request mailbox type is either undefined or unexpected.

0x0007 The PLC CPU’s Service Request Queue is full. The master should retry later. It is recommended that the
master wait a minimum of 10 msec before sending another service request.

0x000A SNP DOS Driver Error. The minor error code contains the specific error code.
Illegal Service Request. The requested service is either not defined or not supported. (This value is returned

0x000B in lieu of the actual 01h value passed in the SNP error message, to avoid confusion with the normal

successful COMMREQ completion.)

Local SNP/SNP-X Error. An error occurred within the SNP task in the CMM module in this PLC.

0x000C This err%r may occur in either an SNP master or an SNP slave. The minor error code contains the specific
error code.

0x000D Remote SNP Error. An error occurred within the SNP slave task in the CMM module in the remote PLC.
The minor error code contains the specific error code.

0X000E Autodial Error. An error occurred while attempting to send a command string to an attached external
modem. The minor error code contains the specific error code.

0x000F SNP-X slave error. An error occurred within the SNPX task in the remote slave device. The minor error
code contains the specific error code.

0x0013 Port configurator error.

0x0050 Problem with sending mail to the slave Service Request task.
(Series 90-70 PLC CPUs only)

0x0051 Problem with getting mail from the slave Service Request task.
(Series 90-70 PLC CPUs only)

0x0055 Slave SNP task timed out before receiving an SRP response.
(Series 90-70 PLC CPUs only)

0x0056 Slave SNP task could not find the requested datagram connection.
(Series 90-70 PLC CPUs only)

0x0057 Slave SNP task encountered an error in trying to write the datagram.
(Series 90-70 PLC CPUs only)

0x0058 Slave SNP task encountered an error in trying to update the datagram.

(Series 90-70 PLC CPUs only)

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)

Panel Error Code

PLC-499 Hex Value Description
PLC Error 0x010C | WAIT-type COMMREQ is not permitted; must use NOW AlT-type.
PLC Error 0x010E | Not used
PLC Error 0x010F The service request code in an X-Request message is unsupported or invalid at this time. This error may

occur if an SNP-X communication session has not been success fully established at the slave device.

PLC Error 0x020C

COMMREQ command is not supported.

PLC Error 0x020E | The modem command string length exceeds 250 characters.

Insufficient privilege level in the slave PLC CPU for the requested SNP-X service.
PLC Error 0x020F Password protection at PLC CPU may be preventing the requested service.

Unsupported COMMREQ. These errors are only generated when there is no protocol currently being run on
PLC Error 0x0213  |a port, and the port receives a COMMREQ.

(The port may be disabled or an error has occurred in processing a new configuration).

PLC Error 0x030C

SNP communication is not active. Must initiate a new SNP communication by sending an Attach or Long
Attach COMMREQ.

COMMREQ Data Block Length is too small.

PLC Error 0XO30E | 9\itput command string data is missing or incomplete.
PLC Error 0x030F | Invalid slave memory type in X-Request message.
PLC Error 0x0313 Invalid COMMREQ length.

PLC Error 0x040C

SNP slave did not respond to Attach message from master.

Serial output timeout. The CMM module was unable to transmit the modem autodial output from the serial

PLC Error 0XO40E | 14" (May be due to missing CTS signal when the CMM is configured to use hardware flow control.)
PLC Error 0x040F | Invalid slave memory address or range in X-Request message.
PLC Error 0x0413 Invalid COMMREQ status word location.
Unable to write SNP Status Word to local PLC memory;
PLC Error 0x050C |20 be due to invalid Status Word memory type or address.
PLC Error 0x050E | Response was not received from modem. Check modem and cable.
Invalid data length in X-Request message.
PLC Error 0x050F | pata length must be non-zero, and may not exceed decimal 1000 bytes.
PLC Error 0x0513 | Invalid COMMREQ data.

PLC Error 0x060C

Master device memory type is not valid in this PLC.

Modem responded with BUSY.

PLC Error 0x060E Modem is unable to complete the requested connection. The remote modem is already in use; retry the
connection request at a later time.
X-Buffer data length does not match the service request in X-Request message.

PLC Error 0x060F The X-Buffer message length is obtained from the Next Message Length field in the X-Request message;

the length of the data within the buffer message is always the message length.

PLC Error 0x070C

Master device memory address or length is zero.

Modem responded with NO CARRIER.

PLC Error 0x070E Modem is unable to complete the requested connection.

Check the local and remote modems and the telephone line.

Queue Full indication from Service Request Processor in slave PLC CPU.
PLC Error 0x070F The slave is temporarily unable to complete the service request.

The master should try again later. It is recommended that the master wait at least 10 msec before repeating
the X-Request.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)

Panel Error Code i
PLC-499 Hex Value Description

0x080C Unable to read or write master device memory locations specified in COMMREQ. Usually caused by invalid
memory address for this PLC. SNP message exchange may have taken place.

0X080E Modem responded with NO DIALTONE. Modem is unable to complete the requested connection. Check the
modem connections and the telephone line.
Service Request Processor response exceeds 1000 bytes;

0x080F the SNP-X slave device cannot return the data in an X-Response message.
(This error applies to CMM module only.)

0x090C Master device memory data length exceeds maximum data size of CMM module (2048 bytes). Must use a
smaller data length. Use multiple COMMREQs if total data length exceeds this maximum value.

0X090E Modem responded with ERROR. Modem is unable to complete the requested command. Check the modem
command string and modem.

0x0A0C Slave device memory type is missing or not valid.

OXOAOE Modem responded with RING, indicating that the modem is being called by another modem. Modem is
unable to complete the requested command. Retry the modem command at a later time.

0x0B0OC Slave device memory address is missing or zero.
An unknown response was received from the modem. Modem is unable to complete the requested

0x0BOE command. Check the modem command string and modem. The modem response is expected to be either
CONNECT or OK.
COMMREQ Data Block Length is too small.

0x0C0C (V\/dhen6e>ﬂe)cted COMMREQ length is 6 words or less. An improper length may cause other minor error
codes 6-11.

0x0D0C Invalid Diagnostic Status Word (DSW) starting word or length.

0x0EOC Invalid maximum SNP message data size.
Must be an even value from 42 to 2048.

0x0F0C Invalid Privilege Level. Must be 0 through 4 or -1.

0x100C Invalid Fault Table selector.
Must be 1 for I/0 Fault Table, or 2 for PLC Fault Table.
Unexpected Service Request Processor error.

0x100F (This error applies to CMM module only; the unexpected SRP error code is saved in the Diagnostic Status
Words in the CMM module.)

0x110C Invalid Fault Table starting index.
Must be 1-32 for I/0 Fault Table, or 1-16 for PLC.

0x120C Invalid fault count. Must be 1-32 for I/0 Fault Table, or 1-16 for PLC Fault Table.

0x130C Invalid Set PLC Date/Time mode. Must be 1-4.

0x140C Invalid Set PLC Date/Time date, time, or day-of-week value.

0x150C Unable to retrieve master device PLC time/date from PLC CPU.

0x150F Requested service is not permitted in a Broadcast request. The master must direct the X-Request message
to a specific SNP-X slave device.

0x160C Invalid slave PLC type.
Must be 0 for Series 90-70, or 1 for Series 90-30 or Series 90-20.

0x170C Invalid datagram type.
Must be 01h for normal datagram, or 81h (129) for permanent datagram.

0x180C Missing or too many datagram point formats. Must be 1-32.

0x190C Invalid datagram point format data.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)

Panel Error Code

PLC-499 Hex Value Description
0x1A0C Datagram area size is too small to include data for all specified point formats.
0x1B0C Invalid number of Control Program Names. Must be 1-8.
0x1C0C SNP-X Request exceeds maximum data size (8000 bytes).
Must use a smaller data length. Use multiple COMMREQSs if necessary.

0x1D0C Invalid SNP-X communication session type.

Must be 0 for a single slave device, or 1 for multiple slave devices.
lllegal destination SNP ID specified for SNP-X slave. Must be 0-7 ASCII characters, plus a terminating
0x1EOC null character (00h). The Null SNP ID (eight bytes of 00h) may be used to specify any single device. The
Broadcast SNP ID (eight bytes of FFh) may be use to specify all slave devices on the serial link.

Destination SNP ID does not match SNP-X session type.

0x1FOC The Broadcast SNP ID is not permitted in a single-slave SNP-X session.
The Null SNP ID is not permitted in a multiple-slave SNP-X session.
Inactivity timeout (T3’). The SNP slave has not received any new SNP messages within the configured T3’
0x200C time interval.
0x200F Invalid Message Type field in a received X-Request message.
The message type of an X-Request message must be 58h ="’
0x210C A Parity error has occurred on an Attach, Attach Response, or Update Real-time Datagram message.

Communications have not been established.

Invalid Next Message Type or Next Message Length field in a received X Request message. If this request
does not use a buffer (0-2 bytes of data), the Next Message Type must be zero. If this request will be
0x210F followed with a buffer message (more than 2 byte.)), the Next Message Type must be 54h =T, and the
Next Message Length must specify the length of the X-Buffer message. Valid X-Buffer message lengths are
9-1008 bytes (data length plus 8 bytes).

0x220C A BCC (Block Check Code) error has occurred on an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x220F Invalid Message Type field in a received X-Buffer message.
The message type of an X-Buffer message must be 54h ="T'.

0x230C A Framing or Overrun serial error has occurred on an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x230F Invalid Next Message Type field in a received X-Buffer message. Since an X-Buffer message is never
followed by another message, the Next Message Type must always be zero.

0x240C An invalid SNP message type was received when an Attach, Attach Response, or Update Realtime
Datagram message was required. Communications have not been established.

0x250C An invalid next message length value was specified in an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x260C An unexpected SNP message type was received when an Attach, Attach Response, or Update Realtime
Datagram was required. Communications have not been established.
Another Break was received while SNP slave was waiting for an Attach or Update Realtime Datagram

0x270C message
An SNP message has been sent and retried the maximum number of times.

0x280C A maximum of two retries are permitted.
A retry is caused by a NAK from from the remote SNP device.

0x290C A received SNP message has been NAKed the maximum number of two times.

The NAKed message may be retransmitted a maximum of two times.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)

Panel Error Code -
PLC-499 Hex Value Description

0x2A0C An unknown message was received when an acknowledge (ACK or NAK) was required.

0x2B0C Sequence Error. An unexpected SNP message type was received.

0x2C0C Received SNP message contains bad next message length value.
Acknowledge timeout. An acknowledge (ACK or NAK) was not received within the configured T2 time

0x2D0C interval. A slave device may generate this error if the master device has aborted after maximum response
NAKSs and does not NAK the next response retry.
Response timeout. The SNP Master did not receive an SNP Response message within the configured T5’

0x2E0C time interval.

0X2FOC Buffer message timeout. An expected Text Buffer or Connection Data message was not received within the
configured T5” time interval.
Serial output timeout. The CMM module was unable to transmit a Break, an SNP message, or SNP

0x300C acknowledge (ACK or NAK) from the serial port. (May be due to missing CTS signal when the CMIM
module is configured to use hardware flow control.)

0x310C SNP slave did not receive a response from the Service Request Processor in the PLC CPU.

0x320C COMMREQ timeout. . ) o
The COMMREQ did not complete within the configured time interval.

0x330C An SNP Request or Response was aborted prior to completion due to reception of a Break.

0x340C PLC backplane communications error

0x350C Invalid Piggyback Status data memory type or address.
Communications have not been established.

0x360C Invalid SNP Slave SNP ID. Must be a 0-7 ASCII characters, plus a terminating null character (00h). The Null
SNP ID (eight bytes of 00h) may be used to specify any single slave device.
The SNP master has received a response message containing an unexpected data length. Usually indicates

0x370C a problem with the remote SNP slave device. May occur when Series 90-70 commands (Task Memory or
Program Block Memory Read/Write) are issued to a Series 90-30 slave device.

0x380C Response code in received SNP-X response message does not match expected value. (Response code
must equal the request code +80h.)

0x390C SNP-X Response message exceeds maximum data size (decimal 1000 bytes).
Data in the Response is ignored.

0x400C A parity error has occurred on an X-Attach Response message when establishing a new SNP-X
communication session. Communications have not been established.

0x400D The requested service is not supported by the SNP slave.

0x400F Serial output timeout. The slave was unable to transmit an SNP-X message from the serial port. (May be
due to missing CTS signal when the CMM module is configured to use hardware flow control.)

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)

Panel Error Code

PLC-499 Hex Value Dl
A framing or overrun error has occurred on an X-Attach Response message when establishing a new
0x410C SNP-X communication session.
Communications have not been established.
0x410D SNP slave on CMM module requires PLC CPU privilege level 2 to operate. The SNP slave has rejected a
request to change to a higher or lower privilege level.
0x410F An SNP-X request was aborted prior to completion due to reception of a Break.
A BCC (Block Check Code) error has occurred on an X-Attach Response message when establishing a new
0x420C SNP-X communication session.
Communications have not been established.
SNP Request or Response message exceeds maximum data length of the CMM module. (Total data length
0x420D for Mailbox and all following Buffer messages is 2048 bytes.) The master must use a smaller data length.
Use multiple requests if total data length exceeds the maximum value.
0x420F An X-Buffer message was received containing greater than 1000 bytes of data. The data is ignored.
An invalid message type was received when an X-Attach Response was required when establishing a new
0x430C SNP-X communication session.

Communications have not been established.

Improper Write Datagram message format. Series 90-70 slave devices use a different format for this
message than Series 90-30 or Series 90-20 slave devices. The master must use the proper message
0x430D format for this SNP slave device. (The SNP master in the CMMmodule sends this message as part of the
Establish Datagram COMMREQ command. The datagram has been partially established, but is not usable;
the datagram should be cancelled by using the Datagram ID returned by the COMMREQ.)

0x430F The SNP-X slave did not receive a response from the Service Request Processor in the PLC CPU.

An invalid next message type value was detected in an X-Attach Response message when establishing a
0x440C new SNP-X communication session.

Communications have not been established.
0x440D A datagram error occurred in a Series 90-70 slave device (dual-port error).
0x440F PLC backplane communications error.

An invalid response code was detected in an X-Attach Response message when establishing a new SNP-X
0x450C communication session.

Communications have not been established.

An expected X-Attach Response message was not received within the response timeout interval when

0X460C establishing a new SNP-X communication session. The master has retried the X-Attach message twice
without receiving a response.

Communications have not been established.

A parity error has occurred on an X-Attach Response message when re-gstablishing an existing SNP-X

0x500C communication session.

Communications have not been established.
0x500F A parity error has occurred in a received X-Attach message.

A framing or overrun error has occurred on an X-Attach Response message when re-establishing an
0x510C existing SNP-X communication session.

Communications have not been established.
0x510F A framing or overrun error has occurred in a received X-Attach message.

A BCC (Block Check Code) error has occurred on an X-Attach Response message when re-establishing an
0x520C existing SNP-X communication session.

Communications have not been established.
0x520F A BCC (Block Check Code) error has occurred in a received X-Attach message.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)

Panel Error Code i
PLC-499 Hex Value Description
An invalid message type was received when an X-Attach Response was required when re-gstablishing an
0x530C existing SNP-X communication session.
Communications have not been established.
0x530F An invalid Message Type was received when an X-Attach message was required. (For an X-Attach
message, the message type must be 58h ="T".)
An invalid Next Message Type value was detected in an X-Attach Response message when re-gstablishing
0x540C an existing SNP-X communication session.
Communications have not been established.
Ox540F An invalid Next Message Type value was detected in a received X-Attach message. (For an X-Attach
message, the Next Message Length must be zero.)
An invalid response code was detected in an X-Attach Response message when re-establishing an existing
0x550C SNP-X communication session.
Communications have not been established.
0x550F An invalid request code was detected in a received X-Attach message.
An expected X-Attach Response message was not received within the response timeout interval when
0x560C re-establishing an existing SNP-X communication session. The master has retried the X-Attach message
twice without receiving a response. Communications have not been established.
0x600C A parity error has occurred on an X-Response message.
0x600F A parity error has occurred in a received X-Request message.
0x610C A framing or overrun error has occurred on an X-Response message.
0x610F A framing or overrun error has occurred in a received X-Request message.
0x620C A BCC (Block Check Code) error has occurred on an X-Response message.
0x620F A BCC (Block Check Code) error has occurred in a received X-Request message.
0x630C An invalid message type was received when an X-Response message was required.
0x640C An invalid next message type value was detected in an X-Response message.
0x650C An invalid response code was detected in an X-Response message.
0x660C An expected X-Response message was not received within the response time.
0x700C A parity error has occurred on an Intermediate Response message.
0x700F A parity error has occurred in a received X-Buffer message.
0x710C A framing or overrun error has occurred on an Intermediate Response message.
0x710F A framing or overrun error has occurred in a received X-Buffer message.
0x720C A BCC (Block Check Code) error has occurred on an Intermediate Response message.
0x720F A BCC(Block Check Gode) error has occurred in a received X-Buffer message.
0x730C An invalid message type was received when an Intermediate Response message was required.
0x730F An expected X-Buffer message was not received.
0x740C An invalid next message type value was detected in an Intermediate Response message.
0x750C An invalid response code was detected in an Intermediate Response message.
0x760C An expected Intermediate Response message was not received within the response timeout interval.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)

PLC-498 Hox Value Description
0x8D0A Bad DOS Version. Must have DOS 2.0, or later, to support the SNP DOS Driver.
0x8E0A PC Serial port configured for SNP Master driver is not open; no communication can take place.
0x8F0A Out-of-Sequence SNP message. SNP message type received was not the type expected.
0X900A (E;g((jjeSNP BCC encountered. Transmission was aborted after maximum retries due to a bad Block Check
0x910A Bad SNP communication. Transmission was aborted after maximum retries due to serial errors (that is,
parity, overrun, or framing errors).
0X920A ys%a%'ﬂsh%%mmunlcatlon' Either communication has been lost or a communication session has not been
0xC105 Invalid block state transition.
0xG205 The OEM key is NULL (inactive).
0xC305 Text length does not match traffic type.
0xC405 Verify with FA Card or EEPROM failed.
0xC505 No task—level Rack/Slot configuration to read or delete.
0xC605 Control Program (CP) tasks exist but requestor not logged into main CP.
0xC705 Passwords are set to inactive and cannot be enabled or disabled.
0xC805 Password(s) already enabled and can not be forced inactive.
0xC905 Login using non—zero buffer size required for block commands.
0xCA05 Device is write—protected.
0xCB05 A comm or write verify error occurred during save or restore.
0xCC05 Data stored on device has been corrupted and is no longer reliable.
0xCD05 Attempt was made to read a device but no data has been stored on it.
0xCE05 Specified device has insufficient memory to handle request.
0xCF05 Specified device is not available in the system (not present).
0xD005 One or more PLC modules configured have unsupported revision.
0xD105 Packet size or total program size does not match input.
0xD205 Invalid write mode parameter.
0xD305 User Program Module (UPM) read or write exceeded block end.
0xD405 Mismatch of configuration checksum.
0xD505 Invalid block name specified in datagram.
0xD605 Total datagram connection memory exceeded.
0xD705 Invalid datagram type specified.
0xD805 Point length not allowed.
0xD905 Transfer type invalid for this Memory Type selector.
0xDAO05 Null pointer to data in Memory Type selector.
0xDB05 Invalid Memory Type selector in datagram.
0xDCO05 Unable to find connection address.
0xDD05 Unable to locate given datagram connection ID.
0xDE05 Size of datagram connection invalid.
0xDF05 Invalid datagram connection address.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page.)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)

PLC-408 Rex Value Desuripton
0xE005 Service in process cannot login.
0xE105 No 1/0 configuration to read or delete.
0xE205 I0S could not delete configuration, or bad type.
0xE305 CPU revision number does not match.
0xE405 Memory Type for this selector does not exist.
0xE505 DOS file area not formatted.
0xE605 CPU model number does not match.
0xE705 Configuration is not valid.
0xE805 No user memory is available to allocate.
0xE905 Memory Type selector not valid in context.
OxEA05 Not logged in to process service request.
0xEB05 Task unable to be deleted.
0XEC05 Task unable to be created.
0xED05 VME bus error encountered.
OXEE05 Could not return block sizes.
OxEF05 Programmer is already attached.
0xF005 Request only valid in stop mode.
0xF105 Request only valid from programmer.
0xF205 Invalid program cannot log in.
0xF305 /0 configuration mismatch.
0xF405 Invalid input parameter in request.
0xF505 Invalid password.
0xF605 Invalid sweep state to set.
0xF705 Required to log in to a task for service.
0xF805 Invalid Task Name referenced.
0xF905 Task address out of range.
0xFA05 Cannot replace /0 module.
0xFB05 Cannot clear I/0 configuration.
0xFCO05 /0 configuration is invalid.
0xFD05 Unable to perform auto configuration.
OxFE05 No privilege for attempted operation.
0xFF05 Service Request Error has been aborted.
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Mitsubishi FX Protocol — PLC Error Codes

Only errors as listed in the Touch Panel Error Code Table shown previously in this Appendix u

can occur when using the Mitsubishi FX protocol, there are no PLC generated errors.

Omron - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected

PLC. The PLC-499 error message includes a four digit hexadecimal value embedded in the
message. This value can be looked up in the specific PLC’s error tables to determine the cause
of the error. The possible PLC generated error codes for the Omron Host Link and FINS
communication protocol are represented by a hexadecimal value as shown in the following
message example.

Omron Error Code PLC-499 Message Example:

Error code 0011
returned from PLC

Panel error code PLC-499
— showing a hexadecimal value
of 0011 indicates an “Framing
\ error.” PLC error when using

the Omron Host Link protocol.
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Omron Host Link Protocol — PLC Error Code Table

u The following table lists the errors that can be generated by the Omron PLC when using the
Host Link protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’s screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error -
PLE.400 Hex Yalue Dgscription
0x0000 Normal Completion.
0x0001 Not executable in RUN mode.
0x0002 Not executable in MONITOR mode.
0x0003 Not executable with PROM mounted.
0x0004 Address over (data overflow).
0x000B Not executable in PROGRAM mode.
0x000C Not executable in DEBUG mode.
0x000D Not executable in LOCAL mode.
0x0010 Parity error.
0x0011 Framing error.
0x0012 Overrun.
0x0013 FCS error.
0x0014 Format error (parameter length error).
0x0015 Entry number data error (parameter error, data code error, data length error).
0x0016 Instruction not found.
0x0018 Frame length error.
0x0019 Not executable (due to Un-executable error clear, non-registration of I/0 table, etc.).
0x0020 I/0 table generation impossible (unrecognized remote I/0 unit, channel over, duplication of optical
transmitting I/0 unit).
0x00A0 Abort due to parity error in transmit data under process.
0x00A1 Abort due to framing error in transmit data under process.
0x00A2 Abort due to overrun in transmit data under process.
0x00A3 Abort due to FCS error in transmit data under process.
0x00A4 Abort due to format error in transmit data under process.
0x00A5 Abort due to frame length error in transmit data under process.
0x00A8 Abort due to entry number data error in transmit data under process.
0x00B0 Un-executable due to program area capacity other than 16k bytes.
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Omron FINS Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the Omron PLC when using the u

FINS protocol.

Please refer to the PLC manufacturer's documentation for additional information.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’s screen as a hexadecimal value in panel error code PLC-499 message, if active.

Panel Error Code i
PLC-499 Hex Value Description
0x0000 Normal Completion.
0x0001 Service Canceled.
0x0101 Local Error: Local node not in network.
0x0102 Local Error: Token Timeout.
0x0103 Local Error: Retries Failed.
0x0104 Local Error: Too many send frames.
0x0105 Local Error: Node address range error.
0x0106 Local Error: Node Address Duplication.
0x0201 Destination Node Error: Destination Node not in network.
0x0202 Destination Node Error: Unit Missing.
0x0203 Destination Node Error: Third Node missing.
0x0204 Destination Node Error: Destination Node busy.
0x0205 Destination Node Error: Response Timeout.
0x0301 Controller Error: Communications Controller Error.
0x0302 Controller Error: CPU Unit Error.
0x0303 Controller Error: Controller Error.
0x0304 Controller Error: Unit number Error.
0x0401 Service Unsupported: Undefined Command.
0x0402 Service Unsupported: Not supported by Model/Version.
0x0501 Routing Table Error: Destination address setting error.
0x0502 Routing Table Error: No routing tables.
0x0503 Routing Table Error: Routing table error.
0x0504 Routing Table Error: Too many delays.
0x1001 Command Format Error: Command too long.
0x1002 Command Format Error: Command too short.
0x1003 Command Format Error: Elements/Data don’t match.
0x1004 Command Format Error: Command format error.
0x1005 Command Format Error: Header Error.
0x1101 Parameter Error: Area classification missing.
0x1102 Parameter Error: Access Size Error.
0x1103 Parameter Error: Address range error.

(PLC generated error codes for the Omron FINS protocol continued on the next page.)
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Omron FINS Protocol — PLC Error Code Table (cont'd)

u Panel Error Code Descrintion
PLC-499 Hex Value g
0x1104 Parameter Error: Address range exceeded.
0x1106 Parameter Error: Program Missing.
0x1109 Parameter Error: Relational Error.
0x110A Parameter Error: Duplicate Data Access.
0x110B Parameter Error: Response too long.
0x110C Parameter Error: Parameter Error.
0x2002 Read Not Possible: Protected.
0x2003 Read Not Possible: Table missing.
0x2004 Read Not Possible: Data missing.
0x2005 Read Not Possible: Program missing.
0x2006 Read Not Possible: File missing.
0x2007 Read Not Possible: Data mismatch.
0x2101 Write Not Possible: Read Only.
0x2102 Write Not Possible: Protected - cannot write data link table.
0x2103 Write Not Possible: Cannot register.
0x2105 Write Not Possible: Program missing.
0x2106 Write Not Possible: File missing.
0x2107 Write Not Possible: File name already exists.
0x2108 Write Not Possible: Cannot change.
0x2201 Not executable in current mode: Not possible during execution.
0x2202 Not executable in current mode: Not possible while running.
0x2203 Not executable in current mode: Wrong PLC mode (Program).
0x2204 Not executable in current mode: Wrong PLC mode (Debug).
0x2205 Not executable in current mode: Wrong PLC mode (Monitor).
0x2206 Not executable in current mode: Wrong PLC mode (Run).
0x2207 Not executable in current mode: Specified node not polling node.
0x2208 Not executable in current mode: Step cannot be executed.
0x2301 No such device: File device missing.
0x2302 No such device: Missing memory.
0x2303 No such device: Clock missing.
0x2401 Cannot Start/Stop: Table missing.
0x2502 Unit Error: Memory Error.
0x2503 Unit Error: I/0 setting Error.
0x2504 Unit Error: Too many 1/0 points.
0x2505 Unit Error: CPU bus error.
0x2506 Unit Error: 1/0 Duplication.

(PLC generated error codes for the Omron FINS protocol continued on the next page.)
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Omron FINS Protocol — PLC Error Code Table (cont'd)

Panel Error Code

PLC-499 Hex Value Description
0x2507 Unit Error: 1/0 bus error.
0x2509 Unit Error: SYSMAC BUS/2 error.
0x250A Unit Error: CPU Bus Unit Error.
0x250D Unit Error: SYSMAC BUS No. duplication.
0x250F Unit Error: Memory Error.
0x2510 Unit Error: SYSMAC BUS terminator missing.
0x2601 Command Error: No protection.
0x2602 Command Error: Incorrect password.
0x2604 Command Error: Protected.
0x2605 Command Error: Service already executing.
0x2606 Command Error: Service stopped.
0x2607 Command Error: No execution right.
0x2608 Command Error: Settings not complete.
0x2609 Command Error: Necessary items not set.
0x260A Command Error: Number already defined.
0x260B Command Error: Error will not clear.
0x3001 Access Right Error: No access right.
0x4001 Abort: Service aborted.
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- Appendix A - Panel and PLC Error Code Tables

u Omron - Panel Error Code P495 Explanation

The PLC-495 error code is used to show any errors that are generated by the connected

PLC. The PLC-495 error message includes a four digit hexadecimal value embedded in the
message. This value can be looked up in the specific PLC’s error tables to determine the cause
of the error. The possible PLC generated error codes for the Omron CS/CJ FINS Ethernet
communication protocol are represented by a hexadecimal value as shown in the following
message example.

Omron Error Code PLC-495 Message Example:

Error code 0504
returned from PLC

Panel error code PLC-495
showing a hexadecimal value
of 0504 indicates a “Routing

\ table error: Too many relays”

PLC error.
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Omron CS/CJ FINS Ethernet Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the Omron PLC when using the
CS/CJ FINS Ethernet protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more touch panel,
and displayed on the touch panel’s screen as a hexadecimal value in panel error code PLC-495 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

Panel Error Code

PLC-495 Hex Value Bgserption
0103 Local Error: Send Error from lack of buffer space. Try reducing Ethernet load to the module.
0201 Destination Node Error: IP address of remote node not set correctly.
0202 Destination Node Error: No node with the specified unit address found.
0205 Destination Node Error: Packet corrupted or Response timeout. Try increasing timeout.
0301 Controller Error: Communications controller error.
0302 Controller Error: CPU Unit error. Check error LEDs on PLC. Refer to documentation for that CPU.
0304 Controller Error: Unit number error. Make sure Unit number is not used twice.
0401 Service unsupported: Undefined command.
0501 Routing table error: Destination address setting error. Routing table incorrect.
0502 Routing table error: No routing tables.
0503 Routing table error: Routing table error.
0504 Routing table error: Too many relays.
1001 Command format error: Command too long. Bad packet: check for electrical noise and grounding.
1002 Command format error: Command too short. Bad packet: check for electrical noise and grounding.
1003 Command format error: Elements/data don’t match. Bad packet: check for electrical noise and grounding.
1005 Command format error: Header error. This is the error received when station # set in the command does
not match the station # of the Ethernet module.
1100 Parameter error: UDP socket number bad.
1101 Parameter error: Address requested does not exist in PLC.
1103 Parameter error: Address area requested in not accessible.
220F Status error: Duplicate Socket error.
2210 Status error: Specified socket not open.
2305 Environment Error: IP address conversion failed. Only encountered when using routing tables.
2307 Environment Error: IP address conversion set for automatic.
2503 Unit error: 1/0 setting error.
2505 Unit error: CPU bus error.
250A Unit error: CPU Bus Unit error.
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Siemens - Panel Error Code P499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC.
The PLC-499 error message includes a four digit hexadecimal value displayed at the end of the
message. This value can be looked up in the specific PLC’s error tables to determine the cause of
the error. The possible PLC generated error codes for the Siemens PPI communication protocols
breakdown into a four digit hexadecimal value as shown in the following message example.

Siemens Error Code PLC-499 Message Example:

Error code 0x8702
returned from PLC

Panel error code PLC-499
showing a hexadecimal value of

\ 0x8702 indicates an “Address
is invalid.” PLC error.




Appendix A - Panel and PLC Error Code Tables -

Siemens PPI Protocol — PLC Error Code Table

Panel Error Code

PLC-499 Hex Value Description
0x0001 Hardware Fault.
Object access not allowed: Occurs when access to Timer and Counter data type is set to Signed Integer
0x0003 and not BCD.
0x0004 Context not supported.
Address out of range: Occurs when requesting an address within a Data Block that does not exist or is out
0x0005 of range.
0x0006 Address out of range.
0x0007 Write Data size mismatch.
0x000A Object does not exist: Occurs when trying to request a Data Block that does not exist.
0x8000 Function being used.
0x8001 Action is not allowed in current mode.
0x8101 Hardware fault.
0x8103 Access not allowed.
0x8104 Function not supported.
0x8105 Address invalid.
0x8106 Data Type not supported.
0x8107 Data Type is not consistent with size.
0x810A Object does not exist.
0x8500 PDU Size is incorrect.
0x8702 Address is invalid.
0xD201 Block name syntax error.
0xD202 Error with function parameter.
0xD203 Error with block type.
0xD204 No linked block.
0xD205 Object already exists.
0xD206 Object already exists.
0xD207 Block already used in EPROM.
0xD209 Block does not exist.
0xD20E No Block does not exist.
0xD210 Block number incorrect.
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Siemens ISO over TCP Protocol — PLC Error Code Table

PLC-496 Hex Value Description
0x0001 Hardware Fault.
Object access not allowed: Occurs when access to Timer and Counter data type is set to Signed Integer
0x0003 and not BCD.
0x0004 Context not supported.
Address out of range: Occurs when requesting an address within a Data Block that does not exist or is out
0x0005 of range.
0x0006 Address out of range.
0x0007 Write Data size mismatch.
0x000A Object does not exist: Occurs when trying to request a Data Block that does not exist.
0x8000 Function being used.
0x8001 Action is not allowed in current mode.
0x8101 Hardware fault.
0x8103 Access not allowed.
0x8104 Function not supported.
0x8105 Address invalid.
0x8106 Data Type not supported.
0x8107 Data Type is not consistent with size.
0x810A Object does not exist.
0x8500 PDU Size is incorrect.
0x8702 Address is invalid.
0xD201 Block name syntax error.
0xD202 Error with function parameter.
0xD203 Error with block type.
0xD204 No linked block.
0xD205 Object already exists.
0xD206 Object already exists.
0xD207 Block already used in EPROM.
0xD209 Block does not exist.
0xD20E No Block does not exist.
0xD210 Block number incorrect.

A-46 |
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- Appendix B - Touch Panel Runtime Errors

Introduction

The C-more touch panels have diagnostics built-in to the operating system that monitor
various runtime functions that will display an error message on the panel’s display indicating
that a particular error has occurred and what the error represents. The Error Message(s) is
displayed in the upper left area of the display screen. The Runtime Errors are also logged into
the panel’s Error log under the Information tab in the panel’s System Setup Screens. The
Error Log Code, for example RTE-004, identifies the error on the System Screen - Error tab
and in the error log. See Chapter 5: System Setup Screens for additional details. The tables
that follow show the possible Runtime Errors.

The user can include in their touch panel project the use of this diagnostic information by
using the system tag name SYS ERR ERRORCODE to control displayed screens, operator
messages, etc., and also communicate error information to the PLC or controlling device. If
a runtime error occurs, the SYS ERR ERRORCODE system tag will contain the numeric
value shown under the Tag Code Error Value. For example, For example, if the panel project
is configured to log to USB and no USB flash drive is installed in the panel, the panel will
display “RTE-004 Log buffer memory is full” and the SYS ERR ERRORCODE system tag
will contain the value 2004. The value of the last runtime error detected will remain in the

SYS ERR ERRORCODE.

If you have difficulty determining the cause of the error, refer to Chapter 8: Troubleshooting
for additional help or contact our technical support group at 770-844-4200

Error Message RTE-004 Log buffer
memory is full

Stride™
Ethernet Switch
10/100 Base-T
(such as SE-SW5U)

C-more
Touch Panel

HO-ECOM/HO-ECOM100
Ethernet Module

Ethernet CAT5S
Cable

Auto MDI / MDI-X
Ethernet Port

DLO6 PLC
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Appendix B - Touch Panel Runtime Errors -

Runtime Errors

If there is more than one Runtime Error, then the Error Message displayed at the top of the

panel’s screen will display for 3 seconds, then be off for 2 seconds. The next Error Message

will display for the same time increments, continue through any other active runtime error B
messages, and then start over. When only one Runtime Error is active, then that message will
continuously be displayed until it is no longer active.

Tag  System
ME;':;’ g Error  Screen
Ta g Code Info>

g Value  Error

Error

NG (!-t;](?e Located at upper left of screen

Error Message

Log Error

MM/DD/YY |The size of the destination
1 RTE-001 |Log Failed. ) _ |SYSERR o001 |HHMM/SS |memory is not large

Not enough Memory Space in %Device% |[ERRORCODE Error Code |enough to store the data.
RTE-001  |See Log File Naming below.

MM/DD/YY |\ device available or

- |Log Failed. SYS ERR HH/MM/SS ce available.
2| RTE-002 |9/ Feviceo. cannot be found ERRORCODE | 2002 |Error Gode | device is defective.
RTE-002  |See Log File Naming below.

Logging the data has failed
MM/DDAYY |46 %0 a problem such as

oa |Log Failed. SYS ERR HH/MI/SS ! :
3 | RTED03 Ican not write file - %file% ERRORCODE | 2003 |Error Code e memory wirite protectis

RTE003 oo Log File Naming below.
MM/DDAYY' 1he gata log buffer in the

4 RTE-004 |Log cache memory is full %%EEODE 2004 Erl-rlg\rﬂ('\)nc{csles SRAM memory is full.
RTE-004  |See Log File Naming below.
Screen Capture
MM/DD/YY . I
! The size of the destination
g Capture Failed. ) _|SYSERR HH/MM/SS ;
1 RTE-011 INot enough Memory Space in %Device% [ERRORCODE | 2011 |I;Z‘rTrcEJ_ro(%c%de Q]%Tgrqytéssqgg%geedata.
MM/DD/YY
9 RTE-012 Capture Failed. SYS ERR 2012 HH/MM/SS  |No device available or
%Device% cannot be found ERRORCODE Error Code |the device is defective.
RTE-012
] MM/DD/YY |Logging the data has failed
3 RTE-013 |Gapture Failed. ) SYS ERR o013 |HH/MM/SS |due to a problem such as
Can not write file - %file% ERRORCODE Error Code |the memory write protect is

RTE-013 enabled.

Table continued
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- Appendix B - Touch Panel Runtime Errors

Log File Naming

B4 |

When using the Line Trend Graph to Log, the log file name is formed automatically in the
panel. The visible file name has the following format:

Screen Name + “_” + Object name + “_” + Date Stamp YYMMDD + “.xxt”

Internal to the panel, the file references are stored as the first four characters of the file name +

~” + a serial number between 000 and 999 + “.txt” So, any “group” of filenames is limited
to 999 members.

For example: The following filenames form the same group. All filenames start with “SCRE”:

Screenl_Trend1_yymmdd.txt
Screen2_Trend2_yymmdd.txt
Screen3_Trend3_yymmdd.txt

When the 999 filename limit is reached, the oldest files will automatically be deleted and
logging will continue.

Visible File Name

Internal File Name

Screenl_Trend1_120101.txt SCRE-001.TXT
Screen2_Trend2_120101.txt SCRE-002.TXT
Screen3_Trend3_120101.txt SCRE-003.TXT
Screenl_Trend1_120102.txt SCRE-004.TXT
Screen2_Trend2_120102.txt SCRE-005.TXT
Screen3_Trend3_120102.txt SCRE-006.TXT
Screenl_Trend1_121129.txt SCRE-997.TXT
Screen2_Trend2_121129.txt SCRE-998.TXT
Screen3_Trend3_121129.txt SCRE-~999.TXT

Screenl_Trend3_121130.txt Runtime Error RTE-001

Workaround: To minimize membership in any one group, change the Screen name and the
Object name so the first four characters of the visible file name are unique

For example,
Screen Names: S1, S2
Object Names: AAA, BAA

Visible File Name Internal File Name

S1_AAA_150101.txt
S1_BAA_150101.txt
S2_AAA_150101.txt
S2_BAA_150101.txt
S1_AAA_150102.txt
S1_BAA_150102.txt
S2_AAA_150102.txt
S2_BAA_150102.txt

S1_AAA_151231.txt
S1_BAA_151231.txt
S2_AAA_151231.txt
S2_BAA_151231.txt

S1_A-001.TXT
S1_B-001.TXT
$2_A-001.TXT
$2_B-001.TXT
S1_A-002.TXT
S1_B-002.TXT
$2_A-002.TXT
§2_B-002.TXT

S1_A-365.TXT
S1_B-365.TXT
S$2_A-365.TXT
$2_B-365.TXT

Note that there is no conflict between file names and since no log group will exceed 365
(days) the 999 member limit is never exceeded.
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Runtime Errors (cont’d)

Tag  System
ME;;“; 8 Error  Screen
i 9 Code Info>

g Value Error

Error

Log Error Message

Code Located at upper left of screen

A communications
timeout occurred when
VS ERR NS Numerc Exthy Object

-~ | umeric Entry Object, in
1 RTE-021 |Handshake Timeout Error ERRORCODE | 2021 |Error Code  |which Notification]and
RTE-021 Handshake signals are
used, failed to complete
the responses.

e-mail

SYSERR 'IEI/IMI/\I?I\%S(\S( AgdincorLect bSMTP tered
i ; address has been entere
1 RTE-041 |E-mail Connection Error %Address% ERRORCODE 2041 Error Code linto the Touch Panel
RTE-041 Network dialog screen.
MI-'\I%/IIJI\%\S(\S( An incorrect email address
Error Code has been entered into the
RTE-042 Address Book.

MM/DD/YY
HH/MM/SS
Error Code
RTE-043

; SYS ERR
2 RTE-042 |Send E-mail Error %Address% ERRORCODE 2042

o Eailads . SYS ERR
3 RTE-043 |Email Failed: The file cannot be attached ERRORCODE 2043

Send FTP

MM/DD/YY  |An incorrect FTP Service
1 RTE-051 FTP Connection Error SYS ERR 2051 HH/MM/SS  |has been assigned into

%Address%&%ID% ERRORCODE Error Code  |the Touch Panel Network
RTE-051 dialog screen.

MM/DD/YY Permission to write to the

FTP folder has not been
) RTE-052 Send FTP Error SYS ERR 2052 HH/MM/SS

o 0/ 291N authorized. The FTP site
oAddress%&%ID% ERRORCODE E{Trg_ro%%de may require a user ID and

password.

MM/DD/YY

3| RTE-053 |FTP Failed: The file cannot be copied | Snaoiaope | 2053  HHMM/SS

RTE-053

Recieve FTP

MM/DD/YY

; SYS ERR HH/MM/SS
1 RTE-061 |Receive FTP Error ERRORCODE | 2961 |Error Code

RTE-061

Receive HTTP

MM/DD/YY

. SYS ERR HH/MIM/SS
1 RTE-071 |Receive HTTP Error ERRORCODE 2071 Error Code

RTE-071
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Runtime Errors (cont’d)

Tag System
I-E;;r Error Message Mgrs%rge Error  Screen
Code Located at upper left of screen Tag Code Info >
Value Error
Sound
SYSERR W%’%E Th d file failed to pl
| i € sound Tile Talled to play
1 RTE-081 | Sound Failed. Not enough Memory ERRORCODE 2081 Error Code |due to insufficient memory.
RTE-081
Confiict
IP Address Conflict - Correct IP SYSERR MM(\/?I\%%E
ress uontlict - Lorrec f
1 RTE-091 |address and Power Cycle ERRORCODE | 2091 |Error Code  |CONflict of IP Address
RTE-091
Multiple Recipe
SYS ERR MMK/?I\%% The recipe file or dat
_ ’ i € recipe Tile or data
1| RTEA101 |Record doesn't exist ERRORCODE | 210" |ErrorCode  |doesn't exist.
RTE-101
SYS ERR h”%ﬁ/”s’é The recipe fil t b
3 y € recipe Tile cannot be
2 RTE-102 |File cannot open ERRORCODE 2102 Error Code  |opened.
RTE-102
MM/DD/YY

Abnormality is found in the
Eﬁé’}ﬂgﬂégg’ numberic character data of

3 | RTE-103 |E-mail Connection Error %Address% | SNsbhRgpe | 2103
RTE-103 the recipe file.

MM/DD/YY
; 0 0 SYS ERR HH/MM/SS  |Abnormality is found in the
4 RTE'1 04 Send E'ma” Erl’Or /OAddreSS /0 ERRORCODE 21 04 E[FEH%%de Tag data 0 the I’ecipe f||e
MM/DD/YY ;
Recipe was operated by the
5 | RTE-105 |Recipe - Index (%Row%) error SYO SRR op | 2105 HHMWSS I record number outside the
RTE-105 range.
MM/DD/YY
6 RTE-106 |Not enough buffer memory EE%OERREODE 2106 Eﬁé’}ﬂgﬂégg’ Memory allocation error
RTE-106
SYS ERR MHMI/\RI\[/)I% Th
. . . ere was an error trying to
7 RTE-107 File cannot write ERRORCODE 2107 Error Code  |write the recipe file.
RTE-107
MM/DD/YY o )
8 | RTE-108 |Wrong file format SXS SRR pe | 2108 [HEMM/ES - The recipe file format is
RTE-108
Not h M S| i SYS ERR MM(\/?I\%%E Insufficient st
. ot enough Memory Space in nsufficient storage space
9 RTE-109 %Device% ERRORCODE 2109 Error Code  |on media.

RTE-109
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Runtime Errors (cont’d)

Tag System
No El_r;‘ér Error Message ME;rs%rge Error  Screen
" Code Located at upper left of screen Tag Code Info >
Value Error
Action
; executed in the even
1 RTE-121 |Action Overflows ERRORCODE | 2121 |ErrorCode  |exceeded the maximum
RTE-121 number.
SRAM Error
{\;/Iemorty[ijanagel hasLbeen
orrupted by Power Loss,
SYS ERR MMI/\III)I\%\S(\S( etc. Try cycling power to
1 RTE-500 |SRAM Check Sum Error ERRORCODE 2500 Error Code the panel and re-transfer
RTE-500 the project to the panel, in
sequential steps to attempt
to resolve the error.
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Appendix C - Security Considerations for Control Systems Networks

Security Considerations for Control Systems Networks

c2 |

Manufacturers are realizing that to stay competitive, their Automation and Control Systems
need to be more integrated within their plant. The systems often need to be integrated with
upstream Enterprise Data Systems, and even further integrated to allow information to be
accessible across multiple plants, or even through the Internet. This convergence of the IT
world with the Automation World creates challenges in maintaining secure systems and
protecting your investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this
is only one very small step in securing your systems. Automation Control System Networks
need to incorporate data protection and security measures that are at least as robust as a
typical business computer system. We recommend that users of PLCs, HMI products and
SCADA systems perform your own network security analysis to determine the proper level
of security required for you application. However, the Department of Homeland Security’s
National Cybersecurity and Communications Integration Center (NCCIC) and Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) has provided direction
related to network security and safety under an approach described as “Defense in Depth”,
which is published at hteps://ics-cert.us-cert.gov/sites/default/files/recommended practices/
NCCIC ICS-CERT Defense in Depth 2016 _S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems,

and the use of secure methods for remote access such as Virtual Private Networks (VPNs).
Further, users should minimize network exposure for all control system devices and such
control systems and these systems should not directly face the internet. Following these
procedures should significantly reduce your risks both from external sources as well as internal
sources, and provide a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer
and business systems. AutomationDirect recommends using one or more of these resources in
putting together a secure system:

e ICS-CERT’s Control Systems recommended practices at the following web address:
https://ics-cert.us-cert.gov/Recommended-Practices

e Special Publication 800-82 of the National Institute of Standards and Technology — Guide to
Industrial Control Systems (ICS) Security:
https://csre.nist.gov/publications/detail/sp/800-82/rev-2/final

e ISA99, Industrial Automation and Control Systems Security
heeps://www.isa.org/MSTemplate.cfm?MicrositelD=9888 Committee]D=6821 (please note this
is a summary and these standards have to be purchased from ISA )

The above set of resources provides a comprehensive approach to securing a control system
network and reducing risk and exposure from security breaches. Given the nature of any
system that accesses the internet, it is incumbent upon each user to assess the needs and
requirements of their application and take steps to mitigate the particular security risks
inherent in their control system
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» WARNING ¥

Thank you for purchasing automation equipment from Automationdirect.com®, doing business as
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs or
uses this equipment should read this publication (and any other relevant publications) before installing or
operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area to area
and usually change with time. It is your responsibility to determine which codes should be followed and
to verify that the equipment, installation, and operation are in compliance with the latest revision of these
codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be local
regulatory or government offices that can also help determine which codes and standards are necessary for
safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale as
on-line control equipment in hazardous environments requiring fail-safe performance, such as in the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the product could lead directly to death,
personal injury, or severe physical or environmental damage (“High Risk Activities”). AutomationDirect
specifically disclaims any expressed or implied warranty of fitness for High Risk Activities.

For additional warranty and safety information, see the Terms and Conditions section of our catalog.
If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was printed. At
AutomationDirect we constantly strive to improve our products and services, so we reserve the right to
make changes to the products and/or publications at any time without notice and without any obligation.
This publication may also discuss features that may not be available in certain revisions of the product.

This publication may contain references to products produced and/or offered by other companies. The
product and company names may be trademarked and are the sole property of their respective owners.
AutomationDirect disclaims any proprietary interest in the marks and names of others.

Copyright 2021, Automationdirect.com® Incorporated

All Rights Reserved

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior, written
consent of Automationdirect.com® Incorporated. AutomationDirect retains the exclusive rights to all
information included in this document.



~ ADVERTENCIA ¥

Gracias por comprar equipo de automatizacién de Automationdirect.com®. Deseamos que su nuevo equipo de
automatizacion opere de manera segura. Cualquier persona que instale o use este equipo debe leer esta publicacién
(y cualquier otra publicacién pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cddigos de seguridad
locales o nacionales aplicables que regulan la instalacién y operacién de su equipo. Estos cédigos varian de 4drea
en 4rea y usualmente cambian con el tiempo. Es su responsabilidad determinar cuales cddigos deben ser seguidos
y verificar que el equipo, instalacidn y operacién estén en cumplimiento con la revisién mas reciente de estos
codigos.

Como minimo, debe seguir las secciones aplicables del Cédigo Nacional de Incendio, Cédigo Nacional Eléctrico,
y los c6digos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber oficinas de
normas locales o del gobierno que pueden ayudar a determinar cuales c6digos y normas son necesarios para una
instalacién y operacién segura.

Si no se siguen todos los cédigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias a personas.
No garantizamos los productos descritos en esta publicacién para ser adecuados para su aplicacién en particular, ni
asumimos ninguna responsabilidad por el disefio de su producto, la instalacién u operacién.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para uso o
reventa como equipo de control en linea en ambientes peligrosos que requieren una ejecucién sin fallas, tales
como operacién en instalaciones nucleares, sistemas de navegacién aérea, o de comunicacién, control de
trdfico aéreo, mdquinas de soporte de vida o sistemas de armamentos en las cuales la falla del producto puede
resultar directamente en muerte, heridas personales, o dafios fisicos 0 ambientales severos (“Actividades de Alto
Riesgo”). Automationdirect.com especificamente rechaza cualquier garantfa ya sea expresada o implicada para
actividades de alto riesgo. Para
informacién adicional acerca de garantia e informacién de seguridad, vea la seccién de Términos y Condiciones de
nuestro catdlogo. Si tiene alguna pregunta sobre instalacién u operacion de este equipo, o si necesita informacién
adicional, por favor lldmenos al nimero 770-844-4200 en Estados Unidos. Esta publicacién estd basada en la
informacién disponible al momento de impresién. En Automationdirect.com nos esforzamos constantemente
para mejorar nuestros productos y servicios, as{ que nos reservamos el derecho de hacer cambios al producto y/o
a las publicaciones en cualquier momento sin notificacién y sin ninguna obligacién. Esta publicacién también
puede discutir caracteristicas que no estén disponibles en ciertas revisiones del producto.

Marcas Registradas

Esta publicacion puede contener referencias a productos producidos y/u ofrecidos por otras compaiiias. Los nombres de las compaiifas y
productos pueden tener marcas registradas y son propiedad Gnica de sus respectivos duefios. Automationdirect.com, renuncia cualquier
interés propietario en las marcas y nombres de otros.

PROPIEDAD LITERARIA 2021, AUTOMATIONDIRECT.COM® INCORPORATED
Todos los derechos reservados
No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo consentimiento por escrito
de Automationdirect.com® Incorprated. Automationdirect.com retiene los derechos exclusivos a toda la informacién incluida en
este documento. Los usuarios de este equipo pueden copiar este documento solamente para instalar, configurar y mantener el equipo
correspondiente. También las instituciones de ensefanza pueden usar este manual para propdsitos educativos.



» AVERTISSEMENT »

Nous vous remercions d’avoir acheté I'équipement d’automatisation de Automationdirect.com®, en faisant des affaires
comme, AutomationDirect. Nous tenons a ce que votre nouvel équipement d’automatisation fonctionne en toute
sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente publication (et toutes les autres
publications pertinentes) avant de I'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problemes de sécurité, vous devez respecter tous les codes locaux

et nationaux applicables régissant l'installation et le fonctionnement de votre équipement. Ces codes different d’'une
région a l'autre et, habituellement, évoluent au fil du temps. Il vous incombe de déterminer les codes a respecter et de
vous assurer que 'équipement, l'installation et le fonctionnement sont conformes aux exigences de la version la plus
récente de ces codes.

Vous devez, 4 tout le moins, respecter toutes les sections applicables du Code national de prévention des incendies,
du Code national de I'électricité et des codes de la National Electrical Manufacturer’s Association (NEMA). Des
organismes de réglementation ou des services gouvernementaux locaux peuvent également vous aider & déterminer les
codes ainsi que les normes A respecter pour assurer une installation et un fonctionnement stirs.

L’omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages 4 I'équipement
ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits décrits dans cette publication

conviennent a votre application particuliere et nous n’assumons aucune responsabilité 4 I'égard de la conception, de
linstallation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour l'utilisation ou la revente en
tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant une sécurité absolue, par
exemple, 'exploitation d’installations nucléaires, les systemes de navigation aérienne ou de communication, le contrdle
de la circulation aérienne, les équipements de survie ou les systémes d’armes, pour lesquels la défaillance du produit
peut provoquer la mort, des blessures corporelles ou de graves dommages matériels ou environnementaux («activités a
risque élevé»). La société AutomationDirect nie toute garantie expresse ou implicite d’aptitude & 'emploi en ce qui a
trait aux activités & risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section Modalités et
conditions de notre documentation. Si vous avez des questions au sujet de I'installation ou du fonctionnement de cet
équipement, ou encore si vous avez besoin de renseignements supplémentaires, n’hésitez pas a nous téléphoner au

770-844-4200.

Cette publication s’appuie sur I'information qui éait disponible au moment de 'impression. A la société
AutomationDirect, nous nous efforgons constamment d’améliorer nos produits et services. C’est pourquoi nous nous
réservons le droit d’apporter des modifications aux produits ou aux publications en tout temps, sans préavis ni quelque
obligation que ce soit. La présente publication peut aussi porter sur des caractéristiques susceptibles de ne pas étre
offertes dans certaines versions révisées du produit.

arques de commerce

La présente publication peut contenir des références 4 des produits fabriqués ou offerts par d’autres entreprises. Les
désignations des produits et des entreprises peuvent étre des marques de commerce et appartiennent exclusivement &
leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les autres marques et désignations.

Copyright 2021, Automationdirect.com® Incorporated
Tous droits réservés

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque fagon que ce soit sans le
consentement préalable écrit de la société Automationdirect.com® Incorporated. AutomationDirect conserve les
droits exclusifs & 'égard de tous les renseignements contenus dans le présent document.
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- Chapter 1 - Getting Started

1-2 |

Introduction
The Purpose of This Manual

Thank you for purchasing our C-more® human-machine interface (HMI) family of products.
This manual describes AutomationDirect.com’s C-more headless HMI, its specifications,
included components and available accessories and provides you with important information
for installation, connectivity and setup. The manual shows you how to install, wire and use
the product. It also helps you understand how to interface the HMI to other devices in a
control system.

This user manual contains important information for personnel who will install the HMI
and accessories and for the personnel who will be programming the HML. If you understand
control systems that make use of operating interfaces such as the C-more RHMI, our user
manuals will provide all the information you need to get and keep your system up and
running.

Supplemental Manuals

If you are familiar with industrial control type devices, you may be able to get up and running
with just the aide of the Quick Start Guide that is included with each HMI. You should also
refer to the On-line help that is available in the C-more programming software for more
information about programming the panel.

Technical Support

We strive to make our manuals the best in the industry. We rely on your feedback to let
us know if we are reaching our goal. If you cannot find the solution to your particular
application, or, if for any reason you need technical assistance, please call us at:

770-844-4200

Our technical support group will work with you to answer your questions. They are available
Monday through Friday from 9:00 A.M. to 6:00 P.M. Eastern Time. We also encourage you
to visit our web site where you can find technical and non-technical information about our
products and our company.

http://c-more.automationdirect.com
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Chapter 1 - Getting Started -

Conventions Used

e

——| The word NOTE: in boldface will mark the beginning of the text.

—| When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate right will be a special note.

right will be a warning. This information could prevent injury, loss of property, or even death (in
extreme cases). The word Warning: will mark the beginning of the text.

C When you see the “exclamation mark” icon in the left-hand margin, the paragraph to its immediate

Key Topics for Each Chapter
The beginning of each chapter will list the key topics

that can be found in that chapter.

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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Chapter 1 - Getting Started

Some of the features designed into the product to provide excellent hardware and software are

n Product Overview

14 |

listed below.

* Drivers for ELO Single Touch Resistive/SAW, EETT eGalax Single Touch Resistive and single-
touch Protected Capacitive touch screens that can be used with many touch capable industrial touch
monitors

¢ Plenty of memory and methods to get data in/out of the panel
* Overlapping active devices on the screen

* 65,536 colors for enhanced graphics

* HDMI Video Output supporting several resolutions including 720p (60Hz) and Audio
* Built-in FTP client/server, E-mail client, and Web server

¢ User configurable LED on the front of the unit

* Built-in project simulation; test on PC while developing

¢ Ethernet 10/100 Base-T communications

* 15-pin serial port with RS-232, RS422/485

* 3-wire terminal block RS-485 port

* Programming via USB or Ethernet

* Animation of bitmaps and objects

* Thousands of built-in symbols and Windows fonts

* PID face plate, trending, alarming and a recipe database

* Trend Data Logging

* Event Manager to trigger actions based on assigned state changes, schedules, PLC tag names, etc. set
up in a database environment. The event can also trigger a sound byte, initiate a screen capture, send
a data file (FTP), send an E-mail, etc.

¢ Internet Remote Access

° EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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Quick Start Steps

Step 1 — Unpack and Inspect

a.) Unpack the C-more RHMI from its shipping carton. A Quick Start Guide is included in

the carton.

ETHERN

5
3
H
2

b.) Unpack any accessories that have been ordered, such as programming cable,
communications cable, etc.

c.) Inspect all equipment for completeness. If anything is missing or damaged, immediately
call the AutomationDirect® returns department @ 1-800-633-0405.

Optional Accessories

Communication
Expansion Module
EA-ECOM

SD Memory Card
EA-SD-CARD

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K

USB Pen Drive
USB-FLASH

DSUB Port Adapter
EA-COMCON-3A
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Step 2 — Install Optional Hardware Accessories

J

\

\‘—

EA-ECOM
Ethernet Communication

Module
C-more EA9-RHMI
EA-COMCON-3A
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Step 3 — Become Familiar with Available Communication Ports

— — SD Card Slot
EAS-RHMI N
crul] PWR [f] .
Expansion Port
RUN[] ERA T (Right Side)

usen [ s ]

Port 2
Serial Communication
RS-485
— USB Port - Type A
I 1| Logic Ground USB Device Options
+ : Pin Signal

—— 1 Vbus

EA9-3TB
| 2 |o-

3 D+
4 GND
Port 1
PLC Serial Communications SHELL |Shield
RS-232C / RS-422 | RS-485
8 T | UsBPort-TypeB
;—~ Programming
7]
15 9 E Pin Signal
Pin Signal Pin Signal Pin Signal I 1 |N.C.
H
1 |Frame GND 6 |LE (for DH485) | 11 |TXD+ (422/485) [ 2 |b-
2 |TXD (232C) 7 |CTS (232C) 12 |TXD- (422/485) E 3 |b+
3 |RXD (232C) 8 |RTS (232C) 13 [Term. Resistor 4 |GND
o
4 IN.C. 9 |RXD+ (422/485) | 14 [N.C. 3 Shell |Shield
5 |Logic GND 10 [RXD-(422/485) | 15 |N.C. 2
I
Ethernet 10/100 Base-T
' PLC Communications,
Programming/Download
1 8
Pin Signal Pin Signal
HDMI Port Video Out 1 |TD+ 5 |Do not use
2 |TD- 6 |RD-—
3 |RD+ 7 [N.C.
4 |do not use 8 [N.C.

NOTE: See Chapter 6: PLC Communications for additional details on the available communication ports, protocols
and cables.
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Step 4 — Install the Programming Software and Develop a Project

18 |

Download the latest version of the C-more Programming Software, p/n EA9-PGMSW,
from the Automationdirect website. Alternately, if the C-more Programming Software CD is
available, you may install from the software CD. Refer to the AutomationDirect website for
current minimum system requirements for installation.

For software download installation, follow the screen prompts to download and install the
C-more Programming Software.

For CD installation, insert the supplied CD into the PC’s CD drive and navigate to the CD
drive location on the PC. Double-click on EA_Sezup.exe and follow the instructions. If you
need assistance during the software installation, call the AutomationDirect Technical Support

team @ 770-844-4200.

NOTES: Regarding Ethernet access to a C-more panel.

If you intend to take advantage of the methods of remote access to the panel, including the web server, PC remote
access, FTP, iOS or Android app, you need to consider the security exposure in order to minimize the risks to your
process and your C-more panel.

Security measures may include password protection, changing the ports exposed on your network, including a VPN
in your network, and other methods. Security should always be carefully evaluated for each installation. Refer to
Appendix C - Security Considerations for Control Systems Networks.
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Step 5 — Connect HMI to Computer

* Connect a USB Programming Cable, such as p/n USB-CBL-AB15, from a USB type A port on the
PC to the USB type B programming port on the C-more HMI.

* Or connect the C-more EA9-RHMI and PC together either directly or via an Ethernet switch and
CATS5 Ethernet cables

PC

C-more
EA9-RHMI

USB-CBL-ABxx
USB Cable

Stride™
Ethernet Switch
10/100 Base-T

C-more
EA9-RHMI

Ethernet
Port

Auto MDI / MDI-X
Ethernet Port

C-more
EA9-RHMI

Ethernet

Port Ethernet CAT5

Cable

Auto MDI / MDI-X
Ethernet Port

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K ° I 1 -9
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Step 6 — Provide Power to the HMI

C-more EA9-RHMI. Make sure to connect the ground terminal to a proper equipment ground.

n * Connect a dedicated 12-24 VDC Class 2 power supply to the DC connector on the front of the

* Then turn on the power source and check the LED status indicators on the front of the C-more
EA9-RHMI for proper indication (see next page).

components.

NOTE: A dedicated power supply is recommended. If the power supply also feeds inductive loads such as
solenoids or relays, the transients caused by these loads can affect the operation of or cause damage to HMI

Recommended Fuse

Rating

DC Power Wiring

ADC part number

25A

MDL2-5

Equipment
Ground

12-24VDC

Tighteni

Power supply cable torque

g Torque
32-35 0z-in (0.22-0.25 Nm)

& Warning: Use 60/75°C copper conductors only.
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Step 6 — Provide Power to the HMI (cont’d)

C-more LED Status Indicators

System Status LEDs

- CPU Green/Red/Orange

- RUN Green/Red/Orange

- USER Green/Red/Orange
RUN / STOP Switch

Receive Green
Port 2 Serial Port
Transmit  Green

i

Receive Green
Port 1 Serial Port

Transmit Green

LED

State

Status Loading 0S

CPU Running Normal
Project Loaded and Running -
No User Project =

Password Required - B

Power Loss Detection
Memory Error

0S Error

Watch Dog Time Out
No Log Storage Found - :
General Error* -

Warning * - B

Errors

Recovery Mode B gBiange (0

Safe Mode

Mode

*Note - See Chapter 8 - Troubleshooting for General Error and Warning explanations.

System Status LEDs
-PWR Green
- ERR Red

SD Status Green

USB Status Green

RUN ERR
0 0
- 0
perange. (0 B grRed.(0
0
0
Perange. (0 B grRed. (0
B gRed. (0
plsange (0 B g:Red. (0
0 0
0

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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1-12 |

EA9-RHMI Beep
Function Beep Pattern
Boot 1-long, 2-short
Boot Error* 3-long
HDMI Connected 3-short

Reset to Factory Defaults

14 short beeps progressively closer together followed by 1-long beep.

Blink Screen

5-long

*Boot Errors
Multiple Projects

Write Protected SD Card

No Log Storage Found

System Screen (RUN/STOP switch in STOP paosition)
Password Protected

Reset Button

Push Action Behavior Note
Push for <15 seconds Reboot the EA9-RHMI
Push for >15 seconds Reset to factory default The project is cleared and all settings are initialized.

While holding down the

EA9-RHMI and continue
holding the button for
>15 seconds

reset button, power on the

System recovery mode

The CPU LED will blink ORANGE. See “No System
Found” in Chapter 8 - Troubleshooting

RUN / STOP switch
RUN / STOP Switch
Position Behavior Note

Project will run if present and the

If no project is loaded in the HMI, the
message “No User Program” will be displayed

displayed.

RUN RUN LED will be green on a connected display. The RUN LED will be
orange.
The project and any logging
STOP stops and the System Screen is If a password has been set up for the System

Screen, the RUN LED will blink orange.

Power on the EA9-RHMI

while in the STOP position

The System Screen is displayed

A System Screen password is ignored.

User Defined LED
The user defined LED on the EA9-RHMI can be controlled from the project to illuminate

red, green or orange. It can also be configured to blink these colors. Refer to the online help

file provided with the programming software for details.
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Step 7 — Access the EA9-RHMI Setup Screens

* Access the Main Menu of the EA9-RHMI System Setup Screens by changing the selector switch on
the front of the unit to STOP.

* Adjust the time and date for the panel by pressing the Setting button on the Main Menu. Then
press the Adjust Clock button on the Setting screen.

* Use the right-pointing arrows for the time or date display to select the unit to change. Use the up
and down arrows to increment or decrement the value for the selected unit.

* Press OK when done to accept the changes to the time and date in the HMI or press Cancel to exit
the Adjust Clock setup screen without making any changes.

* Press the Main Menu button on the Setting screen and then the Exit button on the Main Menu
screen to return to the application screen.

* Change the selector switch on the front of the unit to RUN.

NOTE: For more information on EA9-RHMI setup screens, see Chapter 5 - System Setup Screens.
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Step 8 — Choose HMI to Device Cable
n The table below shows the PLCs, controllers and protocols supported by the EA9-RHMI.

Ensure your controller and protocol are supported.

PLC Protocol Table

Model Protocols
. ' Productivity Serial
Productivity Series Productivity Ethernet
Do-more Do-more Serial
(BRX) al Do-more Ethernet
CLICK Modbus (CLICK addressing)
Modbus TCP (CLICK addressing)
K-Sequence
all DirectNET
DLOS/DLOG Modbus (Koyo addressing)
H0-ECOM/H0-ECOM100 Direct OGIC Ethernet
DL105 all K-Sequence
D2-230 K-Sequence
K-Sequence
D2-240 Direct NET
K-Sequence
DL205 D2-250/D2-250-1/D2-260/D2-262 DirectNET
Modbus (Koyo addressing)
D2-240/D2-250-1/D2-260 DirectNET
Using DCM Modbus (Koyo addressing)
H2-ECOM/H2-ECOM100 DirectOGIC Ethernet
Aut tionDirect D3-330/330P (Requires the use of a Data Communications Unit) DirectNET
utomationtirec D3-340 Direct NET
K-Sequence
DL305 D3-350 DirectNET
Modbus (Koyo addressing)
DirectNET
D3-350 DCM Modbus (Koyo addressing)
K-Sequence
DA-430 DirectNET
K-Sequence
Di-440 DirectNET
K-Sequence
DLADS D4-450/D4-454 DirectNET
Modbus (Koyo addressing)
. DirectNET
Al with DCM Modbus (Koyo addressing)
H4-ECOM/H4-ECOM100 DirectOGIC Ethernet
H2-WinPLC (Think & Do) Live V5.2 or later and Studio any version Think & Do Modbus RTU (serial port)
H2-WinPLC (Think & Do) Live V5.5.1 or later and Studio V7.2.1 or later Think & Do Modbus TCP/IP (Ethernet port)
@S Drives GS Drives Serial
GS Drives TCP/IP (GS-EDRV)
SOLO Temperature Controllers (models with serial communications) SOLO Temperature Controller
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PLC Protocol Table (cont’d)

Model

Protocols

Allen-Bradley

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-01/02/03

DH485/AIC/AIC+

MicroLogix 1000, 1100, 1200, 1400 and 1500

SLC 5-03/04/05 DF1 Half Duplex; DF1 Full Duplex
ControlLogix™, CompactLogix™, FlexLogix™
PLC-5 DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Tag Based

DF1 Half Duplex; DF1 Full Duplex

ControlLogix, CompactLogix, FlexLogix - Generic I/0 Messaging

EtherNet/IP Server

ControlLogix, CompactLogix, FlexLogix - Tag Based

MicroLogix 1100, 1400 and SLC 5/05, via native Ethernet port

MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-03/04/05, all via ENI adapter

EtherNet/IP Client

Micro 800 Series

Modbus RTU

Modbus TCP

Micro 800 Series - Tag Based

DF1 Full Duplex

EtherNet/IP Client

S7-200 CPU, S7-300 CPU, S7-400, S7-1200 CPU
Ethernet

Modbus RTU Modbus RTU devices Modbus RTU
Modbus TCP/IP | Modbus TCP/IP devices Modbus TCP/IP
GE 90730, 90/70, Micro 90, VersaMax Micro SNPX

90/30, Rx3i SRTP Ethernet

FX Series FX Direct

i L Q02, Q02H, QO6H, Q12H, Q25H QCPU

Mitsubishi : :

Q, QnA Serial QnA Serial

Q, QnA Ethernet QnA Ethernet

984 CPU, Quantum 113 CPU, AEG Modicon Micro Series 110 CPU: 311-xx, 411-xx,

512-x%, 612-x¢ Modbus RTU
Modicon o . . Modbus RTU

Other devices using Modicon Modbus addressing

TUModbus TCP/IP

($200 Adapter, C500 Host Link

Omron CJ1/CS1 Serial
FINS

CJ1/CS1 Ethernet

§7-200 CPU, RS-485 Serial PPI
Siemens

Ethernet IS over TCP

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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Step 8 — Choose HMI to Device Cable (cont’d)
n Available cables to connect from PLC to C-more serial Port 1

To use Serial communication through Port 1 of the EA9-RHMI, consult the chart below for
the proper cable. See Chapter 6: PLC Communications for wiring diagrams of additional user
contructed cables.

Cable Cable

Description Part Number

Communication cable, 15-pin D-shell male to 6-pin RJ12, 9.8ft/3m cable length. For use with EA-2CBL
C-more or C-more Micro panel and AutomationDirect PLCs with RJ12 ports.

Communication cable, 15-pin D-shell male to 15-pin D-sub HD15 male, 3m/9.8ft cable length.
Forrt I)JSéEPVdith C-more or C-more Micro panel and a DL06, D2-250(-1), D2-260 or D2-262 (bottom | EA-2CBL-1
po .
Communication cable, 15-pin D-shell male to 6-pin RJ11, 3m/9.8ft cable length. For use with EA-3CBL
C-more or C-more Micro panel and a D3-340 CPU top or bottom port.
Communication cable, 15-pin D-shell male to 15-pin D-shell male, 3m/9.8ft cable length. For use EA-4CBL-1
with C-more or C-more Micro panel and a DL405 (top port) CPU.

Communication cable, 15-pin D-shell male to 25-pin D-shell male, 3m/9.8ft cable length. For
use with C-more or C-more Micro panel and a D2-DCM, D3-232-DCU, D3-350 (bottom port) or | EA-4CBL-2
DL405 (bottom port) CPU.
Communication cable, 15-pin D-shell male to 8-pin mini DIN male, 3m/9.8ft cable length. For use _ a
with C-more or C-more Micro panel and an Allen-Bradley Micrologix CPU. EA-MLOGIX-CBL
Communication cable, 15-pin D-shell male to 9-pin D-shell female, 3m/9.8ft cable length. For use
witrrt1 C-more or C-more Micro panel and an Allen-Bradley SLC 5/03, 5/04 or 5/05 CPU with DF-1 | EA-SLC-232-CBL
port.
Communication cable, 15-pin D-shell male to 25-pin D-shell male, 3m/9.8ft cable length. For use N 999
vith C-more or G-more Micro panel and an Allen-Bradley PLC-5 GPU with a DF1 port. EA-PLC5-232-CBL
Communication cable, 15-pin D-shell male to 6-pin RJ45, 3m/9.8ft cable length. For use with
C-/r?oreblor C-more Micro panel and an Allen-Bradley SLC 5/01, 5/02 or 5/03 CPU with a DH485 | EA-DHA485-CBL
port cable.
Communication cable, 15-pin D-shell male to 15-pin D-shell male, 3m/9.8ft cable length. For use _an-an.
with C-more or C-more Micro and GE Fanuc Series 90/30 or 90/70 serial port. EA-90-30-CBL
Communication cable, 15-pin D-shell male to 25-pin D-shell male, 3m/9.8ft cable length. For use _ .
with C-more or C-more Micro panel and a Mitsubishi FX Series CPU. EA-MITSU-CBL
Communication cable, 15-pin D-shell male to 8-pin mini DIN male, 3m/9.8ft cable length. For use _ _PR] -
with C-more or C-more Micro panel and a Mitsubishi FX Series CPU. EA-MITSU-CBL-1

Communication cable, 15-pin D-shell male to 25-pin D-shell male, 3m/9.8ft cable length. For use _ .
with C-more or C-more Micro panel and an Omron G200 or C500 CPU. EA-OMRON-CBL

NOTE: The above list of pre-made communications cables may be purchased. See Chapter 6: PLC
Communications for wiring diagrams of additional user constructed cables. Chapter 6 also includes wiring diagrams
for the pre-made cables.

EA-2CBL EA-2CBL-1

Pre-made cable
examples
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Step 9 — Connect HMI to PLC
 Connect the serial communications cable between the C-more EA9-RHMI and the PLC n

* Or connect the C-more EA9-RHMI and PLC together either directly or via an Ethernet switch and
CATS5 Ethernet cables.

For further information on setting up communications between the EA9-RHMI and a PLC, see the
C-more programming help file topic CM129: Creating a New Project.

Serial

C-more
DL-06 PLC EA9-RHMI

Serial Port

EA-2CBL-1

Port 2 /

Ethernet via Switch Stride™
- Ethernet Switch

10/100 Base-T
| (such as SE2-SW5U)

C-more
EA9-RHMI

Ethernet CATS
Cable Auto MDI / MDI-X
Ethernet Port

C-more
EA9-RHMI

Ethernet CAT5 Auto MDI / MDI-X
Cable Ethernet Port
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Chapter 2 - Specifications

Specifications

The C-more® RHMI Operator Interface is the next generation of HMI brought to you
by AutomationDirect. It has been designed to display and interchange graphical data from

n a PLC by connecting a monitor and USB mouse or compatible touch screen or accessing
screens remotely from a PC or smart device app.

EA9-RHMI Specifications

0to 50°C (32 to 122°F); Maximum surrounding air temperature rating: 50°C (122°F)
IEC 60068-2-14 (Test Nb, Thermal Shock)

Altitude Up to 2000m (6562ft)

-20 to +60°C (-4 to +140°F)

IEC 60068-2-1 (Test Ab, Cold)

IEC 60068-2-2 (Test Bb, Dry Heat)

IEC 60068-2-14 (Test Na, Thermal Shock)
Humidity 5-95% RH (non-condensing)
Environment For use in Pollution Degree 2 environment, no corrosive gases permitted
(EN61131-2)

EN61000-4-2 (ESD): 4kV (Contact Discharge)
2kV/4kV/8KV (Air Discharge)

ENG61000-4-3 (RFI): 10V/m (80MHz-1GHz), 3V/m (1.4GHz-2.0GHz)
1V/m (2.0GHz-2.7GHz)

ENG1000-4-4 (FTB): 2kV, positve/negative, 5kHz (DC power port)

i i EN61000-4-5 (Surge): 0.5kV line to line
IO s 05k line to earth

EN61000-4-6 (Conducted): 10V, 0.15-80MHz

EN61000-4-8 (Power frequency magnetic field immunity): 30A/m
(Local test)

RFI, (145MHz, 440MHz 10W @10cm)

Operating Temperature

Storage Temperature

Impulse 1000V @ 1ys pulse
Withstand Voltage 1000VAC, 1 min. (FG to power supply )
Insulation Resistance > 10M ohm @ 500VDC (FG to power supply )
IEC60068-2-6 (Test Fc)
Vibration 5-9Hz: 3.5mm amplitude, 9-150Hz 1.0G

10 sweep cycles per axis on each of 3 mutually perpendicular axes
IEC60068-2-27 (Test Ea)

Shock 15G peak, 11ms duration, 3 shocks in each direction per axis,

on 3 mutually perpendicular axes

Specifications continued on next page

NOTE: The touch screen driver is designed to respond to a single touch. If it is touched at multiple points at the
same time, an unexpected object may be activated.
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EA9-RHMI Specifications (continued)

Emission EN55011 Class A (Radiated RF emission)
10.2-26.4 VDC Class?2 or SELV (Safety Extra-Low Voltage) Circuit or Limited Energy Circuit
Supply Power (LEC), Reverse Polarity Protected
Weight 0.59 Ib (269g)
Color Scale 65,536 colors
Project Memory 82MB

Number of Screens

Up to 999 screens — limited by project memory

Realtime Clock

Realtime Clock built into unit, backed up for 30 days at 25°C after power has been applied for

24 hours
&alendar ; Yes - monthly deviation 60 sec at 25°C
onth / Day / Year
Serial Port 1 15-pin D-sub female - RS2342C, RS-422/485
Serial Port 2 3-wire terminal block - RS-485

USB Port - Type B

USB 2.0 High speed (480 Mbps) Type B - Download/Program
Max cable length - 15 ft.

USB Port - Type A

USB 2.0 High speed (480 Mbps) Type A - for USB device options
ax cable length - 15ft
Bus Power — Less than 500mA at 5VDC

Supported Touch Screen ELO™ Single Touch Resistive/SAW, EETI eGalax Single Touch Resistive and pCAP
Ethernet Port Ethernet Port Ethernet 10/100 Base-T, auto MDI/MDI-X
SD Card Slot 1 slot. Supports max 2GB (SD,) max 32GB (SDHC)
HDMI Video Out HDMI Type A Port
) 120W
Power Consumption 1.0 A@12VDC
0.5A@24VDC
Maximum Inrush Currnet 15A @ 1ms

Recommended Fuse

2.5 A (part no. MDL2-5)

Internal Fuse
(non-replaceable)

4A

Agency Approvals

UL61010 (E157382), CE (EN61131-2), cUL Canadian C22.2, RoHS (2011/65/EU)
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Dimensions

Inches [mm]
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Communication Ports and Memory Expansion

SD Card Slot
EAS-RHMI
crul] PWR[f] .
Expansion Port
RUN[] ERR [f] (Right Side)
user[l] asoff| |,
Serial Communication
RS-485 i
— USB Port - Type A
Logic Ground USB Device Options
| + Pin Signal
— 1 |Vbus
EA9-3TB
2 D-
3 D+
4 GND
Port 1 n
PLC Serial Communications SHELL |Shield
RS-232C / RS-422 | RS-485
8 USB Port - Type B
;~/ Programming
2]
S Pin Signal
Pin Signal Pin Signal Pin Signal Im 1 |N.C.
1 |Frame GND 6 [LE (for DH485) 11 |TXD+ (422/485) E 2 |D-
2 |TXD (232C) 7 |CTs (232C) 12 |TXD- (422/485) E 3 |D+
3 |RXD (232C) 8 |RTS (232C) 13 |Term. Resistor 4 |GND
| -
4 |IN.C. 9 |RXD+ (422/485) | 14 [N.C. 8 Shell |Shield
5 |Logic GND 10 |RXD- (422/485) | 15 |N.C. 2
I

T

Eth

ernet 10/100 Base-T

PLC Communications,

Programming/Download

]

HDMI Port Video Out

1 8
Pin Signal Pin Signal
1 |TD+ 5 |Do not use
2 |TD- 6 |RD-
3 |RD+ 7 IN.C.
4 |do not use 8 |N.C.

HDMI Port Video Out

EA9-RHMI Video Qut Specifications

RD - 1200 ¢ 120
: - X
Resolution VGA - 640 x 480
XGA - 1024 x 768
Output \ Video Data - Same Screen as Panel
Sound Pass Through \ Does not support Mic sound Pass Through
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FEthernet Port

The Ethernet port can be used several ways: for programming the unit (downloading a
project), for PLC communication, and for the advanced features, such as sending e-mail, web
server, FTP access, and allowing users to access and control the HMI remotely.

The Ethernet connector is an RJ-45 Module jack.

Refer to http://c-more.automationdirect.com for the latest driver information.

USB Type B Port

Program C-more via the USB programming port. It’s fast and easy, with no baud rate settings,
parity, or stop bits to worry about. We stock standard USB cables for your convenience,

such as part no. USB-CBL-AB15. The USB type B port can be used to upload or download
projects to and from a PC (personal computer).

USB Type A Port

The USB type A port is a standard feature for all models and can be used to connect various
USB 2.0 HID (Human Input Device) devices to the HMI, such as:

* Industrial Monitor with a compatible touch screen or Mouse
* USB pen drives, (ADC p/n USB-FLASH)

* USB keyboards

* USB barcode scanners

e USB card scanners

C-more can log data to the USB pen drive as well as restore projects to the HMI from the pen
drive. You can also back up project files and HMI firmware.

NOTE: Output current is less than 500mA @ 5VDC.

Sound Interface (HDMI)

When connected to an HDMI device that supports audio over HDMI, C-more can play
warning sounds or pre-recorded messages such as “conveyor is jammed.” Various “Objects” in

the C-more programming software support sounds. C-more supports WAV type files. Sound
files are stored in the sound library.

Serial Communication Ports

2-6 |

Port 1

Connect to your serial controller network via Port 1. Port 1 is a 15-pin port that supports

RS-232 and RS-422/485.
Port 2

Connect your RS-485 network via Port 2. Port 2 is provided with a 3-wire removable
terminal block.
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Compatible Touch Screen Monitors
The C-more EA9-RHMI supports both ELO Resistive and SAW touch screens and EETI

eGalax Resistive touch screens starting with firmware version 6.53. EETI eGalax single-touch

pCap touch screens are supported with firmware version 6.70.

NOTE: Check with the monitor manufacturer to make sure the monitor you purchase uses one of the drivers listed

below.

Capactive, single or multi-touch touch screens are not supported

The manufacturers and models that have been tested at the time of firmware version 6.70

release are:

EA9-RHMI Compatible Touch Screen Monitors

Minimum

Manufacturer / Distributor Models Driver Firmware Support Website
Version

AutomationDirect Atlas ELO 6.53 | https://automationdirect.com
Hope Industrial Systems |- xVxx Resistive Touch Screen Models ELO 6.53 | https://www.hopeindustrial.com
ELO All Resistive and SAW Touch Screen Models| ELO 6.53 | https://www.elotouch.com
Advantech IDS-3215R-40XGA1E Touch Screen Monitor Iggsailsat)i(vé 6.53 | https://www.advantech.com
Tru-Vu VMTR-15C-24 Touch Screen Monitor Iggsailsat)i(v;e 6.53 https://tru-vumonitors.com
Dynics FX15PTUMAD Touch Screen Iggglsat)i(v;z 6.53 | https:/www.dynics.com
Tru-Vu ZBMT-18.5-R e%%'g; ) 6.70 | https://tru-vumonitors.com
Advantech FPM-221W-P4AE e‘g%'g; | 670 |httpsy/Awww.advantech.com

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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Handling External Memory Devices

Weriting to External Memory Devices

Different types of numeric and text data from the C-more HMI can be stored on an SD card
or a USB memory device. Numeric data from Line Trend Graph and PID Faceplate Trend
Graph objects may be stored. Text data from Lookup Text and Multi-state Text objects can
also be stored.

Up to 16 objects may be configured in the C-more programming software to log data. Along
with the 16 object limit, available storage on the external memory device is subject to the
memory capacity of the SD card or USB memory device. One log file is created in a 24 hour
period for each object. Additionally, logging data is initially stored in the buffer in the panel
MRAM and data is written to the external memory device when one of the following occurs:

* When 2kB of data is cached

* When 20 records have been stored

* Periodically, once every 1 minute

* When one of the “SYS Copy LogTo %device%” or “SYS %device% Eject” tags is turned on
* When there is an email or FTP action

* When the System Screen is called

* When the panel date is changed

Memory Device Formatting
Memory Devices should be formatted according to the following guidelines to ensure best
performance and integrity of logged data.

Item Capacity Supported Resolution | Supported
up to 2GB FAT Yes
USB Memory Device 4GB to 32GB FAT 32 Yes
64GB or larger exFAT Yes
Type
SD up to 2GB FAT Yes
R SDHC 4GB to 32GB FAT 32 Yes
SDXC exFAT No

SD cards must be formatted using the SD formatter provided by the SD Association at
www.sdcard.org using the standard allocation unit size for best performance.
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Minimizing Data Errors

To minimize data errors when logging data to external memory, consider the following:
* Do not turn off power to the C-more HMI while the external memory device is being accessed.

* Do not remove any external memory device when the device is being accessed by the C-more panel. E

The following internal tags should be used to monitor, access and safely remove external
memory devices:

SYS SD1 WriteStatus

SYS USB WriteStatus

SYS Copy LogToSD1

SYS Copy LogToUSB
SYS SD1 Eject

SYS USB Eject

SYS SD1 ReadyToUse
SYS USB ReadyToUse

* Be sure to back up the memory device at regular intervals.

* If you suspect the memory device is bad, you may want to use a PC to re-format the device, or use a
known good memory device.

* The number of times the memory device can be written to is limited. Consequently, logging
frequently will shorten the service life of the memory device. Using slower sample rates will increase

the life of the device.

Monitoring Available Memory

Each external memory device can be monitored and events can be configured to alert the user
when available memory is approaching the maximum capacity of the external memory device.
The following internal tags allow external memory devices data to be monitored:

SYS SD1 TotalMemory
SYS SD1 FreeMemory
SYS SD1 UsedMemory
SYS USB TotalMemory
SYS USB FreeMemory
SYS USB UsedMemory

Refer to the C-more programming software online help files for additional information on
system tags and managing data logging devices.
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File Name Limitations

E

There is a limit of 999 file names with the same first four characters. Internal file names
are restricted by the DOS 8-character-dot-3-character limit. Therefore trend log files are

identified internally by the first four characters of the object name plus tilde plus a three digit
number.

Examples are:

TREND GRAPH EAST CHILLER TEMP_130925.txt is saved internally as TREN-001.txt
TREND GRAPH WEST CHILLER TEMP_130925.txt is saved internally as TREN-002.txt

As new log files are created in each 24 hour period, these files count against the maximum of
999 files. If multiple graph objects appear on one screen, the files will be identified internally
by the first two characters of the screen name plus the first two characters of the object name
plus tilde plus three digit number.

To maximize storage capabilities on external memory devices, use screen names that have
unique characters in the first four digits and object names that are unique in the first two
characters.

NOTE: When the 999 filename limit is reached, the oldest files will automatically be deleted and logging will
continue.

Power Loss Retention

2-10 |

When a power loss is detected, the panel will attempt to complete all data logging operations
safely.

The power retention while using a DC power supply is not long enough to complete writes to

an SD Card or USB device. An Uninterruptable Power Supply (UPS) should be considered.

Power Loss Detection (at 25°C)
Power Supply Detect Loss
DC (Panel only) 8.9 VDC
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Chapter 3 - Accessories

Accessories Overview

J
3
/\h

/S

C-mare EA9-RHMI
EA-COMCON-3A

Part Number Description

EA-ECOM Ethernet communication expansion module, (1) RJ45 10/100 Mbps Ethernet port.

Q- SD memory card for non-volatile storage, 2GB industrial grade. 85°C maximum operating temperature
EA-SD-CARD makes it suitable for data logging in industrial applications.

USB-FLASH USB Flash drive, SanDisk, 32GB

EA-COMCON-3A | DSUB port adapter, 15-pin male to 6-pole RS-422/485 terminal block, straight cable entry
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EA-ECOM Ethernet Communication Module

The EA-ECOM Ethernet Communication module plugs into the expansion port on the
C-more EA9-RHMI to allow a second Ethernet communication port for programming and

PLC communications at a speed of 10/100 Mbps.
EA-ECOM
Dimensions: Inches [mm)] n
PANEL CONNECTION
A

A
( EREEREEEEEE L] )

Link Status LED (Green) [gk{gj

Ethernet Linked m
[elilNo Ethernet Comm.

K —
B Comm. Activity 1 8

LINK
/ACT

AAAAAARA Hi\ﬁ—/
EA-ECOM Specifications

Part Number EA-ECOM

00 50°C (32 to 122°F)
Maximum surrounding air temperature rating: 50°C

— ETHERNET

Operating Temperature

Storage Temperature —20 to +60°C (4 to +140°F)
Humidity 5-95% RH (non-condensing)
Environmental Air For use in pollution degree 2 environment

Vibrati IEC60068-2-6 (Test Fc), 5-9 Hz: 3.5 mm amplltude1(?/1 50 Hz: 1.0 G, sweeping, at a rate of 1 octave/min.
ibration
10 sweep cycles per axis on each of 3 mutually perpendicular axes

Shock IEC60068-2-27 (Test Ea), 15G peak, 11ms duration, three shocks in each direction
per aX|s on3 mutua perpend|cular axes (total of 18 shocks)

NEMA 1CS3-304

Noise Immunity RFI, (145MHz, 440MHz 10W @ 10cm)
Impulse 1000V @ 1ys pulse
Emission EN55011 Class A (Radiated RF emission)
GE (EN61131-2), UL508, CUL Canadian C22.2
Agency Approvals To obtain the most current agency approval information,
see the Agency Approval Checklist section on the specific part number's web page
Mounting Torque 50 0z:in [0.35 N-m]
Weight 0.23 1b [105g]
Ethernet Specification Conforms to IEEE802.3
Communication Speed 10/100 Base-T (Automatic Negotiation)
Cable Specification Category 5
Auto MDI / MDI-X Yes
Connector Type RJ45
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D-SUB 15-pin to Terminal Block Adapter

The EA-COMCON-3A adapter is plugged into the 15-pin serial port on the front of the
EA9-RHMI to allow wire terminal connections for RS-422/485 PLC communication cables.

n EA-COMCON-3A is NOT UL Recognized or Listed.

EA-COMCON-3A

Dimensions

inches [mﬂ

0.60
[15.3]

* Q
ﬁ 2.07
[52.6

|

0.68
[17.4]

Units: inches [mm]

1.70 ‘
~ 32

D-SUB 15-pin to Terminal Block Adapters
(P/Ns EA-COMCON-3 & EA-COMCON-3A)
Wiring Diagram 5
GND @ GND
Terminals 12
SD- ® TXD-
sb+ @ Mrxps
RD- @ mRXD—
RD+ @ J RXD+
TERM @) Prerm

3 -4 I ° EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K



Chapter 3 - Accessories

SD Card

SD memory card for non-volatile storage, 2GB industrial grade. 85° C maximum operating
temperature makes it suitable for data logging in industrial applications. Recommended for
C-more EA series. The EA-SD-CARD utilizes SLC technology so it is the fastest option
for writing and storing data. If logged data is saved to external memory, AutomationDirect

recommends using an EA-SD-CARD. n
EA-SD-CARD

— | type when reading and writing data. SLC flash has the longest lifespan of flash types and can operate in a broader

s2eety  NOTE: SLC Flash memory utilized by EA-SD-CARD has the advantage of being the most accurate flash memory
ﬁ —— | temperature range than other types.

EA-SD-CARD with SLC Flash memory is recommended for industrial workloads that require heavy read/write cycles.

USB FLASH Drive

USB-FLASH sold by AutomationDirect has been tested with C-more HMIs and is Hi-Speed
USB 2.0 certified. The EA-SD-CARD is the best option for logging data, but the USB-
FLASH is a high quality flash drive perfect for transferring log files, capturing screens, backing

up and restoring projects and storing images for the Image Viewer object.

USB-FLASH
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Chapter 4 - Installation and Wiring

Safety Guidelines

NOTE: Products with CE marks perform their required functions safely and adhere to relevant standards as
specified by CE directives provided they are used according to their intended purpose and that the instructions in
this manual are adhered to. The protection provided by the equipment may be impaired if this equipment is used in
a manner not specified in this manual. A listing of our international affiliates is available on our website: http:/www.
automationdirect.com

WARNING: Providing a safe operating environment for personnel and equipment is your responsibility
and should be your primary goal during system planning and installation. Automation systems can

fail and may result in situations that can cause serious injury to personnel or damage to equipment.

Do not rely on the automation system alone to provide a safe operating environment. You should use
external electromechanical devices, such as relays or limit switches, that are independent of the PLC
application to provide protection for any part of the system that may cause personal injury or damage.
Every automation application is different, so there may be special requirements for your particular
application. Make sure you follow all national, state, and local government requirements for the proper
installation and use of your equipment.

Plan for Safety

-2 |

The best way to provide a safe operating environment is to make personnel and equipment
safety part of the planning process. You should examine every aspect of the system to
determine which areas are critical to operator or machine safety. If you are not familiar with
control system installation practices, or your company does not have established installation
guidelines, you should obtain additional information from the following sources.

* NEMA — The National Electrical Manufacturers Association, located in Washington, D.C.

publishes many different documents that discuss standards for industrial control systems. You can
order these publications directly from NEMA. Some of these include:

ICS 1, General Standards for Industrial Control and Systems
ICS 3, Industrial Systems
ICS 6, Enclosures for Industrial Control Systems

* NEC — The National Electrical Code provides regulations concerning the installation and use of
various types of electrical equipment. Copies of the NEC Handbook can often be obtained from
your local electrical equipment distributor or your local library.

* Local and State Agencies — many local governments and state governments have additional
requirements above and beyond those described in the NEC Handbook. Check with your local
Electrical Inspector or Fire Marshall office for information.
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Introduction

The installation and wiring of the C-more® EA9-RHMI requires selecting an appropriate
location for the HMI in the control cabinet that it will be mounted in, securing the unit to
the DIN Rail or mounting it to the back panel of the enclosure with screws, and connecting
the appropriate power source to the HMI.

This chapter covers the proper mounting of the EA9-RHMI and connecting power. Once
power is applied to the unit, the user will want to read Chapter 5, System Setup Screens,

in order to set the internal time and date for the unit, become familiar with the HMI test n

features, and check memory options.
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Mounting

DIN Rail Mounting
EA9-RHMI can be mounted vertically on a standard 35mm x 7.5mm height DIN rail
(Standard: CENELEC EN50022).

1. Pull the bottom retaining tab of the EA9-RHMI down.
2. Position the EA9-RHMI on the DIN rail.
3. Push the retaining tab up until it clicks to secure the EA9-RHMI on the DIN rail.

@

—_—

®
®

Panel Mounting

EA9-RHMI can be mounted vertically on a panel using the tabs located on the back of the
unit.

1. Fully extend the three mounting tabs located on the top and bottom of the unit.
2. Secure to a panel using three #8 standard or M4 metric screws and appropriate hardware.

4@

~

e Y

7 @
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Mounting Clearances

The following drawing shows the mounting clearances for the C-more RHMI. There should
be a minimum of 2 inches of space on top and sides and 3 inches on the bottom from the
nearest object or obstruction. There should also be a minimum of 1.75 inches of space in
front of the unit to allow for the bend radius of any cables attached.

1.75” 2.0”
[44 mm] e [51 mm] n

2.0" 2.0”
[51 mm] [51 mm]

3.0”
[76 mm]
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Wiring Guidelines

O
.

WARNING: To minimize the risk of potential safety problems, you should follow all applicable local
and national codes that regulate the installation and operation of your equipment. These codes vary
from area to area and it is your responsibility to determine which codes should be followed, and to
verify that the equipment, installation, and operation are in compliance with the latest revision of these
codes.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation,
or operation.

If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call technical support at 1-800-633-0405 or 770-844-4200.

This publication is based on information that was available at the time it was printed. At
Automationdirect.com® we constantly strive to improve our products and services, so we reserve

the right to make changes to the products and/or publications at any time without notice and without
obligation. This publication may also discuss features that may not be available in certain revisions of
the product.

Agency Approvals

16 |

Some applications require agency approvals for particular components. C-more agency
approvals are listed below:

¢ UL (Underwriters’ Laboratories, Inc.)
e cUL (Canadian Underwriters’ Laboratories, Inc.)

* CE (European Economic Union)
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Wiring Guidelines (cont’d)

Providing Power to the HMI

* Connect a dedicated 12-24 VDC Class 2 power supply to the DC connector on the front of the
C-more EA9-RHMI, include wiring the ground terminal to a proper equipment ground

* Then turn on the power source and check the LED status indicators on the front of the C-more

EA9-RHMI for proper indication (see next page)

solenoids or relays, the transients caused by these loads can affect the operation of the unit or damage HMI

NOTE: A dedicated power supply is recommended. If the power supply also feeds inductive loads such as
components. n

DC Power Wirin

Recommended Fuse

Rating ADC part number
25A MDL2-5

Equipment
Ground

12-24VDC

Tightening Torque
Power supply cable torque | 32-35 oz-in (0.22-0.25 Nm)

& Warning: Use 60/75°C copper conductors only.
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C-more LED Status Indicators

State

System Status LEDs
- CPU Green/Red/Orange
- RUN Green/Red/Orange

- USER Green/Red/Orange

Reset Button

i

RUN / STOP Switch

Receive Green
Port 2 Serial Port
Transmit Green

Receive Green
Port 1 Serial Port

Transmit Green

LED

Status

Loading 0S

CPU Running Normal

Project Loaded and Running

System Status LEDs
- PWR Green
- ERR Red

SD Status Green

USB Status Green

RUN

ERR

No User Project

Password Required

Errors

Power Loss Detection

Memory Error

0S Error

Watch Dog Time Out

No Log Storage Found

General Error*

Warning*

Mode

Recovery Mode

Safe Mode

*Note - See Chapter 8 - Troubleshooting for General Error and Warning explanations.

3-8 |
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Reset Button

Reset Button

Push Action Behavior Note
Push for <15 seconds Reboot the EA9-RHMI
Push for >15 seconds Reset to factory default The project is cleared and all settings are initialized.

Hold down the button and
power on the EAQ-RHM| | System recovery mode

Recovery tool installed with software and a USB
connection is required to recover the panel.

The Error LED will be RED and the CPU LED will
blink ORANGE. See “No System Found” in Chapter
8 - Troubleshooting

RUN/STOP switch
RUN / STOP Switch
Position Behavior Note
. : : If no project is loaded in the HMI, the
RUN Project will run if present and the | 1 ecca50 “No Program Found” will be

RUN LED will be green

displayed. The RUN LED will blink orange.

The project and any logging
displayed.

If a password has been set up for the System

STOP stops and the System Screen is Screen, the RUN LED will blink orange.

Power on the EA9-RHMI
while in the STOP position

displayed

After the project is loaded into
memory the System Screen is A System Screen password is ignored.

User Defined LED

The user defined LED on the EA9-RHMI can be controlled from the project to illuminate

red, green or orange. It can also be configured to blink these colors. Refer to the online help
file provided with the programming software for details.

EA9-RHMI Beep
Beep Functions

Function Beep Pattern
Boot 1-long, 2-short
Boot Error* 3-long
HDMI Connected 3-short
Reset to Factory Defaults | 14 short beeps progressively closer together followed by 1-long beep.
Blink Screen 5-long
*Boot Errors

Multiple Projects

Write Protected SD Card

No Log Storage Found

System Screen (RUN/STOP switch in STOP position)

Password Protected
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Introduction

The C-more EA9-RHMI includes a series of built-in System Setup Screens that allow

the user to view detailed information about the HMI; adjust certain features; configure
communications; test various functions of the HMI; backup and restore firmware, recipe, log
and project memory; clear memory and reset all values and conditions back to the original

factory defaults.
The four Main Menu selections are:
Information
The information tabs display details about the HMI model; the HMTI’s
B name; version information for the hardware, boot loader and firmware;
clock source, and beeper status. Other tabs display details on the

HMTP’s internal memory and the status of any external memory devices.
Communication port details are available in this area, as well as an error log to help in
troubleshooting the system

Setting
This is the area for (1) making adjustments to the internal clock,
(2) setting the IP addresses (3) adjusting (calibrating) a connected touch
screen, (4) enabling or disabling the internal beep, and (5) enabling or
disabling a mouse pointer.

Test Menu

From this sub menu, the user can (1) test the a connected touch
screen, (2) test a connected display, (3) test the user LED (4) test the
communication ports, and (5) test both the internal beeper. A WAV
sound file is system provided for the audio output test.

Memory

Select the Memory menu item to either backup or restore your project,
log data, recipe data and/or system memory. Selections can be made to
backup to optional SD card memory or USB pen drive memory. The
menu selections also give the user the ability to clear the memory, and
there is also a selection to reset all of the HMI settings back to the original factory defaults.
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Accessing the System Setup Screens

There are three ways to access the System Setup Screens in the EA9-RHMIL
1) On the HMI by moving the RUN/STOP switch to the STOP position
2) From a connected compatible touch screen using the Key Button Object

3) From the C-more Software and using the RHMI USB Remote utility

With no project loaded
To access the Main Menu of the HMI System Setup Screens prior to downloading a project,
move the RUN/STOP switch to the STOP position as shown below. If a display is attached
to the EA9-RHMI, the Main Menu will be displayed.
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With project loaded
To access the Main Menu of the EA9-RHMI System Setup Screens with a project loaded into
memory, move the RUN/STOP switch to the STOP position.

If the RUN/STOP Switch is not accessible, a Key Button Object can be added to a screen
in the C-more HMI project to access the System Screens. See the C-more Programming
Software Help File Topic, “Key Button Object” for more information.

If the Key Button is used and no system screen password is enabled, the following
WARNING dialog box will appear on the connected screen:

* Pressing OK will display the system setup screen.
See the WARNING below!
A System Screen Called * Pressing Cancel will take you back to the project screen.
* Communication with the PLC is active while the
Activating System Screen will stop the Warning is displayed.
Panel Run Mode. . . . .o
Do you want to continue? * The dialog box will close if no action is taken for 60
seconds.
* The dialog box will not display if the HMI does not have
| oK | | Cancel | a project loaded.
* The dialog box will display after a valid password is

entered if the System Screen password is enabled.

and PLC will cease. In addition, moving the RUN / STOP switch to the STOP position does not
display this warning. This is why it is strongly recommended that the password system tag “SYS
SYSTEMSCREENPW” be enabled to add a safeguard step in accessing the system setup screens. See
the next section for an overview of how to set the System Tags in the Event Manager Database.

: WARNING: This will STOP the PLC driver and therefore all communications between the EA9-RHMI
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Using RHMI USB Remote

Another option for seeing the System Screens is through a PC connected by USB to the
EA9-RHMI.

In the C-more programming software, double click Panel Information in the Panel tab on the
navigation window as shown below or select Panel Information in the Panel menu.

Select RHMI USB Remote. The RHMI USB Remote displays the same screen that is shown
on a connected HMI monitor.

NOTE: The RHMI USB Remote selection is only available if the panel is connected to the PC by a USB cable.

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K

| s



- Chapter 5 - System Setup Screens

Select Enable Panel Operation. This allows the screens to be clicked with a mouse and
operated as if you were touching a touch screen connected to the HMI.

If the HMI's RUN/STOP Switch is in the RUN position, you can select STOP under Panel
Switch Position to see the System Screen. If the Switch is in the STOP position already, the
System Screen will already be displayed.

For more information see the Help File topic Panel Tab - Panel Information.
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System Setup Screens

Clicking the OK button will open the Main Menu as shown below. You can then proceed to
the other system setup screens.

Password Protecting System Screen Access

NOTE: If the password system tag SYS SYSTEMSCREENPW is enabled, the Enter Security Code keypad shown
below will open. The procedure to enable the SYS SYSTEMSCREENPW is detailed below.

Entering the correct password will display the HMI Run Mode warning dialog described previously. PLC
communications continue while the keypad is displayed. The keypad will timeout after 60 seconds.

Enter Security Code

ann

- I 0 I‘ CL Cancel
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System Setup Screens — Enable Password in Software

Under the C-more Programming Software’s Navigation window, select the Function tab, then
double click on “Alarm Action” to display the Event Manager Database shown below:

\

Click on the Add button
to add an event to the
database that will be used
to enable the System
Screen Password.

5 -8 I ° EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K



Chapter 5 - System Setup Screens -

System Setup Screens — Enable Password (cont’d)
The Event Add dialog box will be displayed as shown.

®

Click on the Tag Name: pull down menu and select the internal System Bit On
(SYS BIT ON) tag as shown. This will force the tag event type to be continuously active.

@

Tag Name: SYS BIT ON
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System Setup Screens — Enable Password (cont’d)

Use the Event Name: text box to document the event as “System Screen PW” for record
keeping This is optional.

In the Action box, click once on the displayed 01-Alarm under the Sequence List: so that
01-Alarm is highlighted. Then click the Delete Action button to remove the 01-Alarm.

Event Name:

®

Delete Action

@ The Sequence List will
/ now be cleared out.
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System Setup Screens — Enable Password (cont’d)
In the Action box, click on the Add Action... button. This will bring up the Add Action

dialog box as shown below:

@

Add Action

Click on the Tag button.
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System Setup Screens — Enable Password (cont’d)

A 01-Tag action item will then be added to the Sequence List.

Click on the Tag Name: pull down list down arrow in the Action box’s Tag tab, select
SYS SYSTEMSCREENPW from the list, and click OK.

SYS SYSTEMSCREENPW
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System Setup Screens — Enable Password (cont’d)

Enter a numeric value into the Value: box, such as “777”. This value becomes the Password
code to access the System Setup Screen’s Main Menu.

@ Password Value - 777

Click the Add button in the Event Add dialog box and then the Close button to return to
the Event Manager Database. You now will see that the first event in the database is for the
System Screen Password and it is enabled.

@
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System Setup Screens Flowchart

Main Menu

5-14 |

General/Memory/Ethernet/

— Information

Error

— Setting

Adjust Clock

IP Address Setting

Adjust Touch Panel
(Touch Screen Calibration)

Beep

Mouse

—i Test Menu f

Test Touch Panel

Test Display

Test User LED

Test Communication Port

Test Beep/Sound

—‘ Memory

Backup

Restore

Clear Memory

Reset to Factory Default
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Main Menu

The Main Menu system setup screen is the top layer in
the menu structure.
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Information Menu

Information - General tab

The General tab under the Information
menu provides detailed information about
the C-more HMI.

Item No Function Description Comments
EA9-T6CL-R
EA9-T6CL
EA9-T7CL-R
EA9-T7CL
EA9-T8CL
1 Panel Type EA9-T10CL Model Number
EA9-T10WCL
EA9-T12CL
EA9-T15CL-R
EA9-T15CL
EA9-RHMI
! ) ! The default panel name is the model
The panel name is configured in the
2 Panel Name programming software and saved with a g%‘?ﬁgegaﬂglsl\m\eclg‘gg{eg efebﬁ%
project. T8CL-0022C4.
The version identifications provide . o . )
3 Version information on the components and rF*Igfsﬂgemde in the C-more HMI's
firmware in the panel Y-
4 Clock Internal/External clock selection. g?ggfg%%j”']g tggﬁ‘\’;\;’a';gr e
Configurable in the Setting Menu —
5 Beep Status of the internal beeper. Beeper shown on page 5-23 or in
the C-more Programming Software.
6 Project Boot Storage The location of the current project. Built-in flash, SD1
HDMI connection to an external screen.
7 HDMI Only models with HOMI port Connected, Not connected
8 Main Menu Press to return to the Main Menu screen. pMa%ig Menu shown on previous

5-16 |
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Information - Memory tab
1. Memory components - Status of each memory
component - SDRAM, MRAM and Built-in Flash
are internal memory components. When external
memory devices are installed in the panel they will be
@ included in this list : SD and USB.

® 6 s

2. Resource Monitor - Selecting Resource Monitor
displays the CPU and runtime memory usage
percentage. This window will remain open after
exiting from the system screen. This allows for
monitoring the panel resources while the project
is running. Pressing the Error List button expands
the window to show the PLC communication error
list in real time. Press OK once to remove the Error
List. Press OK again to close the Resource Monitor
window.

3. Main Menu - Press to return to the Main Menu
screen - Main Menu shown previously
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Information - Ethernet tab

ON

Item No.

QONNO

Function

Ethernet
(Link: Online)

Description

Ethernet Settings:

MAC Address: 00 DO 7C XX XX XX
Address Type: DHCP/Static

IP Address:

Subnet Mask:

Default Gateway:

DNS: 1) Automatically
2) Use Designated Address

Comment

Configurable in the Setting Menu
- IP Address Setting shown in
this section or in the C-more
Programming Software.

Option Unit

Opens Ethernet settings for optional
EA-ECOM if connected.

Option
(Link Online)

Ethernet Settings:

MAC Address: 00 DO 7C XX XX XX
Address Type: DHCP/Static

IP Address:

Subnet Mask:

Note: Option Unit uses the same Default
Gateways as ltem 1 - Ethernet

Press to return to the Main Menu screen.

5-18 |
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Information - Error tab

R PP

Z | \ Error message format

Navigation buttons

@

Error Message Format:

Iltem No.

Function

® oo B

Comment

Order of error message functions:
Error Number, Date, Time, Error Port, Device Name, Error Type, PLC Address, Access Bytes, Error Message

Description

the error.

Access Bytes

The number of access bytes.

Error Message

The error message is the same as the
message displayed in the upper left of the
C-more HMI's connected display.

1 Date Format: MM/DD/YY Date error occurred.

2 Time Format: HH/MM/SS Time error occurred.
PLC Serial Communications Port:

3 Error Port Ethernet:

: : N Device names are configured in the

4 Device Name The name of the device reporting the error. programming software. Panel Manager
RD: Read

5 Error Type WT: Wit

6 PLC Address The assigned address of the PLC that caused

7

8

A list of Error Massages is shown in
Appendix A

Error Message navigation buttons:

Item No. Function Description Comment

Press to clear all error messages. This Errors are also cleared with firmware is

1 Clear button is grayed out when there are no error | updated on the panel. Errors are not cleared
messages to display. on power cycle or project transfer.
Press to go to the next page. This button is

2 Page Down grayed out when there is no error messages
on the next page.
Press to go to the previous page. This

3 Page Up button is grayed out when there is no error
messages on the previous page.

4 Main Menu Press to return to the Main Menu screen.

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K
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Setting Menu

The Setting Menu is used to adjust the time & date,
adjust the contrast or brightness of the display, enter
the IP address settings, adjust (calibrate) the connected
touch screen, enable or disable the internal beep and

@ @ turn on and off the mouse cursor .

Item No. Function Description Comments
1 Adjust Clock Press to go to the Adjust Clock screen.
The IP Address can also be set from
2 IP Address Press to go to the IP Address screen tphrgjgg?gramming software or by the
3 Adjust Touch Panel Press to go to the Adjust Touch Panel screen.
4 Beep Press to go to the Beep screen.
5 Mouse Press to go to the Mouse screen.
6 Main Menu Press to return to the Main Menu screen.
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Setting — Adjust Clock

@

@ G

Iltem No.

Select

Function

@

Description

Time: Each press of the Select button will
cycle thru the following settings.

1) No Selection to Hours

2) Hours to Minutes

3) Minutes to Seconds

4) Seconds back to Hours
Date: Each press of the Select button will
cycle thru the following settings.

1) Month to Day

2) Day to Year
3) Year back to Month

Comments

Up

Press to increment the value by “1” with
each press.

Down

Press to decrement the value by “1” with
each press.

0K

Press to accept the changes.

Cancel

Press to return to the Setting Menu screen
without accepting the changes.

NOTE: The function buttons used to adjust the clock settings on the panel’'s setup screen are disabled if an
External clock source is selected in the C-more programming software. The choice of an internal or external clock
source is available by selecting Clock Source in the C-more programming software under the Main Menu drop
down function Setup.

NOTE: The panel’s clock can also be adjusted from the C-more programming software. The Adjust Clock function
can be accessed in the software by selecting Adjust Clock under the Main Menu drop down function Panel or

selecting Adjust Clock under the Panel tab in the software’s Navigation window.
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Setting — Adjust Touch Panel
A compatible touch screen can be attached to the EA9-RHMI through the USB Type A port.
This procedure is used to calibrate a connected touch screen to ensure accuracy of the touch
areas. There are three points on the touch screen that the calibration is based around. The
adjustment relies on very narrow areas for the calibration points.

®
H o

Item No. Function

1 Start Calibration

Description

Press to begin the touch screen calibration

&9

Comment

2 Cancel

Press to return to the Setting Menu screen.

3 Points 3a thru 3¢

The touch screen calibration crosshairs will
appear individually in the order of point 3a
thru 3c respectively as each proceeding
crosshair is pressed.

Once all three points are touched,
select Accept, Redo or Cancel.

5-22 I * EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K




Chapter 5 - System Setup Screens -

Setting — Beep

This system setup screen function is used to enable or

disable the HMI’s internal beep function.

@
® ® B

Item No. Function Description Comments
1 Enable Beep Check to enable the internal beep.
2 0K Press to accept the changes.
Press to return to the Setting Menu screen
3 Cancel without accepting the changes.

NOTE: The project settings in the C-more programming software Panel Manager will override the HMI's internal
setting upon initial download.
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Setting — Mouse

This system setup screen function is used to enable/
disable the arrow mouse cursor on the connected screen.
It may be valuable to display the mouse cursor, for
example, when an external USB keyboard is connected
to the panel. The mouse cursor is enabled by default

when the EA9-RHMI panel is the panel used for a
project.

g ®

NOTE: The project settings in the C-more programming software Panel Manager will override the HMI's internal
—— | setting upon initial download.

s5-24 |
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Setting — IP Address Setting

~®

©)

®

®© O

Item No. Function Description Comment
“DHCP” is enabled as the default when this
system setup screen is first selected.
1 DHCP All of the other selections on this screen are
dimmed when “DHCP” is selected and are
not available.
The “Use the following IP Address” setting is | Note: If an Ethernet cable is not
) IP Address selected when its radio button is pressed. connected to the HMI from an
Use the numerical keypad to assign the IP | active Ethernet device, then the IP
address. Address will show as 0.0.0.0.
IP Address Select the field that needs to be assigned by ! :
3 Subnet Mask touching the entry value and use the keypad Egglh ;'géd can be independently
Default Gateway to enter the desired address. gned.
Bhe kﬁypad is us?(d to enter the r;L\ddégss:
se the numeric keys to enter the address,
4 Keypad 6.g: 192.168.10.1
“CL” = Clear value entered
. P Opens Ethernet settings for optional
5 IP Address (Option unit) | ERECOM T comectod. . O
6 0K Press to accept the changes and return to the
Setting Menu screen.
7 Cancel Press to return to the Setting Menu screen

without accepting the changes.

NOTE: The project settings in the C-more programming software Panel Manager will override the HMI's internal

setting upon initial download.
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Test Menu

@
H ©

@

®
®

The Test Menu gives the user the ability to test the
operation of a connected touch screen, test the LCD
display, test the various communication ports, and also
test the internal beeper.

®

Item No. Function Description Comments
1 Test Touch Panel Press to go to the Test Touch Panel screen.
2 Test Display Press to go to the Test Display screen.

T?sﬁs the ulser configurable LED on the front
of the panel.
3 Test User LED Refer to the online help file for details on the
configuration of this LED.
ok Press to go to the Test Communication Port
4 Test Communication Port | .. /oo
5 Test Beep/Sound Press to go to the Test Beep/Sound screen.
6 Main Menu Press to return to the Main Menu screen.
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Test Menu — Test Touch Panel

Using this test, normal or unusual
operation of the connected analog touch
screen can be determined.

Testing:
@ If an area of the touch screen is suspected

to be inoperable, touch that area of the
screen while in the Test Touch Panel
screen mode. The screen pixels should
turn black in that area. If the screen pixels
do not turn black when touched, then
the touch screen is defective or needs to

be calibrated. See Setting - Adjust Touch

Screen
Item No. Function Description Comments
1 Touch area Touch to turn on pixels on the screen. Both the title bar (Test Touch Panel)
and Cancel button can be drawn
across to test the touch operation.
2 Cancel Press to return to the Test Menu screen.

NOTE: The touch screen driver is designed to respond to a single touch. If it is touched at multiple points at the
same time, an unexpected object may be activated.
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Test Menu — Test Display

1) Test LCD

There are two different test patterns that may be run on the display to allow the user to check
for display screen defects. If an attached touch screen is not touched or a connected mouse is
not clicked within 3 seconds of Test Pattern 1 being displayed, then Test Pattern 2 will be
displayed until the screen is touched or a connected mouse is clicked, otherwise Test Pattern
1 will remain until cancelled.

Test Pattern 1 displays a test pattern of 16 grayscale graduations and RGB colors.

®
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Test Pattern 2 will follow the pattern as shown in the following chart with the color wiping
across the screen in the direction indicated by the arrows, then repeats:

1st Time 2nd Time 3rd Time 4th Time

T

Function Description Comments

P Press the screen anywhere except the If the Test Display screen is not
1 Touch the Test Display Gancel button and the shown Test Pattern 1 | touched, then in three seconds the
screen remains. display will move to Test Pattern 2.
2 Cancel (Test Pattern 1) | Press to return to the Test Menu screen.
Touch Anywhere Touch the sceen anywhere during Test
3 (Test Pattern 2) Egrté%ran 2 and return to the Test Menu

Test Results: If any pixels on the screen do not appear the same color as the surrounding
pixels, the screen may be defective.

2) Check Available Resolutions on External HDMI Display

This selection performs a check through the HDMI port and attempts to negotiate with a
connected display and determine all available resolutions.

NOTE: If the display is connected through a signal converter such as an HDMI-DVI converter, the negotiations may
not be sucessful and the available resolutions may not be correct.
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Test Menu — Test Communication Ports: Serial Ports

The following test can be used to check the operation
of the serial communication ports, with the use of

@ a loop back connector and can also check the serial
communications to any connected and configured PLC.

5 ®

Item No. Function Description Comments

The loop back test may be performed
on Serial Port 1 or Serial Port 3. Each
tab shows diagrams to assist the user
in building the loop back connector.

The loop back test checks the hardware
1 Loop Back Test components of the selected port for proper
operation.

The PLC must be configured for
yﬂ'é fﬁnctiﬁ)n aIIowg the ability(tjo selﬁctHa'W the selected port ][n the C-Fr)noreI

: that that may be connected to the rogramming  software ane
2 PLC Enquiry Test via a serial connection and checks to see if R/Ianager and transferred to the HMI
the communications are working correctly. before attempting the PLC Enquiry

test.
3 Cancel Press to return to the Test Menu screen.
RS-232 Loop-back Connector RS-422/485 Loop-back Connector
15-pin D-sub 7> cTs 15-pin D-sub
(male) RTS (male)
‘o
. inm Lo
Serial Port 1 11 0
TXD+ ,_%.
105 rxD- °
Iﬁlz ™
Wiring Diagram Wiring Diagram
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Test Menu — PLC Serial Comm Port — Loop Back Test

Test Results

1.) Bytes Sent:
The number of bytes sent after a test is started.

2.) Receive Counts:
The number of bytes which are received after the test is started.

3.) Error Counts:
The number of bytes which have not been received after the test is started.

4.) RTS/CTS Test: Pass/Fail
RTS is turned on and if CTS receives the signal then the test shows “Pass,” otherwise the B

test shows “Fail.”

NOTE: The test will continue to run until the Cancel button is pressed. If there are any error counts, check the loop
back connector.

| Test Comn. Port '

Serial ¢ Loor Back Test

COM3 Port
Butes Receive Errar
TEDRRD Sent Counts Counts
Test = g c}
RTS-CTS
Test FPass
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Test Menu — PLC Enquiry Test: Serial Connection
This function allows the ability to select any PLC that
may be connected to the HMI through the selected
serial comm port connection and checks to see if the
communications are working correctly.

NOTE: The communications protocol for the PLC
being selected must be configured the same as the
C-more HMI. The HMI's PLC serial communications
are configured using the C-more Programming
Software’s Panel Manager.

PLC Enquiry Test

Four test packets are sent to the selected PLC. The test result with return either Pass or Fail.
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Test Menu — Test Communication Ports: Ethernet
The following test feature can be used to check the
operation of the Ethernet communication port by
indicating if an Ethernet link has been established
@ or not. It can also check the status of the Ethernet

communications to any connected PLC.

Base featured models (-R) do not include an Ethernet
port. Therefore, this check is not displayed on -R
models.

NOTE: The communications protocol for the PLC
being selected must be configured the same as the
C-more HMI. The HMI's PLC serial communications
are configured using the C-more Programming
Software’s Panel Manager...

Item No. Function Description Comments

This area displays information on whether
or not an Ethernet link has been established
1 Ethernet Connected for the HMII's Ethernet comm port. Displays

panel’s IP address and shows whether it is
static or assigned by a DHCP server.

. - o The PLC must be configured for
This function allows the ability to select ! o
. any PLC configured in the project that may thr% Sgﬁf;[ﬁ?n p%’gf'tr\}\,g:g gawé)lre
2 PLC Enquiry Test be connected o the HMI via an Ethernet prog 9

Manager and transferred to the panel
before attempting the PLC Enquiry
test.

connection and checks to see if the
communications are working correctly.

3 Cancel Press to return to the Test Menu screen.

Example of displayed message when the HMI’s Ethernet port
is not connected. Note that the address resets to 0.0.0.0
even if it has previously been entered.

Typical Ethernet connection
with Ethernet switch

Stride™
Ethernet Switch
10/100 Base-T

(such as SE2-SW5U)

C-more
EA9-RHMI

Ethernet CAT5
Cable Auto MDI / MDI-X
Ethernet Port
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Test Menu — PLC Enquiry Test: Ethernet Connection
This function allows the ability to select any PLC
configured in the project that may be connected to the
HMI through an Ethernet port connection and checks
@ to see if the communications are working correctly.

PLC Enquiry Test

Following are the steps that the Ethernet PLC Enquiry Test performs:

NOTE: The communications protocol for the PLC
being selected must be configured the same as the
C-more HMI. The HMI's PLC serial communications
are configured using the C-more Programming
Software’s Panel Manager.

1) Ping the network 4 times for the PLC selected.
2) Four of the test read packets are sent to the selected PLC.

The test result will either be Pass or Fail. However, if the result of pinging the network shows
an error, the test is stopped.

Test Comm. Port I

Ethernet. ! FLC Ensuirdg Test
Selected PLC & HE-ECOM

Fing Test

Datal:Rerly from PLC:bwtes=32 time=ims TTL=128
DataziRequest timed out

DataZ:Resuest timed out

[Datad:Request timed out

Protocol Test
Datal:Test Fail.
Data2:Test Fail.
Data3:Test Fail.

Datad:Test Fail.
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Test Menu — Test Beep/Sound

The internal Beeper can be tested from this system
setup screen whether the Beeper is enabled or disabled.
After the Beep Test button is pressed and released, the
Beeper will sound for 500 msec.

@
@ B
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Memory Menu

@

The user’s project, Firmware and OS, log and recipes
files can be backed up to or restored from an SD
memory card or a USB memory device. From this menu
the user can also clear the project log files. The user also

has the ability to clear the memory within the C-more

@ HMI.
ltem No. Function Description Comments
Any USB 2.0 pen drive.
SD formats SD and SDHC are
supported. Capacity up to 32GB.
Backup project, Firmware and 0S, log & The backup data files are created and
recipe files to the following memory devices: COP'e(é t‘PEﬁ ff\)/llder on té‘e memory device
1 Backup USB port - Type A: USB pen drive name = emow opy-
SD Card Slot: SD card The project file is named
. StartupStorage.eas9
“Log” and “Recipe” folders with the
appropriate data files are also created on
the memory device.
AE]EICIJ\? on th% memory device named
. ) “EA_Memory Copy” must exist
Restore project, Firmware and 0S, log & containing aqyfile r?gmed “StartupStorage.
recipe files to the internal memory from one | g359”. The project data file is stored
2 Restore of the following memory devices: in this file, and if the system data file
USB port - Type A: USB pen drive was backed up, it also will be stored in
SD Card Slot: SD card this file. Any backed up log or recipe
data files will be located under the
appropriate “Log” or “Recipe” folders.
Clear selected data files from the memory . .
N Can only clear project, log and recipe
of the fllowing internal memory or external | S o he Buit-in PLASH memory.
3 Clear Memory Built-in FLASH Memo Can clear entire contents or individual
ry h ’
USB port - Type A: USB pen drive data files of external memory devices.
SD Card Slot: SD card
The HMI’s internal memory is set to the .
4 Reset to Factory Default original factory defaults. Clears all project memory.
5 Main Menu Press to return to the Main Menu screen.

5-36 |

NOTE: The Project is RESTORED to the panel from an external memory device. A project can be TRANSFERRED
to an SD card or USB memory from the programming software to be RESTORED to a panel that is not connected
to the programming software. This file has the .eas9 extension NOT the .eap9 extension of a projects SAVED from

the software.
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Project Executed from SD Card Slot 1

If the Project Storage/Boot Location is set to Auto or SD1 in the C-more software Panel
Manager, and an SD memory card is located in the SD Card Slot 1 at the time a project is
transferred to the panel, the project will be stored on the SD card and the Internal Project
Memory will be cleared.

If Slot 1 contains an SD memory card with a project and the HMI’s power is cycled, then the
project file stored on the SD card is loaded into the HMI’s internal memory and executed.
Any project in the internal FLASH memory is cleared.

WARNING: During power up with an SD memory card plugged into an SD card slot, do not remove the

& memory card from the slot. Damage to the SD memory card and possibly the HMI may result. B

WARNING: After a firmware update, the project files which are located in either the HMI’s internal
FLASH memory or an SD memory card plugged into an SD card slot are cleared. The programming
software will need to be used to transfer the project file back into the panel. If you wish to retain the
project on the SD memory card, power down the HMI and remove the SD card before performing a
firmware upgrade.

Increasing Project Memory Size using an SD memory card:

If a project is transferred to the panel with an SD memory card in SD slot 1, the Font and
Recipe data files are not included in the 82MB project size. Therefore using an SD memory
card can allow a project to be loaded that is larger than 82MB if the excessive size is caused by
Fonts and/or Recipe Sheets.
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Memory — Backup
The Memory - Backup selection allows you to backup
the panel’s Project, Log files, Recipe files or even
.~ the Firmware files to either an SD memory card or
/ USB pen drive. The available memory devices will be
displayed with their total and free memory.

If the device is not available, it will be grayed out. The
Next button is grayed out until a device is selected.

The Cancel button can be pressed at any time to return
to the Memory Menu screen.

This is an example of selecting a USB memory device to
write the backed up files to.

" The selected device is highlighted. Pressing again

deselects it.

Even if there is only one available memory device, it still
needs to be highlighted in order to go to the next step.

Press the Next button to continue to Step 2.

Please read the explanation for the availability of SD1 under different conditions that follow:
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Memory — Backup (cont’d)
SD Card Slot1 Availability Explanation:

SD1 may be unavailable (grayed out) if there is no card
in SD Slot 1 or the card in SD slot 1 has the project
currently running on the panel stored on it.

The project will exist on SD1 if the SD card

was installed in SD1 when the project was
TRANSFERRED to the panel by the C-more
programming software.

e B

If the panel is powered up or rebooted with an SD card
inserted into SD1 Slot, then the SD1 button’s Total
and Free memory will be displayed.
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Memory — Backup (cont’d)

NOTE: The following definitions are for the various file types that can be backed up:

Project data - consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file
name StartupStorage.eas9.

Recipe data — consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware - consists of the operating system, firmware and run time files. Included in backup file name
StartupStorage.eas9.

Log data - consists of the Alarm Log, Message Log and Trend Data Logging files.

Select the data file(s) to be backed up by pressing the appropriate data file button. The

B selection will be highlighted.

Pressing the highlighted data file button again will
turn it off.

The Next >> button will stay grayed out until at least
one data file is selected.

Any file type not available will be grayed out.

The Next >> button is now enabled.

Pressing Cancel will return to the previous menu.

Press the Next button to continue.

NOTE: In the case of the Project and Firmware files, these can be Restored later to another panel.

Recipe files can be edited externally from the panel and then Restored to the panel.

The Log files are for viewing purposes only.

See Memory - Restore later in this chapter for instructions on Restoring the Project, Firmware and/or Recipe files to
a Panel.
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Memory — Backup (cont’d)
Backup Data Files Naming and Organization

The following graphic shows how the various data files are organized on the memory device
when doing a Backup and also the file naming convention that is used when viewed in

Windows® File Explorer on a PC.

Folders

" / Backup memory device
—| = Removable Disk (F:) /

=| _J EA_MemoryCopy |_—"" Project & Firmware
StartupStorage.eas / backup file

=l _JLog
Alarm_080131.1x! e j Log backup files

Screenl.j /
ig / Recipe Sheet backup
= ) Recipe / files
Steel.csv
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Memory — Backup (cont’d)

The next system setup screen allows the verification of
the data file selections. When the OK button is pressed,
the backup begins.

The user can return to the previous screen by pressing
the << Prev button.

This message is displayed during the Backup copying
process. Press the Cancel button to abort the backup.

The following text is shown in the copying progress
message box:

Copy to USB Memory:
“Please do not Power Off and Remove USB”

Copy to SD1:
“Please do not Power Off and Remove SD”

WARNING: During the copying process do
not power off the HMI or remove the memory

device.

This message is displayed to indicate the Backup is
complete. Press the OK button to return to the previous
menu selection.
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Memory — Backup (cont’d)
Warning Messages

If the destination does not have enough space to store
the selected memory size, then the message shown here
will be displayed. Press the OK button to clear the

warning message.

The warning message will read “There is not enough
storage memory in %Device%.”

%Device% will show either “SD1” or “USB.”

This warning message will be displayed if the backup
Memory device fails or is removed during the backup.
Press the OK button to clear the warning message.

The warning message will read “Backup Failed.
“9%Device% cannot be found.”

%Device% will show either “SD1” or “USB.”

Refer to Chapter 8: Troubleshooting for additional
help.

For any other reason the backup fails, then this warning
message will be displayed. Press the OK button to clear
the warning message.

The warning message will read “Backup Failed.”

Refer to Chapter 8: Troubleshooting for additional
help.
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Memory — Restore
The Memory - Restore function is used to:

1.) Restore a project previously backed up on an SD
card or USB pen drive memory device to the same
panel. See Memory - Backup previously in this
chapter.

2.) Copy a project from one panel to another panel
using a memory device to physically transport the data

files.

3.) Restore a project into the panel that was

B transferred to an “External Memory Device” using the

C-more Programming Software.

4.) Restore Recipe Sheet(s) previously backed up to a
memory device or copied to the memory device using

a PC.

The available memory devices will be displayed
showing the total and free available memory for that
device. If the device is not available, it will be grayed
out. The Next button is grayed out until a device is
selected.

The Cancel button can be pressed at any time to
return to the Memory Menu screen.

This is an example of a USB memory device selected
to be the source for restoring the data file(s).

The selected device is highlighted. Pressing again

deselects it.

Even if there is only one available memory device, it
needs to be highlighted in order to go to the next step.

Press the Next button to continue to Step 2.

NOTE: If you have a memory device inserted into the proper port on the HMI, but it doesn't show up as highlighted
in Step 1 of the Backup setup screen, then try a different device to determine if the memory device is defective or if
there is a possible problem with the memory device connection. It may not be compatible with the panel. Some USB
pen drives are not USB 2.0 compatible and will not work with C-more HMIs. Some USB pen drives may take several
minutes before they are recognized by the panel.

SD cards must be formatted using the SD formatter provided by SDcard.org
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Memory — Restore (cont’d)
Please read the explanation for the availability of SD1 under different conditions as shown on
this page and the next.

SD1 Availability Explanation:

SD1 may be unavailable (grayed out) if there is no
card in SD Slot 1 or the card in SD slot 1 has the
project currently running on the panel stored on it.
The project will exist on SD1 if the SD card

was installed in SD1 when the project was
TRANSFERRED to the panel by the C-more

programming software.

If the panel is powered up or rebooted with an SD
card inserted into SD1 Slot, then the SD1 button’s
Total and Free memory will be displayed.

NOTE: The following definitions are for the various file types that can be restored:

Project data — consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file
name StartupStorage.eas9.

Recipe data - consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware - consists of the operating system, firmware and run time files. Included in backup file name
StartupStorage.eas9.

Log data — consists of the Alarm Log, Message Log and Trend Data Logging files.
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Memory — Restore (cont’d)

Select the data file(s) to be restored by pressing the
appropriate data file button. The selection will be
highlighted. The data file can be either the Project,
Firmware and/or Recipe files. The selected data is
restored to the internal built-in memory if there is no
SD card inserted into the SD1 slot.

Pressing the highlighted data file again will turn it off.

The Next >> button will stay grayed out until at least
one data file is selected.

Any file type not available will be grayed out.

This is an example of a file selected to restore.
The selected file is highlighted.

The Next >> button is now enabled.

Pressing Cancel will return to the previous menu.

Press the Next button to continue.

name StartupStorage.eas9.

NOTE: The following definitions are for the various file types that can be restored:
Project data — consists of the actual developed project data that is created in the C-more programming software
and includes all functionality, objects, screens, tag names, labels, comments, graphics, etc. Included in backup file

Recipe data - consists of all the data values and labels that have been created for the various recipe sheets.
Includes all recipe sheets loaded to the panel. Only recipe sheets used in the project are loaded to the panel.
Firmware — consists of the operating system, firmware and run time files. Included in backup file name

StartupStorage.eas9.

Log data - consists of the Alarm Log, Message Log and Trend Data Logging files.
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Memory — Restore (cont’d)
The data selected to restore is checked. If the data is
good, then the OK button can be pressed to start the
restore.

If there is a problem with the data, the OK button
will remain grayed out and the user can return to the
previous screen by pressing the << Prev button.

The problem could be caused by a corrupted data file.
See Chapter 8: Troubleshooting for additional help.

This message is displayed during the Restore process.
Press the Cancel button to abort the backup.

The following text is shown in the copying progress
message box:

Copy to USB Memory:
“Please do not Power Off and Remove USB”

Copy to SD1:
“Please do not Power Off and Remove SD card”

WARNING: During the copying process. Do
not power off the HMI or remove the memory

device.

This message is displayed to indicate the Restore
is complete. Press the OK button to return to the
previous menu selection.
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Memory — Restore (cont’d)
Warning Messages:

If the system memory does not have enough space to
restore the selected memory size, then the message
shown here will be displayed. Press the OK button to

clear the warning message.

The warning message will read “Not enough Memory
Space in System Memory.”

The Project size must be less than 40 MB.

This warning message will be displayed if the restore
Memory device fails or is removed during the backup.
Press the OK button to clear the warning message.

The warning message will read “Restore Failed.
“%Device% cannot be found.”

%Device% will show show “SD1” or “USB.”

Try using a different device with known good data in
the same connector or using the device that is causing
the error in a different connector.

For any other reason the restore fails, then this
warning message will be displayed. Press the OK
button to clear the warning message.
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Memory — Clear Memory

This function is used to clear individually selected
data files, or all data files, within the panel’s Built-in
Memory or any installed memory device such as a

USB pen drive or an SD card.

Select the memory device to clear. If the device is not
available, it will be grayed out.

The Next button is grayed out until a device is
selected.

The selected device is highlighted. Pressing again

/ deselects it.

When there are more than two available backup
devices, the one selected will be highlighted. If
another is selected, then the highlight will change to
the last one pressed. Only one device can be selected
at a time.

Press the Next button to continue.
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Memory — Clear Memory (cont’d)

Select the data file(s) to be cleared.

This is an example of an SD card or USB memory
that was selected in Clear Memory - Step-1.

The selected file will be highlighted. Pressing again

deselects it.

The Next >> button will stay grayed out until file(s)
are selected.

Selecting Clear All will erase all files located on the

memory device.
B This is an example of USB Memory that was selected

in Clear Memory - Step-1.

Notice the ability to select either the Project file, Log
files, Recipe files, or the System files.

ﬁ— NOTE: Firmware files cannot be cleared from internal memory.

This is an example of the Project data file being
selected for clearing.

The selected memory area is highlighted. Pressing
again deselects it.

The Next >> button is now enabled.

Pressing Cancel will deselect the file(s).

Press the Next button to continue.
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Memory — Clear Memory (cont’d)
The data file(s)selected to clear are checked. If the
dara file is good, then the OK button can be pressed
to start the clear procedure.

If there is a problem with the data file, the OK button
will remain grayed out and the user can return to the
previous screen by pressing the << Prev button.

Press the OK button to continue. B

This message is displayed during the clearing process.
Press the Cancel button to abort the clearing.

The following text is shown in the clearing progress
message box:

Clearing Built-in Memory:

“Please do not Power Off”

Clearing USB Memory:
“Please do not Power Off or Remove USB”

Clearing SD1
“Please do not Power Off or Remove SD”

& WARNING: During the clearing process, do not power off the HMI or remove the memory device.

The following message is displayed when the clearing
process is complete:

“9%Device% cleared”
%Device% will show either “SD1,” “SD2,” or “USB.”

Press the OK button to return to the Memory Menu
screen.
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Memory — Clear Memory (cont’d)

The following is an example of Clear All selected for
clearing.

The selected device is highlighted.

The Next >> button is now enabled.

B Pressing Cancel will deselect the Clear All

‘E NOTE: If Clear All is selected, all files will be erased from the memory device, even those not related to the C-more
HMI.

The data file(s)selected to clear are verified. If the data
file is good, then the OK button can be pressed to
start the clear procedure.

If there is a problem with the data file, the OK button
will remain grayed out and the user can return to the
previous screen by pressing the << Prev button.

Press the OK button to continue.

The warning message shown here will be displayed to
give the user the opportunity to decide if they want to
proceed or not.

Press the OK button to continue.

The Clear All process will start with a warning
message as seen in the first example and continue until
a message saying the device is cleared or a warning
message as shown on the next page appears.
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Memory — Clear Memory (cont’d)

The warning message shown here will be displayed if
the clearing process fails.

“Clear Failed.”

Press the OK button to return to the Clear Memory
screen and try again.

If the selected memory still fails to clear, then refer to
Chapter 8: Troubleshooting for additional help.
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Memory — Reset to Factory Default

After pressing the Reset to Factory Default button
from the Memory Menu, the message box shown

will be displayed.

Resetting to the Factory Defaults produces the
following actions:

1.) The project file is cleared.
2.) The log, recipe & WAV files are cleared.
4.) The IP address is set to DHCP.

WARNING: As a precaution, it is recommended to create a backup file to an SD card or USB storage
device using the Memory Backup function before resetting to factory defaults.

The message shown here is displayed once the Factory
Default values have been stored into the system
memory.

Press OK to continue.
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Chapter 6 - PLC Communications

Introduction

The C-more family of HMIs are capable of communicating with a wide variety of
Programmable Logic Controllers. C-more is capable of communicating over RS232,

RS422 and RS485 serial networks as well as Ethernet networks. It communicates with all
AutomationDirect PLC’s utilizing various protocols. C-more also communicates with other
brands of PLCs by their different protocols. The table on the next page lists all of the various
PLCs and protocols that can be configured. The page after the protocol table lists the various
serial communication cables that are available to purchase. The rest of this chapter is devoted
to showing the pin-to-pin connections of all the available cables plus wiring diagrams that
the users can refer to in order to construct their own cables, along with wiring diagrams of
cables that are not available for purchase. To simplify RS422/RS485 wiring schemes, we have
included wiring diagrams showing connections for available terminal connectors such as our

ZIPLink Communication Adapter Module, p/n ZL-CMA15, used for example with our
DL-06 and D2-260 PLCs.

If you have difficulty determining whether the particular PLC and/or protocol you are using
will work with the C-more series of HMIs, please contact our technical support group at 770-

844-4200

DirectLOGIC PLCs Password Protection

ﬁ

6-2 |

NOTE: Many DirectLogic PLCs support multi-level password protection of the ladder program. This allows password
protection while not locking the communication port to an operator interface. The multilevel password can be invoked

by creating a password with an upper case “A” followed by seven numeric characters (e.g. A1234567). Please refer
to the specific PLC user manual for further details.

C-more
DL-06 PLC EA9-RHMI

Serial Port

EA-2CBL-1

Port 2 /
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PLC Protocols
PLC Protocol Table
Model Protocols
. . Productivity Serial
Productivty Series Productivity Ethernet
Do-more al Do-more Serial
(BRX) Do-more Ethernet
CLICK Modbus (CLICK addressing)
Modbus TGP (CLICK addressing)
K-Sequence
all DirectNET
DLOS/DLOG Modbus (Koyo addressing)
HO-ECOM/HO-ECOM100 DirectLOGIC Ethernet
DL105 all K-Sequence
D2-230 K-Sequence
K-Sequence
D2-240 DirectNET
K-Sequence
DL205 D2-250/D2-250-1/D2-260 DirectNET
Modbus (Koyo addressing)
D2-240/D2-250-1/D2-260/D2-262 DirectNET
Using DCM Modbus (Koyo addressing)
H2-ECOM/H2-ECOM100 Direct LOGIC Ethernet
AutomationDirect D3-330/330P (Requires the use of a Data Communications Unit) DirectNET
D3-340 DirectNET
K-Sequence
DL305 D3-350 DirectNET
Modbus (Koyo addressing)
DirectNET
D3-350 DCM Modbus (Koyo addressing)
K-Sequence
Di-430 DirectNET
K-Sequence
Di-440 DirectNET
K-Sequence
DL40S D4-450/D4-454 DirectNET
Modbus (Koyo addressing)
. DirectNET
Allwith DCM Modbus (Koyo addressing)
H4-ECOM/H4-ECOM100 Direct LOGIC Ethernet
H2-WinPLC (Think & Do) Live V5.2 or later and Studio any version Think & Do Modbus RTU (serial port)
H2-WinPLC (Think & Do) Live V5.5.1 or later and Studio V7.2.1 or later Think & Do Modbus TCP/IP (Ethernet port)
GS Drives GS Drives Serial
GS Drives TCP/IP (GS-EDRV)
SOLO Temperature Controllers (models with serial communications) SOLO Temperature Controller
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PLC Protocols (cont’d)

PLC Protocol Table (cont’d)

Model Protocols
MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-01/02/03 DH485/AIC/AIC+
MicroLogix 1000, 1100, 1200, 1400 and 1500
SLC 5-03/04/05 DF1 Half Duplex; DF1 Full Duplex
ControlLogix™, CompactLogix™, FlexLogix™
PLC-5 DF1 Full Duplex
ControlLogix, CompactLogix, FlexLogix - Tag Based DF1 Half Duplex; DF1 Full Duplex
ControlLogix, CompactLogix, FlexLogix - Generic |/0 Messaging EtherNet/IP Server

Allen-Bradley : - -
ControlLogix, CompactLogix, FlexLogix - Tag Based

n MicroLogix 1100, 1400 and SLC 5/05, via native Ethernet port EtherNet/IP Client
MicroLogix 1000, 1100, 1200, 1400, 1500, SLC 5-03/04/05, all via ENI adapter

Modbus RTU
Modbus TCP
DF1 Full Duplex
EtherNet/IP Client

Micro 800 Series

Micro 800 Series - Tag Based

GE 90730, 90/70, Micro 90, VersaMax Micro SNPX
90/30, Rx3i SRTP Ethernet
FX Series FX Direct
. L. 02, Q02H, QO6H, Q12H, Q25H QCPU
Mitsubishi ) )
Q, QnA Serial QnA Serial
Q, QnA Ethernet QnA Ethernet

984 CPU, Quantum 113 CPU, AEG Modicon Micro Series 110 CPU: 311-xx, 411-xx,
512-xx, 612-xx Modbus RTU

Modicon o . _ Modbus RTU
Other devices using Modicon Modbus addressing

TUModbus TCP/IP
(200 Adapter, C500 Host Link
Omron CJ1/CS1 Serial S
(CJ1/CS1 Ethernet
S7-200 CPU, RS-485 Serial PPI
Siemens %-ezrggtcm S7-300 CPU, S7-400, S7-1200 CPU Ethernet 10 over TCP
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PLC Communication Cables & Wiring Diagrams

Cable Cable
Description Part Number

Communication cable, 15-pin D-shell male to 6-pin RJ12, 9.8ft/3m cable
length. For use with C-more or C-more Micro panel and AutomationDirect | EA-2CBL
PLCs with RJ12 ports.

Communication cable, 15-pin D-shell male to 15-pin D-sub HD15 male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and a | EA-2CBL-1
DL06, D2-250(-1), D2-260 or D2-262 (bottom port) CPU.

Communication cable, 15-pin D-shell male to 6-pin RJ11, 3m/9.8ft cable
length. For use with C-more or C-more Micro panel and a D3-340 CPU top | EA-3CBL
or bottom port.

Communication cable, 15-pin D-shell male to 15-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and a | EA-4CBL-1
DL405 (top port) GPU.

Communication cable, 15-pin D-shell male to 25-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and EA-4CBL-2
(a: ES-DCM, D3-232-DCU, D3-350 (bottom port) or DL405 (bottom port)

Communication cable, 15-pin D-shell male to 8-pin mini DIN male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and an | EA-MLOGIX-CBL
Allen-Bradley Micrologix CPU.

Communication cable, 15-pin D-shell male to 9-pin D-shell female,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and an | EA-SLC-232-CBL
Allen-Bradley SLC 5/03, 5/04 or 5/05 CPU with DF-1 port.

Communication cable, 15-pin D-shell male to 25-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and an | EA-PLC5-232-CBL
Allen-Bradley PLC-5 CPU with a DF1 port.

Communication cable, 15-pin D-shell male to 6-pin RJ45, 3m/9.8ft cable
length. For use with C-more or C-more Micro panel and an Allen-Bradley | EA-DH485-CBL
SLC 5/01, 5/02 or 5/03 CPU with a DH485 port cable.

Communication cable, 15-pin D-shell male to 15-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro and GE EA-90-30-CBL
Fanuc Series 90/30 or 90/70 serial port.

Communication cable, 15-pin D-shell male to 25-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and a | EA-MITSU-CBL
Mitsubishi FX Series CPU.

Communication cable, 15-pin D-shell male to 8-pin mini DIN male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and a | EA-MITSU-CBL-1
Mitsubishi FX Series CPU.

Communication cable, 15-pin D-shell male to 25-pin D-shell male,
3m/9.8ft cable length. For use with C-more or C-more Micro panel and an | EA-OMRON-CBL

Omron G200 or C500 CPU.
Portl
. . RS-485 Serial
_m i - eria
o b1 : ©) D-Sub 15-pin female cro-485 Serlal

*NOTE: All cables for connections at Port 2 are user constructed. Refer to the specifications of the connected device
port to construct the cable properly. The connector for Port2, EA9-3TB , is included with your C-more panel.
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Chapter 6 - PLC Communications

Cables from AutomationDirect (cont'd)

Part No. EA-2CBL Part No. EA-2CBL-1

Part No. EA-4CBL-1 Part No. EA-4CBL-2 Part No. EA-3CBL

Part No. EA-MLOGIX-CBL Part No. EA-SLC-232-CBL Part No. EA-PLC5-232-CBL

Part No. EA-DH485-CBL Part No. EA-90-30-CBL

Part No. EA-MITSU-CBL Part No. EA-MITSU-CBL-1 Part No. EA-OMRON-CBL
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Chapter 6 - PLC Communications

PLC Communication Cables & Wiring Diagrams (cont’d)

The following series of wiring diagrams show the connectors and wiring details for
the communication cables that are used between the C-more HMIs and various PLC
controllers. Part numbers are included with the pre-made cables that can be purchased from

AutomationDirect. The information presented will allow users to construct their own cables
if so desired.

AutomationDirect PLCs RS-232C Serial
EA-2CBL

To C-more Touch
Panel PLC Port

Productivity Series, Do-more, CLICK and Direct Logic PLC RJ12 port:
To PLC DLO5, DL06, DL105, DL205, DL350, DL450, H2-WINPLC
RJ12 Port RS-232C (p/n EA-2CBL)

] : i

e

—

6 = do not use

\
TR shield u.9 V4

RJ12 6-pin 15-pin

Phone Plug D-sub
) (6P6C) Wiring Diagram 8 = do not use (male) 15 = do not use
1 = Sig GND P —— . 7 = do not use 14 = do not use
g = cFi&Bot use T™*XD <4 43S RxD 6 = do not use 13 = do not use
= 31 1 [ 5 = Logic GND 12 = do not use
4=TXD RXD N e XD 4 = do not use 11 = do not use
5=donotuse 153456 eNnp<l L T [ar) 3 =RXD (232C) 10 = do not use

2 =TXD (232C)

1 = Frame GND

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

9 = do not use

EA-2CBL-1

ToPLC
15-Pin HD Port

Direct Logic PLC (VGA style) 15-pin HD port:
D2-250, D2-250-1, D2-260, D2-262, DL0O6
RS-232C (p/n EA-2CBL-1)

To C-more
15-pin Portl

) €

==

i

15-pin Wiring Diagram 15-pin
HD D-sub -~ =~ D-sub
2 77 7 3
8 =do not use (male) 15 = do not use D 3 : : : : 5 RXD 8=donotuse (male) 15=do notuse
7 = Sig GND 14 =donotuse RXD — — TXD 7 =do not use 5 14 = do not use
6 = do not use ] 13 =donotuse Gyp<ll 1 115 @ 6 = donot use 13 = do not use
5=CTS 12 = do not use Vo Vo 5 = Logic GND 12 = do not use
41 |1 [
4=RTS 11 =donotuse RTS . bl 4 = do not use 11 = do not use
3=RXD 10 =donotuse crs <2 [ 3 =RXD (232C) 10 = do not use
2=TXD 9 = do not use ) ) 2=TXD (232C) 1 9 = do not use

1=+5VDC - N/C S ———ee 1 1 = Erame GND
HD = High Density shield A E=EN Vi

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-232C Serial (cont’d)

EA-3CBL

DirectLogic PLC RJ11 port: D3-340 1T§ C_-fgoffl
-pin Por
ToPLC RS-232C (p/n EA-3CBL) i
RJ11 Port —
| 5011 ) ¢ []
RJ11 4-pin
Phone Plug » .
(4P4C) Wiring Diagram 8 = do not use 15 = do not use
—— - 7 =do not use 14 = do not use
1=RXD TXD <23 £+ 3> Rrxp 6=donotuse 13 = do not use
2=TXD RxD <L o 119 ™D 5 = Logic GND 12 = do not use
3 =do not use gl ! L 4 =do not use 11 = do not use
4 = Sig ground I GND<*{—H — O 3=RXD(2320) 10 = do not use
T T ehield T 2=TXD (232C) 9 = do not use
hield
shie 771 = Frame GND

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-4CBL-1

ToPLC Direct Logic PLC 15-pin D-sub port: DL405,
RS-232C (p/n EA-4CBL-1)

15-Pin Port

—

To C-more
15-pin Portl

—

3

i

—

Wiring Diagram

J

PO A N —— £y 35 RxD )
15-pin RXD <3 [ [ 0 15-pin
-sul . [ [ D-sub
8=YOMSense (n,6) 15 =Logic GND online <41 155 &y 8=donotused (male) 15 =do notuse
7=CTS 14 = Logic GND o3l [ 7 = do not used 14 = do not use
6 = do not use 13 = Logic GND 614, ' Vo 6 = do not used o 15 13 = do not use
stopouise [[1H 12-comose avod— I e
3 =RXD (232C) 10 = do not use 10 Vo 3= RXD (232C) 10 = do not use
2 =TXD (232C) 9=donotuse YOP e:—:— bl 2=TXD (232C) 1 9 = do not use
1=YOP Sense 1 cTs <L L1 P 1 =Frame GND
See PLC user manual <8+ [
for pin out details. YoM wa 0000 | Le! 1
shield Ty,

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

° EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K




Chapter 6 - PLC Communications

AutomationDirect PLCs RS-232C Serial (cont’d)
EA-4CBL-2

To PLC i ; i . s
Zs-gin Port DirectLogic PLC 25-pin D-sub port: Ig_gnn;%rrttel
— DL405, D3-350, DL305 DCU, and all DCMs,

RS-232C (p/n EA-4CBL-2) =

I I

Wiring Diagram

—

15-pin
D-sub
RXD 8 =do not use (male) 15 = do not use

13 = do not use 3
2, 1yp [ =donotuse 14 = do not use
5

12 = do not use

11 = do not use

10 = do not use
9 = do not use
8 = do not use
7 = Signal GND
6 = do not use

25=donotuse Txp <2
24 = do not use 3
23 =donotuse RXD

22 =donotuse GND<L
21 =do not use 4
20 =donotuse R'S E

19 =donotuse CTS

18 = do not use

6 = do not use o['5 13 = do not use

12 = do not use
11 = do not use
10 = do not use

9 = do not use

i
T T

1 1

1 1

i @ 5 = Logic GND
Vo 4 =do not use
[ 3 =RXD (232C)

| ; 2=TXD (232C) 1
\

5=CTS et L 1 =Frame GND
4=RTS 17 = do not use shield Tis

3=RXD 16 = do not use

2=TXD 1 15 = do not use

1=do notuse 14 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A

When using the RS-422A/RS-485A capabilities of the C-more 15-pin PLC communications
Portl, the termination resistor is placed between the RXD- and RXD+ terminals on the
PLC side of the connection between the HMI and PLC. The Termination Resistor value

is based on the characteristic impedance of the cable being used. To enable the built-in 120
Ohm Termination Resistor, jumper pin 13 to pin 9 (RXD+) on the C-more 15-pin PLC

communications Portl.

5 =do not use
4 = do not use
3 =do not use
2 =do not use
1 =do not use

5 for) 3 =do not use 10 = RD- (RS422)
2 =do not use 1(® 9 = RD+ (RS422)

User Constructed
To PLC Direct LOGIC DL-06, D2-250, D2-250-1, D2-260, D2-262 (all Port 2) To C-more
15-Pin Port RS-422A 15-pin Portl
D X ]
15-pin Wiring Diagram 133 Term. 15-pin
HD D-sub o .~ | o D-sub
(male) TXD+ : ><: RD+ g = do not use (Male) 15 = 4o not use
8= ‘ TXD- 10; * 105, gp- 7 = do not use 14 = do not use
=do not use 13, 6 = do not use 13 = Termination
7 = Sig GND RxD: < & ><1:_._11.? SD* 5 - | ogic GND 12 = SD- (RS422)
6 = RXD—- RXD— T SD- 4 = do not use 11 = SD+ (RS422)
1
1

R T is,,
Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.
User Constructed
SELCON DirectLOGIC D2-DCM*, D3-DCM* & D4-DCM* To C-more
RS-422A 15-pin Portl
] ¢ ]
— Wiring Diagram .
25 = do not use 9 biag 135 Term. %)5;%'3
13=CTS- 24 = do not use 14,y "~ T 19 A
12 = CTS+ 23=donotuse OF :' ><:' RD* g = do not use (Male) 15 = 4o not use
11 = RTS- 22 =donotuse TXD- 15; ; 10 RD- 7 = do not use 14 = do not use
10 =RTS+ 21=donotuse Ryp+ <LlL 13 = Termination
1
1

9 = do not use
8 =do not use
7=0V

6 = do not use _
5 =do not use 17 =RXD+
4 =do not use

1
(RS422) RTS- I::In'
3 =do not use 16 = RXD- CTS-
2 =do not use (RS422) Lo, L P
1 =do not use 15 = TXD- 12: !
(RS422)  CTS+ t‘\‘

(RS422)
Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

SD+ 6 =do not use
>< 125 5 = Logic GND 12 = SD- (RS422)
SD- 4 = do not use 11 = SD+ (RS422)
5 1) 3 =do not use 10 = RD- (RS422)
2 =do not use 1| * 9 = RD+ (RS422)

1 = Frame GND

20 = do not use 161
19 =do notuse RXD-
18=donotuse oy <1

* Note: The DCM modules must be set for:
DirectNET Slave, HEX mode.

NOTE: The RS-422 wiring diagrams shown above are not for multi-drop networks involving connecting more than
one PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will
be connected to an HMI.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed
zg:gi';LF%rl Direct LOGIC D4-430/D4-440/D4-450/D4-454 Port 1 and D3-350 Port 2 To C-more
RS-422A 15-pin Portl
] ] ]
— Wiring Diagram 13 rorm 15pin —
.~ — — ' D-sub
13 = do not use 25=donotuse Txp+ <l4y 9

12 = do not use RD* g = do not use (Male) 15 = do not use

\ va \
T T T
24 = do not use
11 = CTS+ 23 = CTS— TXD- 16: : : : 105, Rp- 7 = do not use 14 = do not use
10 = RXD- 20 = t 9, | 111 6 = do not use 13 = Termination
(RS422) 22=donotuse RxD T 4 X 1o, 0" 5 =Logic GND 12 = SD- (RS422)
9 = RXD+ 20 = do not use RXD- L— L— SD- 4 = do not use 11 = SD+ (RS422)
_(Rs422) 19 = RTS+ ov <li i L 15 @ 3=donotuse 10 = RD- (RS422)
LI 18- RTS- 18] | ! 2=donotuse 1+ " "9 = RO+ (RS422)
6 = do not use 17 = do not use RTS- &] : : 1= Frame GND
5 =do not use 16 = TXD— CTs- — bl
4 =do not use (RS422) R+ 911 [
3 =do not use 15 = do not use 10 i
2 =do not use 14 = TXD+ CTS+ [

1=do not use (RS422) e shield r 15 .4

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

9 = do not use RXD-

8 = do not use
7=0V

6 = do not use
5 =do not use

- SD- 4 = do not use 11 = SD+ (RS422)
21 = donot use 7, 5 3 =do not use 10 = RD- (RS422)
20 = do not use ov T @ —

19 = do not use STttt Egag T T T 1 2=donot use 1{ 9 = RD+ (RS422)

- shield U 1> 7 1= Frame GND
18 = do not use
4 = do not use 17 = do not use
3 =do not use 16 = do not use
2=donotuse 1 15 = do not use
1 =do not use 14 = do not use

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

User Constructed
zs-l:gi';LPcort Direct LOGIC D4-450/D4-454 Port 3 To C-more
RS-422A 15-pin Port1
RTS and CTS are not present on this port. =t
i ] i
— 25-pin Wiring Diagram 13 -
13-Txp.  D-sub 25=RXD- - PE—— e ™ Doaib
_ (Rs422) (male) = éﬁ%ﬁzz) TXD+ éllf_\l'X ><:' ‘: . RD+ g = do not use (Male) 15 = do not use
2= T(ég:{za 25 (Rs422) TXP- s +—+10> ro- 7 = do not use 14 = do not use
11 = do not use 23=donotuse RXD+ <24l L1115 gp, 6 =donotuse 13 = Termination
10 = do not use 22 = do not use < X 5 = Logic GND 12 = SD- (RS422)
; .
T \ U

00000080000 G
coocooco0o000O0 e

NOTE: The RS-422 wiring diagrams shown above are not for multi-drop networks involving connecting more than
one PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will
be connected to an HMI.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed
ToPLC Direct LOGIC DL-06, D2-260, D2-262 (Port 2) To C-more
15-Pin Port RS-485A 15-pin Portl
[ D ﬂjﬂ ) D ]
Hljjslspin . Wiring Diagram 135 Term. 11353%'{)‘
-sub 0000 i emmm e mm e —~ -
13 9
(male) RXD+ f:f [ :' RD+ g = do not use (Male) 15 = do not use
8 =do not use o+ <2 1 i 115 sp+ 7 = do not use gl14= do not use
=dc u _ . _ A0 | 10 _ 6=do notuse 13 = Termination
7 = Sig GND ii : g; ™D . L RD- 5 = Logic GND 12 = SD- (RS485)
6 = RXD- RXD- SD- 4 = do not use 11 = SD+ (RS485)

5 = do not use
4 = do not use
3 =do not use

55 @ 3=donotuse [] 10 = RD- (RS485)

7!
12=RTS-  GND
S 2=do notuse 1(.* 9 = RD+ (RS485)

1
LL=RTS+  grs. <2

\
T
1
1
1
!
13 = RXD+ [
I
I
I
1
1
1
T
1

1

i

1

1

2 = do not use 10 =TXD- ! !
1=do not use 9=TxD+  CTS-<*% i
RTs+ <Ll !

1 1

crs+ <4 {

e T T sy

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

NOTE: The RS-485 wiring diagram shown above is not for multi-drop networks involving connecting more than one
PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will be
connected to an HMI.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)
User Constructed

Direct LOGIC ZIPLink ZL-CMA15L Adapter Module to EA-COMCON-3A Terminal Block Adapter
RS-485A — PLC D2-260 or DLO6 only — Port 2

Terminal Block Adapter
plugs into C-more
RS-232 RXD @ 15-pin Portl

RS-232 TXD & Wiring Diagram

+5V @

SIGNAL GND @——F— — & GND
1 1 1 1
RS-422/485 RX~ @—g—— — & RD-
RS-422/485 TX— @—I Vo - L@ SD-
1 1 1 1
1 1 1
1 1 1
! \ !

RS-422/485 RX+ @) — +—+—e—@§9 SD+
RS-422/485 T><+®—I ' RD+
_____________________________________ TERM

shield

See ZL-CMA15L specifications on EA-COMCON-3A
ZL-CMA15L termination resistor jumper.

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

User Constructed

Direct LOGIC ZIPLink ZL-CMA15L Adapter Module to EA-COMCON-3A Terminal Block Adapter
RS-422A — PLC D2-250 (-1), D2-260 or DL06 — Port 2

Terminal Block Adapter
plugs into C-more
RS-232 RXD @ 15-pin Portl
RS-232 TXD @ Wiring Diagram
TERMINATE +5V @
&
r . SIGNAL GND @)
ZL-CMA15L
RS-422/485 RX— @
Oro RS-422/485 RX+ @
RS-422/485 TX- @

RS-422/485 TX+ &)

7

. oo oo oo oo N

shield

See ZL-CMA15L specifications on
termination resistor jumper.

EA-COMCON-3A

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

NOTE: The RS-422 and RS-485 wiring diagrams shown above are not for multi-drop networks involving connecting
more than one PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one
PLC will be connected to an HMI.

* NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)
User Constructed

Productivity PLC RS485 Port to EA-COMCON-3A Terminal Block Adapter
Terminal Block Adapter
plugs into C-more

Wiring Diagram 75-pin Port1
SIGNAL GND|@H T @ GND
TXD / RXD - é* : : : : @ RD -
TXD / RXD @] i i i i L®SD-
Productivity P P +—®sD+
PS485 Port V) ] +——@RD+
""""""" shield . L —@TerRm

= *120 Q resistor
EA-COMCON-3A

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

User Constructed
AutomationDirect Productivity PLC
Removable Connector RS-485 To C-more
included with b 15-pin Portl
Productivity CPU
2N,
2P ) ¢ D
Wiring Di . —
Iring Diagram 13 Term. 15>p|n
TXD+ / RXD+ <3 LN [9 RD+ D—S?b
T - 8 = do notuse (Male) 15 = 4o not use
TXD+/RXD+ + | @) Temg 1 1 [—»—»Jél ; 115 sp+ 7=donotuse (3 15 14 = do not use
) . ) <8 Lo L 110 ~ 6=donotuse |[og[~ 13 = Termination
™>@D-IRXD- - | @ TXD- / RXD — i RD- 5= Logic GND | 3 o1 12 = SD- (RS485)
Ground G | @ [ [—v—v—1295D— 4 =do not use o[ ] 11 = SD+ (RS485)
5 4y {55 @ 3=donotuse |3 [] 10 = RD- (RS485)

Ground

[ A 2 =do notuse 1|
o 1 =Frame GND

9 = RD+ (RS485)

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.
Use 120 ohm resistors as termination resistors (Term.)

NOTE: The RS-422 and RS-485 wiring diagrams shown above are not for multi-drop networks involving connecting
more than one PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one
PLC will be connected to an HMI.
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Chapter 6 - PLC Communications

AutomationDirect PLCs RS-422A/RS-485A (cont’d)

User Constructed

AutomationDirect CLICK PLC To Comore
Cov a3 Analog CPU 15-pin Portl
RS-485 —

B]== ; 1

% Term. 3[-35‘pig

RS-485 _3 ST TTmmm—==—- ~~ 19 -Su

Signal A f RD+ g =do not use (Male) 15 = 4o not use

RS-485 Signal A+ @ Term. [—0—0491 sp+ 7 =do not use 14 = do not use
6 = do not use 13 = Termination

L \
T T
1 1
1 1
1 1 1

. RS-485 8 L I 10 _

Rs-485 Signal B~ ([ Signal B T T RD= 5 | ogic GND 12 = SD- (RS485)

[ SD-
1 1
t—

Logic Ground LG @ 4 =do not use 11 = SD+ (RS485)

GLOgiCd 5 5 @ 3 =do not use

roun [N A A 2=donotuse 1l
shield 1s .. 1=FrameGND

ocooeo0oo

10 = RD- (RS485)
9 = RD+ (RS485)

Note: Use the above wiring diagram to make your own cable. We recommend Belden 9842 shielded cable or equivalent.
Use 120 ohm resistors as termination resistors (Term.)

NOTE: The RS-485 wiring diagram shown above is not for multi-drop networks involving connecting more than one
PLC to an HMI. Refer to the multi-drop wiring diagram examples later in this chapter if more than one PLC will be
connected to an HMI.
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Chapter 6 - PLC Communications

Direct.OGIC Universal Isolated Network Adapter, p/n FA-ISOCON:

FA-ISOCON Universal Isolated Network Adapter
RS-422A to RS-232C — PLC DLO5 or D2-240 — Port 2 only

Wiring Diagram

COMB ®

RX- @

RX+ @
Tx- @

TX+ @

FA-ISOCON

Modular cable included
with the FA-ISOCON

{
T
1
'
1
1
1
1
1
1
\

o

round the shield only at the equipment
= end where the FA-ISOCON is located.

shield

See FA-ISOCON specificaitons to
properly configure the adapter.

Port 2

DLO5 PLC

Terminal Block Adapter
plugs into C-more
15-pin Portl

EA-COMCON-3A

Note: When using multiple PLCs
connected to one C-more HMI,
only jumper the Term

terminal to the RD+ terminal
when the panel is the last device
at one end of the network.

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

6-16 |

** NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

DirectLOGIC Universal Converter, p/n F2-UNICON:

—
E::]

oo
F2-UNICON |

Note: Use the above wiring diagram to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

F2-UNICON Universal Converter
RS-422A to RS-232C — PLC DLO05 or D2-240 — Port 2 only

Wiring Diagram

GND @®

RXD- @
RXD+ @

TXD- @@

§:><

TXD+ @

See F2-UNICON specificaitons to
properly configure the converter.

Modular cable included
with the F2-UNICON

= end where the F2-UNICON is located.

I
] RD+
________ shield TERM
Ground the shield only at the equipment

//

Note: When using multiple PLCs
connected to one C-more HMI,
only jumper the Term

terminal to the RD+ terminal
when the panel is the last device
at one end of the network.

D2-240 PLC

Terminal Block Adapter
plugs into C-more
15-pin Portl

EA-COMCON-3A

==
P ==

TERM
QcHt
O cH2
O cHs

QO cHa

2l
2l

DL240 "™
CPU

PORT1

PORT2

N

L M1

* NOTE: EA-COMCON-3 will install only on EA9-T6CL, EA9-T6CL-R, EA9-T7CL and EA9-T7CL-R panels
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples

DLO06 and DL205 used for illustration purposes
=

DirectLOGIC
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

DirectL
DL205 PLC

(example device communicating
across RS-422 connection)

Sl
(Slave) Cable Adapter

(ZL-CMA15L shown)

Shielded Cable

When connecting to a DirectLogic PLC
use connector ZL-CMA15L or ZL-CMA15

Cable Adapter
(ZL-CMA15L shown)

Shielded Cable

Notes: 1. We recommend Belden 8103 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2. To D2-250-1 PLC port 2
(example RS-422 connection) (example RS-422 connection)
O 5 @ x x O x O o = |>E rx @ x O x O
7 |10 |9 |6 13 [11 [14 |12 [15 7 |0 9 |6 [13 |11 |14 [12 [15
. \
T 17T~ ™y .
[y A 15-pin
ITr-t---r-—--- 1 HD D-:
: : 8 = do not use 5=CTS- Attt S At il e Y
7 = Sig GND 4=CTS+ —
! ] 6= RXD- 13= RXD+ P P K 5 S N N S o 1
1 I 5 = do not use 12 =RTS- I il W 1
| 1 4 = do not use 11 =RTS+ : il I 1
I I 3 =do not use 10 =TXD- | ! I
1 ! 2 =do not use 9 =TXD+ 1 ' !
! ! 1 = do not use 1 ! ! !
| 1 HD = High Density ! P 1
I I . ol I
! ey 1 b e
1 RXD+ il RXD+
1 1
i RXD— >< i RXD— ><
1
i XD+ il XD+
1 !
! TXD- >< >< i ! TXD-— ><
1 i 1 1 "
Signal GND X I Signal GND
- S e ———————

* Termination resistors required at both ends of the
network receive data signals to match the impedance

of the cable (between 100 and 500 ohms). Typlcal RS_422 MultI_Drop erlng D|agram

using DirectLogic pin numbers to illustrate
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)

DLO06 and DL205 used for illustration purposes

C-more
DirectLOGIC EA9-RHMI
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)
(Master)

EA-COMCON-3A

AN

Shielded Cable

Cable Adapter
(ZL-CMA15L shown)

Shielded Cable

Notes: 1. We recommend Belden 8103 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2 To C-more HMI
(example RS-422 connection) €
A 5
[ = = = R = I B I ) 2 A A 4 488 2
=z Z o o o ~ Imh
6 FEEERLEG EA-COMCON-3A ®5 & € 8 8 U &
7 |0 f9 |6 [13 |11 |14 [12 |15 5 |10 |9 [12 |11 /]\13 1
‘ -
15-pin I |
HD D-sub Yot
8=donotuse (male) 15=CTs- T T T T 1 U S R EV R 15-pin i i
7=Sig GND 14 H ) 8=donotuse DPSUP 15=donotuse | 1
gdeXD_t -t-94--tr-t1 t-1--- '—-“I 7=donotuse (M2®) 14 = do not use ! !
i do not use ol I 6=do notuse 5 13 = Termination !
e d° ”°t use ol I 5=Logic GND 12 = SD- (RS422) | H
32 d° notuse i K ! 4=donotuse 11 = SD+ (RS422) H
ic d° notuse ' | 3=donotuse 10 = RD- (RS422) | 1
=donotuse d b | 2=donotuse 9= RD+ (RS422) | I
HD = High Density i I I 1=Frame GND 1 1 !
‘W 1 1 1
_________________________ d b PP | !
1 : RXD+ H
1
1
i ! RXD— >< 1
1 1
TXD+ d b TXD+ !
1 1
TXD- ! ! TXD— >< >< |
9 ol . !
Signal GND . Signal GND ) I
e shield | | =4 shield 1

* Termination resistors required at both ends of the
network receive data signals to match the impedance
. . . . of the cableh(between 100 and 500 ohms). Jumper pin
- - - 13 to 9 on the C-more HMI 15-pin connector
Typ|CaI RS 422 M u |t| Drop WI r ng Dlag ram (Cont d) to place the 120Q internal resistor into the network. If
. . . . ) the cable impedance is different, then use an external
using DirectLogic pin numbers to illustrate resistor matched to the cable impedance.
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)

DLO06 and DL205 used for illustration purposes

DirectLOGIC
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

DirectL
DL205 PLC

(example device communicating
across RS-422 connection)

Sl
(Slave) Cable Adapter

(ZL-CMA15L shown)

Shielded Cable

When connecting to a DirectLogic PLC

Cable Adapter use connector ZL-CMAL5L or ZL-CMAL5

(ZL-CMA15L shown)

Shielded Cable

Notes: 1. We recommend Belden 9842 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2 . To D2-250-1 PLC port 2
(example RS-485 connection) (example RS-485 connection)
TEEEEE Y TEEEER Y
6 rf&Ff&0bixob 6 &Ff k0o
7 |6 |10 |13 [9 |11 [14 |12 [15 7 |6 |10 |13 [9 |11 [14 |12 [15
—\AN—
2 ™y
I‘\__ _______ ,‘I 15-pin J S R Ny P U DU
HD D-sub / ) ( \
! | 8=donotuse (male) 15=CTS— FRN I S X . Y G
1 1 7 = Sig GND 14 H . i
1 I 6= RXD- 1 W 1
I ! 5 = do not use 1 o I
! ! 4 =do not use 1 ‘o 1
! i 3 =do not use ! i B !
i | 2 =do not use i i : :
I I 1=do not use I il W 1
\ ! HD = High Density ! \ ! !
1 b e J il W e )
q TXD-/ RXD- il TXD- / RXD-
1 1
: X TXD+ / RXD+ X : i TXD+ / RXD+
1 1 1 i
Signal GND ! Signal GND
I g TR
G shield; T _____________________________

* Termination resistors required at both ends of
the network to match the impedance of the cable
(between 100 and 500 ohms).

Typical RS-485 Multi-Drop Wiring Diagram

using DirectLogic pin numbers to illustrate
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Chapter 6 - PLC Communications

RS-422A/RS-485A Multi-Drop Wiring Diagram Examples (cont’d)

DLO06 and DL205 used for illustration purposes

C-more
DirectLOGIC EA9-RHMI
DLO6 PLC

(example device communicating
across RS-422 connection)

(Slave)

(Master)

EA-COMCON-3A

Cable Adapter
(ZL-CMA15L shown)

Shielded Cable Shielded Cable

Notes: 1. We recommend Belden 9842 shielded cable or equivalent.
2. Wiring Diagram for this example, ZL-CMA15(L)

To DLO6 PLC port 2 To C-more HMI
(example RS-485 connection) €
I S O | <
2 0000 D ® OB 2 4 4 4848 0 2
4 Z o9 oo o~ Im
58E&8F&5E&DL EA-COMCON-3 ®3 & & 8 8 T &
7 |6 (10 [13 |9 |11 |14 [12 |15 5 |10 [12 |9 [11 [13 |1
A1
1] I | N % {
~ 4 ~ \
8 =do not use H ,) 15-pin I :
7 = Sig GND = A1 8 = do not use D»s||.|b 15 = do not use ! |
6 = RXD- il & f 7=donotuse (M) 14 = go not use i 1
5 = do not use il W | 6 = do not use I 1
4 = do not use J ol I = Logic GND 1 !
3 = do not use ‘B 1 = do not use 1 !
2 = do not use ‘! 1 3 =do not use ! :
1 = do not use ] ! ! 2 =do not use ! |
HD = High Density il | 1 1=Frame GND 1 1 :
1 1 1
___________________________ ol R | !
TXD—/ RXD— 1 TXD-/ RXD— |
/! I
TXD+ / RXD+ 1 : TXD+ / RXD+ :
1
Signal GND Sl Signal GND onl
_______________________________ S - -

* Termination resistors required at both ends of the
network receive data signals to match the impedance
. . .. . of the cableh(between 100 and 500 ohms). Jumper pin
- - - 13 to 9 on the C-more HMI 15-pin connector
Typlcal RS 485 M u Itl Drop WI Il ng Dlag ram (Cont d) to place the 120Q internal resistor into the network. If
. . ) . . the cable impedance is different, then use an external
using DirectLogic pin numbers to illustrate resistor matched to the cable impedance.
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Chapter 6 - PLC Communications

Allen-Bradley
EA-MLOGIX-CBL

Allen-Bradley MicroLogix™ 1000/1100/1200/1400/1500, Micro800 To C-more Touch

- - - Panel PLC Port
To AB MicroLogix RS-232 RS-232C (p/n EA-MLOGIX-CBL)
communication channel =t
EHHH}E : D
L 15-pin
_ Mini Din . i D-sub
1 = do not use 8-pin Male Wiring Diagram 8=donotuse (male) 15 =do notuse
2 = Sig GND ) e —— . 7 = do not use 14 = do not use
2 = gc;(got use 5 TXD <Ly — 35 rxp 6 =do not use 15 13 = do not use
= =3} - i
= ] 4! 1 [ 5 = Logic GND 12 = do not use
5 = do not use S RXD<EH— — XD 4 = do not use 11 = do not use
6 = do not use S B 2 I L 1 5
gzdon oss 7 eNo<E— —J & 3=RXD(2320) 10 = do not use
= DIA. Nonstandar B i H i S 2=TXD (232C =
8 = do not use keying shield n 1= Framfa GNI% 9 = donotuse

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-SLC-232-CBL

ToPLC AIIen-BradIey SLC 5_3-03/04/05, ControlLogix, CompactLogix, To C-more Touch
9-Pin Port FlexLogix, MicroLogix, DF1, RS-232C (p/n EA-SLC-232-CBL) Panel PLC Port
D | ? D
9-pin 15-pin —
D-sub . . D-sub
(female) Wiring Diagram 8=donotuse (male) 15 =do notuse
7 = do not use 14 = do not use

1 =do not use

2 = RXD 6 =donotuse TXD

- 7 = do not use 21
i = JXD . 8=donotuse "XP 4 = do not use
= do not use 9=donotuse GND @ 3=RXD(232C)

5 = Signal GND \ - [ 2 -TXD
hield r 1y = (232C)
snie 77 = Frame GND *

RXD 6 =do not use
5 = Logic GND

5 13 = do not use
12 = do not use
11 = do not use
10 = do not use

9 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.

EA-PLC5-232-CBL

ZggiﬁLFi)rt A"en-BradIey PLC5 DF1 To C-more Touch
RS-232C (p/n EA-PLC5-232-CBL) Panel PLC Port
] X ]
— 25-pin Wiring Diagram 15-pin —
D-sub D-sub

13=donotuse (male) 25=donotuse Txp }
12 = do not use 25 24 =do not use 31 1
11 = do not use 23=donotuse RXD —
10 = do not use J

22 =do not use 71
9 =do not use GND

35 RxD 8 = do not use (male) 15 =do not use
25 1xp [ =donotuse 14 = do not use
5 6 =do not use 13 = do not use
@ 5 = Logic GND 12 = do not use

8 = do not use 21 =do not use shield ¥ 15 ., 4=donotuse 11 = do not use
7 = Signal GND 20 = do not use 3 = RXD (232C) 10 = do not use
6 = do not use 19 =do notuse 2=TXD (232C) 9 = do not use
5 = do not use 18 = do not use 1 = Frame GND

17 = do not use

cese00c08000000
00000000ODOOO

4 =do not use

3=RXD 16 = do not use
2=TXD 1 15 = do not use
1=do not use 14 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

)
Allen-Bradley (cont’d)
EA-DH485-CBL
Allen-Bradley SLC500™, 5/01, /02, /03 DH-485 To C-more Touch
To AB SLC500 Point-to-Point Panel PLC Port
DH-485 Port RS-485A (p/n EA-DH485-CBL) —
I ] 0
Wiring Diagram I
RJ45 8-pin ~ =~ )
Phone Plug I‘ ‘: f ‘: 13 15-pin
1= TXD/RXD+ (8P8C) I I Term. D-sub
2 = TXD/RXD- TXDIRXD+ <11 |1 495 ppe 8=donotuse .00 15=donotuse
3 =do not use 2! ! [ Jlo 7 =do not use S 14 = do not use
4 = Signal GND TXD/RXD- < T RD- 6=LE 015 13 = Termination
S=LE P . sp+ 5= Logic GND ol 12 =SD- (RS485)
6 = do not use [ ol 12 4 =do not use l 11 = SD+ (RS485)
7 = Signal GND P . SD- 3 =do not use T 10 = RD- (RS485)
8 = do not use LE* <211 L1 65+ 2=donotuse | 9 = RD+ (RS485)
41 1 [ 1 = Frame GND
GND<A1— —T
12345678 eNp<L '\ ,' '\ ,' 15 @  *Note: The LE signal is wired in the cable

N — as shown, but not required for
shield w Vers point-to-point communications.

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 9842 shielded cable or equivalent.

Allen-Bradley SLC500™, 5/01, /02, /03 DH-485/AIC to Multiple C-more EA9-RHMI
RS-485A (using C-more cable p/n EA-DH485-CBL)

Allen-Bradley DH-485 Link

SLC 500 Modular (See manufacturer’s litature for details.)
PLC Controller
Q

]

]

o

Channel 1 must be
set to DH485.

AB 1747-AIC

/ DHA485 Link Coupler

AB 1747-C11 A
Cable

AB 1747-AIC
DHA485 Link Coupler

C-more

r C-more
EA9-RHMI EA9-RHMI

C-more
EA-DH485-CBL
Cable

C-more
EA-DH485-CBL
Cable

Note: The above diagram shows connecting multiple C-more HMIs to an Allen-Bradley DH485/AIC network
using the AB DH485 Link Coupler, p/n 1747-AIC. Select the “Allen-Bradly DH485/AIC SLC500 MircroLogix” driver
in the C-more Programming Software when starting the project. Also, set the AB channel configuration for DH485.

FA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K . I 6-23
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Allen-Bradley (cont’d)

Allen-Bradley SLC500™ 5/03 DH-485/AIC to Multiple C-more EA9-RHMI
(using C-more cables p/n EA-MLOGIX-CBL, EA-SLC-232-CBL)

Allen-Bradley
SLC 5/03 Modular

PLC Controller
o)

-

Channel 0 must be
set to DH485.

AB 1761-NET-AIC
AIC + Advanced
Interface Converter

AB 1747-CP3
RS-232 Cable

C-more
EA9-RHMI

C-more
EA-MLOGIX-CBL
Cable

DH-485 Link

(See manufacturer’s litature for details.)

AB 1761-NET-AIC
AIC + Advanced
Interface Converter

C-more
EA-MLOGIX-CBL
Cable

To additional
C-more
Touch Panel

r C-more
EA9-RHMI

-more
EA-SLC-232-CBL
Cable

Note: The above diagram shows connecting multiple C-more touch HMIs to an Allen-Bradley DH485/AIC network using the
AB AIC+ Advanced Interface Converter, p/n 1761-NET-AIC. Select the “Allen-Bradly DH485/AIC SLC500 MircroLogix” driver
in the C-more Programming Software when starting the project. Also, set the AB channel configuration for DH485.
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Chapter 6 - PLC Communications

Allen-Bradley (cont’d)

Multiple Allen-Bradley PLCs connected to multiple C-more EA9-RHMI
(using AB Ethernet Network Interface p/n 761-NET-ENI with EtherNet/IP protocol)

Allen-Bradley
SLC 5/03 Modular
PLC Controller

Allen-Bradley
MicroLogix 1000

Allen-Bradley
MicroLogix 1500
PLC Controller

AB mini DIN to D-shell AB mini DIN to mini DIN I

/able pin 1761-CBL-AP00 / cable p/n 1761-CBL- AMoo\ \
\

\ |
|

@ I\ I/ Ethernet N
C /' Hub or Switc
m‘ \\:/ 10/100 Base-T

@

AB 1761-NET-ENI

Ethernet/IP
Network

C-more
EA9-RHMI
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Chapter 6 - PLC Communications

Allen-Bradley (cont’d)

User Constructed
ToPLC Allen Bradley PLC5 DF1 To C-
25-Pin Port RS-422 I?’LCn;g:te

[ 3 I

Wiring Diagram

—

15-pin

10 D-sub
RD- 8=donotuse (male) 15=do notuse
sp_ [ =donotuse 14 = do not use
5 6 = do not use 13 = do not use

13 = do not use
12 = do not use
11 = do not use
10 = do not use

25=donotuse Txp+glyl N T T
24 = do not use 31
23 =do not use |
22 =do notuse GND 7

o |15

T

9 = do not use ° _ @ 5= Logic GND 12=SD -
8 = do not use o % = go no'; use L p_<l4! 9 rp+ 4=donotuse 11=SD+
7 = Signal GND ° = donotuse 16! 11 3 =do not use 10=RD —
6 = do not use ° 19 =do notuse RXD - : SD+ 2=donotuse 1 9=RD+
5 = do not use °| 18=do notuse e 1 = Frame GND
4 = do not use o| 17=donotuse shield ) S R
3=RXD + hd 16 = RXD —
2=TXD + 1 15 = do not use
1 =do not use 14 = TXD —

Notes:

1. Polarities must be swapped.

2. Handshaking is turned off

3. Use the above wiring diagram if you need to make your own cable. We recommend using 8103 shielded cable or equivalent.

4. Refer to the PLC-5 Programmable Controllers User Manual Switch Setting Reference for details on switch settings to define
the controller's serial port electrical interface.
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GE
EA-90-30-CBL
To PLC GE 90/30 and 90/70 15-pin D-sub port, To C-more Touch
15-Pin Port Panel PLC Port

——

RS-422A (p/n EA-90-30-CBL)

—

[

—

15-pin

g=crs®) DPSU 15-crsa)

7 = Logic GND (male) 14 = 4o not use
6 = do not use 15 13 = SD(B)

5= +5V | 12 = SD(A)

4 =do not use 11 = RD(B’)

3 =do not use 10 = RD(A)

2 =do not use 9 = do not use
1 =do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

GND
(:Ts@)@—}—.—I
CTS(A) 15:

+5V S

R g A S

Wiring Diagram .
9 9 13 Term. 15-pin
SD(B) 1 U] RD+ D_S?b
1ol | L 110 8=donotuse (Ma1€) 15 = do not use
SD(A) — —t RD- 7 = do not use 14 = do not use
nlll L1011 6 = do not use 13 = Termination
RD(B SD+ h
®) o | N 5 = Logic GND 12 = SD- (RS422)
RD(A’) T T SD- 4 =do not use 11 = SD+ (RS422)
7. L 1 5 o) 3 =do not use 10 = RD- (RS422)
I 1 1 1
1 1 1
1 1
1 1 1
1 1
1 1 1
1 1 1
\ /

I

2=donotuse 1
1 = Frame GND

9 = RD+ (RS422)

GE VersaMax Micro
User Constructed
GE VersaMax Micro Port 1 To C-more Touch

To PLC Panel PLC Port
RJ45 Port 1 RS-232C =t
1D g ]

RJ45 8-pin 15-pin

1=RTS Pr}%r;%gl)ug Wiring Diagram D-sub

>-CTs 2~ - ~ 3 8=donotuse (Male) 15=donotuse

3=RXD TXD <=} — RXD 7 = do not use )15 14 = do not use

1=TXD RXD <3141 i+ 25 1xp 6=donotuse 13 = do not use

5=DCD gl ! L 15 5 = Logic GND 12 = do not use

6=DTR GND L W @ 4 = do not use 11 = do not use

7 =45V shield rﬁl 7 3=RXD (232C) 10 = do not use

8 =GND PG DRANS 2=TXD (232C) 1 9 = do not use

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

1 = Frame GND
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Chapter 6 - PLC Communications

6 = do not use

2 =do not use
5 =do not use 1

1 = Frame GND

Mitsubishi
EA-MITSU-CBL
zggiﬁﬁn Mitsubishi FX Series 25-pin D-sub port, To C-more Touch
RS-422A (p/n EA-MITSU-CBL) Panel PLC Port
] ‘ ]
— 25-pin Wiring Diagram 13 Term. 15-pin
13=d D-sub 25 =g 3 pmpmmmmmmmmmm——eo —~ ]9 D-sub
=do not use male =donotuse sSD+ — — RD+
12 = do not use ( 2)5 54 = do not use 16 X U 10 8=donotuse (Male) 15— 4o notuse
11 = do not use 23=donotuse S < T i~ Rb- 7 =donotuse 14 = do not use
10 = do not use 22 = do not use RD+ <211 11 11y op, 6=donotuse 13 = Termination
9 = do not use 21 = do not use 151 :>< TS 5 = Logic GND 12 = SD- (RS422)
8 = do not use 20 = do notuse P~ T T SD- 4 =do not use 11 = SD+ (RS422)
7 = Signal GND 7 — L 5 o) 3 =do not use 10 = RD- (RS422)
1 1 1
\ /

9 = RD+ (RS422)

19 = do notuse GND
18 = do not use GND@L"_,_I

©®e000000000

4 = Signal GND 17 = do not use =]
3 = SD+ (RS422) 16 = SD- (RS422) shield T s,
2=RD+ (RS422) 4 15 = RD- (RS422)

1=do not use 14 = do not use

Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.

EA-MITSU-CBL-1

To C-more Touch

TopLC Mitsubishi FX Series 8-pin MINI-DIN, Panel PLC Port
8-Pin Port RS-422A (p/n EA-MITSU-CBL-1)
e X ]
ini D Wiring Diagram . =
2o, 125 rem s
! - RD- (RS-422) sp+ <L 49> RD+ g =donot use (male) 15 = do not use
2 = RD+ (RS-422) 1 — =
3 =Sig GND sp- <4 105, pp_ 7 =donotuse 14 = do not use
4 = SD- (RS-422) RO+ <2 ' bl so 6 = do not use 13 = Termination
5 = do not use Lol T 5 = Lagic GND 12 = SD- (RS422)
6 = do not use RD- <l +— L 112555 4=donotuse 11 = SD+ (RS422)
7 = SD+ (RS-422 3. | Ll 3 =do not use 10 = RD- (RS422)
Zdonotuse D GND<= > & 2-donotuse 9= RD+ (RS422)
8 = do not use =] =
shield r_1s ., 1=Frame GND
Note: Use the above wiring diagram if you need to make your own cable. We recommend Belden 8103 shielded cable or equivalent.
User Constructed
Mitsubishi Q02 / Q02H / Q06H / Q12H / Q25H Serial Driver
and QnA Serial Driver with Direct Connection to Tg C-TgrLeCT;uch
ToPLC the Serial Port on Q00 and Q01 CPU’s ane ort
6-Pin Port RS-232C —)
T f ]
Mini Din 15-pin —
1 = RXD (232C) 6-pin Male Wiring Diagram D-sub
2= TXD (2320) . - 3 8=donotuse (Male) 15=do notuse
3 = Logic GND XD < = RXD 7 = do not use 5 14 = do not use
4 = do not use RxD <L 2 1xp 6=donotuse 13 = do not use
5 = do not use V! [ 5 = Logic GND 12 = do not use
6 = do not use eNp < t—2> @ 4= do ot use 11 = do not use

T shield T 15, 3=RXD(2320)
2=TXD (232C) 1
1 = Frame GND

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

10 = do not use
9 =do not use
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Mitsubishi (cont’d)

User Constructed
To PLC Mitsubishi Q / QnA Serial PLC To C-more Touch
9-Pin Port QJ71C24N Panel PLC Port
RS-232C —
[0 X ]
Wiring Diagram =\
, cp >LgmjEm T M _
9-pin 40 |1 [ 15-pin
D-sub DTR =1 Vo D-sub
(female) DSR > 1 [ 8=donotuse (male) 15 =do notuse
1-cD 1 Rt . 7 = do not use 14 = do not use
2=RXD 7 8=DSR RS> P 6 = do not use 5 13 = do not use
3-TXD I ] 7=RS cs : : : : 5 = Logic GND 12 = do not use
4=DTR 8=Cs XD 31 |13y pyp 4=donotuse 11 = do not use
5 = Signal GND g 9=donotuse Lo T 3 =RXD (232C) 10 = do not use
RXD >2-+—i 2> TXD 2=TXD (232C) 9 = do not use
GND>2 ,\\", - 5 @ 1 =Frame GND
""" shield ~~ 7 r_1s
Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
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Omron
EA-OMRON-CBL
o oite Omron Host Link (C200 Adapter, C500), To C-more Touch
RS-232C (p/n EA-OMRON-CBL) Panel PLC Port
] ‘ 0
— 25-pin Wiring Diagram 15-pin -
D-sub | — D-sub

13=donotuse (male) 25=donotuse Txp

2 3
RXD 8 = do not use 15 = do not use
12 = do not use 25 24 =do not use 3 (male)
7

25 txp [ =donotuse 14 = do not use
5 6 =do not use 13 = do not use
@ 5 = Logic GND 12 = do not use
4 = do not use 11 = do not use
3 =RXD (232C) 10 = do not use
2=TXD (232C) 1 9 = do not use

11 = do not use 23 =do not use
10 = do not use 22 =do not use
= = GND
9 = do not use 21 = do not use

= 4
8 =do not use 20 = do not use RTsxj
19 =donotuse CTS

7 = Signal GND
18 = do not use

o |15

6 =do not use

ST

©00000000000

5=CTS e 1 = Frame GND
4=RTS 17 = do not use shield ) S
3 =RXD 16 = do not use
2=TXD 1 15 = do not use
1=do notuse 14 = do not use
Note: Use the above wiring diagram if you need to make your own cable. We recommend using 22 AWG shielded cable.
User Constructed
To PLC Omron FINS (CQM1, CPM1, CPM2, C200, CJ1 & CS1) To C-more Touch
9-Pin Port RS-232C Panel PLC Port
Wit ) i
9-pin 15-pin
D-sub D-sub
(male) Wiring Diagram 8=donotuse (paie) 15=do notuse
1 = donot 7 = do not use 14 = do not use
=do not use - 2 ST TTT T > 3 6 = do not use 13 = do not use
6=donotuse TXD ) — RXD ! 5
2=TXD 4 7 = do not use 3 i N 5 5 = Logic GND 12 = do not use
i = E?r(lsj 8=donotuse RXD — — TXD 4 =do not use 11 = do not use
= 9 = Signal GND sg <21 1 L 15 3 =RXD (232C) 10 = do not use
5=CTS g 4 o © Sito (2320) 9 = do not use
RTS <1 P 1=Frame GND 1
cTs <5t ]
""" shield | T-1ls .
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
User Constructed
To Peripheral Omron Host Link CQM1 using CQM1-CIF02 Peripheral Port Connecting Cable To C-more Touch
Port Cable RS-232C Panel PLC Port

] € D

15-pin

. . _ D-sub
Wiring Diagram 8=donotuse (ngje) 15=donotuse
g 7 = do not use 14 = do not use
1 =do not use - I NS T T > 3 6 = do not use 13 = do not use

6 =donotuse TXD — — .
2 =RXD 7 = do not use 5 i I 9 XD 5 Logic GND 12 = do not use
3=TXD 8=donotuse RXD — — TXD 4 =do not use 11 = do not use
4 = do not use 9=donotuse GND 5 : : : : 5 @ 3 =RXD (232C) 10 = do not use
! \ !

5 = Signal GND 1 2 =TXD (232C)

e\ = L
shield T 1 . 1 = Frame GND

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

9 = do not use
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Chapter 6 - PLC Communications

Modicon Modbus RS-232

User Constructed
To PLC Modicon™ ModBus™, 984 CPU, Quanum 113 CPU To C-more Touch
9-Pin Port RS-232C Panel PLC Port
[ D | ) ‘ D
= i 15-pin —
- . D-sub
Wiring Diagram 8=donotuse (male) 15 =do notuse

7 = do not use 14 = do not use

1 =do not use

1zdon 6= DSR TXp <3yt TT T 2y 35 rxp 6 = do not use 5 13 = do not use
= 7=RTS 21 2 5 = Logic GND 12 = do not use
— ]

i = g(rg 8=CTS RXD < XD 4 = do not use 11 = do not use
= 9=donotuse GND<2 =

@ 3=RXD(232C) 10 = do not use

5 =Signal GND 1 9 = do not use

\

T

1

:

! 2 =TXD (232C)
| 1 = Frame GND
1

1

1

i

)

T shield r—l> V4

Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.

Modicon Micro Series

User Constructed
ToPLC AEG Modicon™ Micro Series: To C-more Touch
9-Pin Port 110 CPU 311-xx, 110 CPU 411-xx, 110 CPU 512-xx, 110 CPU 612-xx Panel PLC Port
— RS-232C =
[ D | ) D
9-pin 15-pin
D-sub D-sub
(ferr?gle) Wiring Diagram 8 = do not use (m;je) 15 = do not use
1 - domot 1 7= go not use 14 = do not use
= do not use - 2/ Sy TT T v 3 6 = do not use 13 =do not use
6 =donotuse TXD RXD h 5
2=TXD 7 = do not use 3 N N 5 5 = Logic GND 12 = do not use
3= ?XD 8=donotuse "XP I I TXD 4 = do not use 11 =do not use
4 = do not use 9=donotuse GND 5 : : : : 5 @ 3 =RXD (232C) 10 = do not use
\ ! \ !

5 = Signal GND 9 2=TXD (232C) 9 = do not use

~ Shield = ) 4, 1= Frame GND 1
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
Modicon Modbus with RJ45 d
User Constructe
Modicon™ ModBus™ with RJ45 To C-more Touch
To PLC Panel PLC Port
RJ45 Port RS-232C —
D ¥ i
RJ45 8-pin Wiring Diagram 15-pin —
Phone Plug .~ | —— —_— D-sub
1 = do not use 3 7 7y 3 Su
P TXD RXD
2 = do not use (8P8C) 40 L1, 8=donotuse (male) 15=donotuse
3=TXD RXD —t — TXD 7 =do not use 5 14 = do not use
4 =RXD GND<2 1 L_155 &y 6=donotuse 13 = do not use
5 = Logic GND 61 I [ 5 = Logic GND 12 = do not use
6=RTS RTS ::l . 4 =do not use 11 = do not use
7=CTS cTs <L — b 3 =RXD (232C) 10 = do not use
8 = do not use REC RN o L 2=TXD(232C) 1 9 = do not use
shield r 1 > 1 = Frame GND
Note: Use the above wiring diagram to make your own cable. We recommend using 22 AWG shielded cable.
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Chapter 6 - PLC Communications

Siemens
User Constructed
To PLC Siemens S7-200 CPU Port 0 or 1 To C-more Touch
9-Pin Port RS-485A Panel PLC Port
[ I Y
9-pin Wiring Diagram 135 term 15-pin
D-sub RS-485 v e LR D-S|Ub
(male) Signal B . I . 8 =do notuse (Male) 15 = do not use
1 = Logic Com 9 bl — 115 5p+ 7 =do not use 15 14 = do not use
2 = Logic Com 6=+5VDC RS-485 8] | | 1105 pp 6=donotuse 13 = Termination
- " 7=+24VDC Signal A [ [ 5 = Logic GND 12 = SD- (RS485)
3 =RS485 Sig B 8 = RS485 Sig A [ 112
4 = do not use = 9 b T SD- 4 =do not use 11 = SD+ (RS485)
5= Logic Com 1 9=donotuse  |ogic I 45> ¢ 3=donotuse |3 [] 10 = RD- (RS485)
Common~ ‘T, 2 =do notuse 1l ® 9 = RD+ (RS485)
shield 1s . 1=Frame GND
Note: Use the above wiring diagram to make your own cable. We recommend AutomationDirect L19954 shielded cable or equivalent.
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Chapter 7 - Maintenance

Maintenance

Although the C-more HMIs require very little maintenance, setting up a routine
maintenance schedule will ensure the longevity of the product in your application.

The following are some suggestions of items to include in a preventive maintenance list or
schedule. Most of these items should be scheduled quarterly or semi-annually.

Project Backup
* During routine preventive maintenance is a good time to make sure that there is an up-to-
date backup of the application project. Although the C-more HMI has the ability to
upload the complete project from a panel through the programming software, insurance is
warranted just in case the worse case scenario happens and the entire HMI is destroyed.

Check Operating Environment

* Make sure the HMI is operating in the proper temperature range:
0 to 50°C (32 to 122°F).

* Make sure the HMI is operating within the specified humidity range:
(5-95% RH, non-condensing).

* Make sure the operating environment is free of corrosive gasses.

Check Operating Voltage

* Check the input voltage that is powering the HMI to make sure it is within the appropriate
range.

DC: 12-24 VDC

Check Status Indicators
* During routine maintenance is a good time to take a quick look at the status indicators on
the front of the HMI. The Power LED (PWR) indicator should be on, and there should
be activity on the TxD and RxD LED indicators when connected serially to a PLC or
control device. Check the status of the CPU LED and compare it to the chart shown in the
illustration below. Any indication of the CPU LED other than a solid green shows there is a
possible problem, and the condition needs to be corrected.

Refer to Chapter 4 - Installation and Wiring, C-more LED Status Indicators for more
information.
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Chapter 7 - Maintenance

Check Physical Conditions

* Check to make sure that none of the cooling vents around the HMI are clogged with dust
or debris. Also make sure that there is clearance around the HMI as shown in Chapter 4:
Installation and Wiring.

Run Tests under System Setup Screens
* Use the HMT’s System Setup Screens to test the communication
ports and beeper. See Chapter 5: System Setup Screens for
additional details for the Test Menu.

Test Comm. Port - used to test the functionality of

the 15-pin PLC communication serial port, the 3-wire

terminal block RS-485 port, the RJ12 RS-232 port and the

Ethernet port. A loop-back connector can be fabricated and

used on the serial ports to test the RS-232 or RS-422/485

communications for the TxD and RxD signals and also the

RTS and CTS signals if applicable. The Test Comm. Port

setup screens and Chapter 5 show pin-outs for the RS-232
and RS-422/485 loop-back connectors. The Ethernet connection can also be tested

for communications if it is at least connected to an Ethernet switch. If the HMI is
connected to a PLC, then an inquiry test can also be done to test the communications
between the panel and the PLC. Press the Cancel button when finished to return to the
Test Menu screen.

Check Memory Usage
* A good time to check and record the HMI’s memory usage

for future reference is during a routine maintenance schedule.
The various memory devices being used by the panel are listed
under the tab. This includes internal memory as well as any
external memory device such as a USB pen drive or SD card
memory. If no external memory device is inserted, none will
show up on the list.

* The memory usage can be viewed by use of the panel’s
System Setup Screen’s Main Menu, and then selecting the
Information button then the Memory tab. See Chapter 5:
System Setup Screens for additional details on using the
Memory tab.
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Chapter 7 - Maintenance

Check Error Log

* Another good practice is to review the HMI’s Error Log.
The log can be viewed by use of the panel’s System Setup
Screen’s Main Menu, and then selecting the Information
button. Look under the Error tab. See Chapter 5: System
Setup Screens for additional details on using the Error tab,
Appendix A: PLC Protocol Error Codes for a list of the
error codes as they relate to the specific PLC that is being
used with a description of the error, and Appendix B: HMI
Runtime Errors for a list of errors that may occur when the
panel is in operation.

Check Project Functionality
* During routine maintenance is a good time to check the functionality of your application,
making sure that various areas on different screens do what they were designed to do. An
outline or specification for the application is a useful tool for testing the various aspects of
your application. As a starting point, you may want to run through all the screens to make
sure they are accessible.

* If there are any trouble-shooting procedures built into the HMI application, now is a good
time to also check these aids.
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Chapter 7 - Maintenance

Checks from C-more Programming Software

* If you have a PC available with the C-more programming software, EA9-PGMSW,
installed, and the PC is connected to the HMI, there are checks you can make to the status
of the HMI by using the Panel Information... feature located under the Main Menu
heading Panel. This includes the following:

* Connected panel details
* Memory availability and usage
* Revisions

* Other functions that can be accessed from the programming software directly to the
HMI include DisplayScreen, Reboot, AdjustClock, MemoryClear, and Update

Firmware. Additional information concerning these functions can be found in the C-more
programming software online help file.
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Notes:
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Chapter 8 - Troubleshooting

The following topics are some of the more likely problems that may be encountered during
the installation and operation of your C-more HMI. We have made some suggestions on
what to check in order to correct the problem. Please start with the troubleshooting flow chart
that covers the more common problems encountered by other users.

Common Problems
The troubleshooting flow chart shown on the following page is based on the more common
problems fielded by our technical support team. Then, if you are having problems, please start
with the flow chart and follow the suggestions listed. and if you still need help, call our tech
support team @ 770-844-4200. In addition to having ready the information suggested in the
flow chart, please have the following available:

1) C-more HMI part number including serial number with date code.

2) Programming software version that you are currently using. For example: Version 5.20.
Having the software version number will allow our tech support team member to assess
whether there are similar problems that have been reported when using the same version
of the software. The programming software version can be found by clicking on “About
C-more Programming Software...” selection under the Help pull down menu in the
software. Also, it is always a good practice to visit the Software/Firmware Downloads
area under the Tech Support section of the AutomationDirect website and check to see if
you are using the latest version of the programming software. If you aren’t using the latest
software version, we suggest that you upgrade to see if this resolves your problem.

NOTE: The “About C-more Programming Software...” dialog box will show a Firmware version. This is the current
firmware version that is included with the programming software and does not reflect what firmware is actually
loaded on your C-more HMI. See the following for details on how to check the firmware version.

3) Firmware version of the C-more HMI. For example: V5.20. The firmware version can be
checked by using the System Setup Screens, going to the Information menu under the
Main Menu, and looking under the General tab for Firmware: -Runtime. The firmware
version can also be checked by using the programming software, while connected to the
panel, and clicking on the Panel Information selection under the Panel pulldown menu.
As with the programming software version, it is important for our tech support associates
to know which firmware version you are using so they can check on any known problems.
As with the programming software, we strongly suggest that the firmware be updated to
the latest version. Check for the latest version and download from the Software/Firmware
Downloads area of the AutomationDirect website.

It is also helpful to have a copy of your project file for our tech support associates to use in
troubleshooting a problem, so please be prepared to forward a copy of your project if it is
requested.
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Chapter 8 - Troubleshooting -

Troubleshooting Flow Chart
L0000 7
Try the following:
1) Check for proper grounding on panel and PC.
2) Go to section “No Communications between Panel and PC”.
3) PC connected to panel via USB:
a) If using USB hubs, disconnect all hubs and other USB devices,
but leave USB keyboard and mouse connected.
b) Check in the Window’s device manager to see if the C-more panel’s
USB connection shows up when physically connected.
4) PC connected to panel via Ethernet:
a) Check to make sure the cable is properly connected to the correct
port on the PC and panel.
If the above steps did not resolve the problem, then contact our tech support
team with the information listed on the previous page plus the following:
a) Description of the network to which the C-more panel is connected.
b) Isolated Network or Office/Plant Network?

L0000 7
Try the following:
1) Check for proper DC power connection & grounding on panel & PLC.
2) Go to section “No Communications between Panel and PLC”
3) Go to section “IP Address in System Setup Screens displays 0.0.0.0”
If the above steps did not resolve the problem, then contact our tech support
team with the information listed on the previous page plus the following:

a) PLC make and model? PLC firmware version?

b) Serial or Ethernet? If serial, RS-232/422/4857?

c) PLC protocol being used, and PLC comm port being used?

d) Cable purchased from ADC or constructed by user?
Having the PLC and C-more project files available to email to tech support
always helps in the troubleshooting process.

ca A
Try the following:

1) White screen? Make sure a project is loaded into the panel.

2) Black Screen? Check the PWR LED to make sure it is Steady Green.
3) Go to section “HMI does not Power Up”

4) Go to section “Display is Blank”
5)
6)

Go to section "Display is Dim”

Check CPU LED:

a) Green - OK

b) Off - No Power

c) Red - Memory Error - Cycle power to the panel. If problem persists,
replace panel

d) Blinking Red - Watchdog Timer Error - cycle power, update firmware

e) Blinking Orange (0.5 sec. ON) - Operating System Error,
update firmware

f) Blinking Orange (0.2 sec. ON) - Power Loss Detection -

Look at the table of contents check voltage at power source.
for this chapter to see if your| || If the above steps did not resolve the problem, then contact our tech
particular problem is listed. support team with the information listed in this manual.

If not, call our tech support
team @ 770-844-4200.
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- Chapter 8 - Troubleshooting

HMI Does Not Power Up

1.) Check the status indicators on the front of the panel to see if the Power LED (Green)
indicator is on. Refer to the diagram below. If the Power LED (Green) indicator is on
and the panel was observed showing “Initializing...” during power up, but the display is
now blank, go to the next troubleshooting tip, Display is Blank.

2.) If the Power LED (Green) indicator is off and the panel is being powered with a 12 or
24VDC power source, use a voltmeter to check the incoming DC voltage level. If the
incoming DC voltage is zero, check any fusing that may be in the circuit. If the fuse is
open, determine cause and replace. If the DC voltage level is out of range, the DC power
source needs to be corrected or replaced.

Power LED (Green)

On |[Power On

n Power Off
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Chapter 8 - Troubleshooting -

C-more LED Status Indicators
The status indicators will show activity whether the serial communications is wired for

RS-232 or RS-422/485.

Electrical noise, pulse generating wiring and/or improper grounding can also cause problems
with communications. Refer to the Electrical Noise Problems section later in this chapter for

additional help.

System Status LEDs
- CPU Green/Red/Orange
- RUN Green/Red/Orange
- USER Green/Red/Orange

Reset Button SD Status Green

RUN / STOP Switch

Receive Green

Port 2 Serial Port USB Status Green
Transmit  Green

System Status LEDs
-PWR Green
- ERR Red

i

Receive Green
Port 1 Serial Port

Transmit  Green

State LER cPU RUN ERR
Status Loading 0S B gaGireen. (0 0 0

CPU Running Normal - 0

Project Loaded and Running - -

No User Project - -

Password Required - B mBnange. (0 B giRed. (0
Errors Power Loss Detection B gfiaage (0 - -

Memory Error 0

0S Error B mfsaage (0 0

Watch Dog Time Out B grRed. (0 =

No Log Storage Found - B mlrainge.(0 B giRed.(0

General Error - B g:Red.(0

Warning - B gsange (0 B g:Red.(0
Mode Recovery Mode B mfiange (0 0 0

Safe Mode 0
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Chapter 8 - Troubleshooting

General Errors and Warnings

There are multiple causes for general errors and warnings. To get specific information for a
general error and warning, connect the EA9-RHMI to a PC via USB. See Chapter 5 - System

Setup Screens, Using RHMI USB Remote for more information.
General Errors
* This file is not in a recognizable format
* Unsupported file version
* Not enough buffer memory
* Not enough memory to show all data points for trends
* Error in reading the file
* Multiple projects found in panel
Warnings
* MRAM memory check sum error
* C-more runtime has detected corrupt data
* RUN --> STOP w/ Password
* Boot in STOP w/ Password
* No log storage found. *Note* - Data will not be logged if ‘Ignore’ is pressed.
* WARNING - The panel will stop

* Memory device is write protected

EA9-RHMI Beep
Function Beep Pattern
Boot 1-long, 2-short
Boot Error* 3-long
HDMI Connected 3-short
Reset to Factory Defaults | 14 short beeps progressively closer together followed by 1-long beep.
Blink Screen 5-long
*Boot Errors
Multiple Projects
Write Protected SD Card
System Screen (RUN/STOP switch in STOP pasition)
Password Protected
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Display is Blank
1.) Touch the screen to make sure the panel is not in the Screen Saver mode.
* The Screen Saver will be turned off and the panel screen will display:
— If a PLC Address is configured to control the Screen Saver and changes from On to Off.
— When a connected touchscreen panel is touched.
— When the screen is clicked by Remote Access.
— When the Alarm Event of the Event Manager occurs. (Only when the Display setting of the
Alarm Event is checked).
— When there is a screen change by the PLC.
— When an Error such as a Communication Error occurs.

2.) If the panel is not in Screen Saver mode, check the LED status indicators on the front of
the unit. Refer to Chapter 4 - Installation and Wiring, C-more LED Status Indicators
for more information.

* Make sure the CPU status LED (Green, Orange, Red) is a steady Green.
¢ If the CPU status LED is blinking Orange (ON for 0.2 sec), then the supply voltage is below

12VDC

* A blinking Orange CPU (ON for 0.5 sec) status LED indicates that the operating system could n
not be found. Reload the firmware to the HMI. If this does not resolve the problem, the panel must
be replaced.

3.) There is always the remote possibility that a project has been transferred to the HMI that
includes a screen that uses a black background and has no objects placed on the screen.
To check for this possibility, access the Main Menu of the HMI System Setup Screens
by moving the RUN / STOP switch to the STOP position. If the System Setup Screen’s
Main Menu is displayed, then most likely an empty black background screen is being

displayed.
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No User Program

NO USER PROGRAM

If a connected display is displaying the message “No User Program” after it has powered up,
then either:

— the built-in Flash memory does not contain a recognized project, or
n —an SD memory card is plugged into the SD1 slot, the project is set to boot from SD1 and there is

no project on the SD memory card. Turn the power off, remove the SD memory card and turn the
power back on.

Keep in mind that on power up, the HMI will read the project into the SDRAM memory
from the location designated in the Project Storage/Boot Location setting in the in the
C-more Software. This will either be the Built-in Flash memory or an SD memory card in

the SD1 slot. If the location designated has no project, the upon power up or reboot NO
USER PROGRAM will be displayed even if a project resides in the other location.
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Touch Screen Does Not Work
Make sure you're using a monitor with a compatible touch screen.
The C-more EA9-RHMI supports both ELO Resistive and SAW touch screens and EETI

eGalax Resistive touch screens starting with firmware version 6.53. EETI eGalax single-touch
pCap touch screens are supported with firmware version 6.70.

below.

NOTE: Check with the monitor manufacturer to make sure the monitor you purchase uses one of the drivers listed

Capactive, single or multi-touch touch screens are not supported

The manufacturers and models that have been tested at the time of firmware version 6.70

release are:

EA9-RHMI Compatible Touch Screen Monitors

Minimum

Manufacturer / Distributor Models Driver Firmware Support Website
Version

AutomationDirect Atlas ELO 6.53 | https://automationdirect.com
Hope Industrial Systems | All Resistive Touch Screen Models ELO 6.53 | https://www.hopeindustrial.com
ELO All Resistive and SAW Touch Screen Models| ELO 6.53 https://www.elotouch.com
Advantech IDS-3215R-40XGA1E Touch Screen Monitor F?S;'Sat’l‘ve 6.53 | https:/www.advantech.com
Tru-Vu VMTR-15C-24 Touch Screen Monitor Iggsallsat’l(ve 6.53 | https://ru-vumonitors.com
Dynics FX15PTUMAD Touch Screen gggi';’i‘vé 653 |https:/www.dynics.com
Tru-Vu ZBMT-18.5-R e%%'g; “| 670 |httpsy/tru-vumonitors.com
Advantech FPM-221W-P4AE e%%'g;)‘ "| 670 |httpsy//www.advantech.com

Touch Screen Calibration is Inverted

If the cursor moves to the opposite side of a connected touch screen when it is touched, the
touch screen will need to be calibrated using a USB mouse. Follow these steps for proper

calibration.

1.) Move the EA9-RHMI RUN/STOP switch to STOP to access the System Screen.
2.) Connect a USB mouse to the USB port on the EA9-RHMI. The cursor should follow the

mouse movement.

3.) Use the mouse to access the Calibration screen. From the Main Menu select Settings,

Adust Touch Panel and Start Calibration.

4.) From the Calibration screen, use your finger, not the mouse to touch each calibration
crosshair as they appear. Once all three points are touched, select Accept, Redo or Cancel.
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Firmware Recovery Tool
If the panel power is interrupted during a firmware update, the firmware and/or operating
system in the panel may become corrupt. The panel may be recoverable using a recovery
utility that installs when the C-more Programming Software is installed. If the firmware is
corrupt, but the operating system is still intact, the CPU Status LED will be Orange and the
Error Status LED will be Red. If a monitor is connected, the screen below will open when
power is reapplied to the panel. This is called Safe Mode

that the runtime version is blank.

n Press the Information button and the Information Screen shown below will display. Notice

To recover, start the firmware update again making sure that there is a constant clean power
supply.
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No System Found

If the operating system is corrupt, the CPU status LED will blink 0.5 seconds on and 0.5
seconds off. The RUN and ERR status LEDs will be off. A connected screen will display No
System Found.

To recover the panel’s Operating System:

1. Connect the Panel to your PC with the USB programming cable. (Any standard USB printer cable

will also work.)
2. Close the C-more Programming Software.

3. Cycle the power on the panel.
4. From the Windows Start Menu select:
Start Menu > AutomationDirect > C-more EA9 Series Recovery Tool

The window shown below will open.

NOTE: If the USB Icon is blinking and the USB light is Red, this indicates that there is a communication problem to
the panel. Check that the USB cable is properly connected and make sure there is communication to the panel.

5. Select Start and the Operating System will be loaded to the panel.
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No Communications Between Panel and PC (Personal Computer) via USB

The C-more HMI is programmed using the C-more Programming Software,
EA9-PGMSW. The developed project is transferred from the PC to the HMI by either a USB

or an Ethernet connection between the two. (Ethernet available on full feature units only.)
If using USB, then a USB type AB programming cable, such as p/n USB-CBL-AB15, should
be used to make a connection between the panel’s USB Port, Type B and a USB port on

the PC. The C-more Programming Software will install a USB driver on the PC during the
software installation.

PC

C-more
EA9-RHMI

USB-CBL-ABxx
USB Cable

n If the USB connection to the panel is recognized by the PC, you will hear the Windows

device-recognized-sound when the powered panel is connected to the PC. The driver will
appear in the Windows Device Manager under Network adapters as C-more EA9.
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No Communications Between Panel and PC (Personal Computer) via USB
(cont’d)

The C-more software will then identify the USB connection with a green indicator.

This Communication indicator appears on the Panel tab in the Navigation window and in the
Project Transfer or Read from Panel windows.
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USB

s-14 |

Driver Troubleshooting

Check the USB driver using Windows Device Manager:

With the C-more panel connected to the PC, on the PC, open Control Panel--> System
-->Hardware tab --> Device manager. Next expand “Network adapters”.

The C-more driver is named C-more EA9 as shown below:

If the C-more programming software Communication Config dialog USB indicator is red,
and the driver does not appear in Device Manager,

1) Unplug both ends of the cable and replug them in.

2) If that does not establish communication, plug into a different USB port on the PC.

3) If there are any USB hubs or other devices being used, temporarily eliminate them to see if this
solves the problem.

4) Reinstall the C-more HMI USB driver.
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USB Driver Troubleshooting (cont’d)

The C-more USB driver installation utility is bundled with the C-more software installation
files. If you have a C-more software CD, the file is in the root, called EA9USBDriver.exe.

If you downloaded the software, when you extracted the files, the EAQUSBDriver.exe was
extracted to the location you chose. First, close the C-more software and disconnect the USB

cable from the PC. Then, browse to EAQUSBDriver.exe and run it.
Plug the USB cable into the PC and the C-more panel.

The Found New Hardware Wizard will prompt you to search for the driver. Select “No not
this time” and click Next. Select “Install the Software automatically (Recommended)” and
click Next. Click Continue Anyway in the Windows Logo warning popup. Click Finish.

Open the project in the C-more software. The Communication Config (and Transfer
Project) USB indicator should be green.
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No Communications Between Panel and PC (Personal Computer) via Ethernet

8-16 |

When using an Ethernet connection to communicate between the HMI and the PC and the
communications does not seem to be working, the first area to check is the Ethernet status
indicators located next to the 10/100 Base-T Ethernet Port on the rear of the panel. The
Link Status LED must be displaying a steady or blinking green.

Link Status LED (Green) Network Speed LED (Yellow)
Ethernet Linked On |100M

[eli@No Ethernet Comm. 0 10M

Blinking ivi
e Comm. Activity

If using Ethernet, there are two basic ways to make the connection. You can use an Ethernet
cable to make a direct connection between the HMI and PC or use an Ethernet cable from
the HMI to a switch and then to the PC.

Stride™
T0/360 BaseT
ase- T C-more
pC (such as SE2-SW5U) I EA9-RHMI

Ethernet

) Ethernet CAT5 Auto MDI / MDI-X
Cable Ethernet Port

C-more
PC EA9-RHMI

Ethernet

Port Ethernet CAT5

Auto MDI / MDI-X
Ethernet Port

Use the C-more programming software to check the status of the Ethernet communications.
From the Navigation window, select the Panel tab. At the bottom of the Panel tab is the
Communication Config dialog box. Select the Browse button. If the connection is working
the panel will be listed in the online link list. Select the panel and then select OK. If the
Ethernet communications to the panel is working, then there should be a “green” indicator
next to the Ethernet selection. There should also be an IP Address shown in the browse box
below the Ethernet selection. If the Ethernet radio button is “red”, then you will need to
check your Ethernet cables and connections or Browse for the panel.
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No Communications between Panel and PC (Personal Computer) (cont’d)
There can also be a conflict with another Ethernet connection that may be using the same
IP Address. You may want to check the setup both in the HMI and also in your PC. As
a starting point, it is best to start with an assigned IP Address and Subnet mask, mainly to
eliminate IP addressing conflicts. Use the C-more programming software and open the Panel
Network dialog box under the Main Menu’s Setup drop down menu. Click on Ethernet
Port to display the dialog box used to set up the HMI’s Ethernet port.

Another cause of an Ethernet communications problem is the HMI doesn’t show up in the
node list, which can be caused by the PC having a firewall.

The figure below shows the Panel Network dialog box with the Ethernet port window
opened. The Save settings to Project check box is checked, and we are using the Use
the following IP Address selection by checking its radio button. The subnet example
(192.168.100.X) and the subnet mask example (255.255.255.0) must be the same
for both the panel and the PC. See the C-more programming software on-line help for
additional details regarding the Panel Network.

\In the example shown here, the

subnet is 192.168.100.X, the
subnet mask is 255.255.255.0,
and both need to be the same
for all the Ethernet devices
connected together.

The IP Address assigned to the HMI can also be checked
or edited by using the system setup screens built into the
HMI. See Chapter 5: System Setup Screens for additional
information.

The figure to the left shows a different example of the
panel’s System Setup Screens’ Ethernet Port dialog box for
configuring the Ethernet port. Again, make sure the subnet
(10.11.0.x) and subnet mask (255.255.255.0) is the same for
both the panel and the PC.
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No Communications between Panel and PC (Personal Computer) (cont’d)

Another option for accessing the IP Address assigned to the HMI is to use the C-more
Programming Software. Open the Navigation window’s Panel tab and click on the Browse
button under the Communication window at the bottom. This will open the Ethernet
Connection Setup window. The Online Link List tab will show all of the connected
panels. If none are shown, try clicking the Browse Network button to search for attached
devices. Double click on the Panel Name you want to access. This will bring up the Change
IP Address window. In this window changes can be made to the panel’s name, IP address,
subnet mask, and default gateway.

Change IP Address *

Panel Mehwark Information

Ethemnet Card. Ethermet Port
Panel Type: E&3-RHM|

MaC Address: 00:D0:7C:14:60:58
(O) Obtain Address From DHCP

(®) Use the following IP Address
IP Address: 182 . 168 . 20 . 255
Subnet Mask: 285 . 285 . 255 . D

Default G ateway: 152 . 168 2 .1

Cancel Help
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No Communications between Panel and PC (Personal Computer) (cont’d)

Check the IP Address setting of the PC by opening the Windows operating system’s Control
Panel. Select Network and Internet and then Network and Sharing Center. Click on
Ethernet as shown below.

The Ethernet Status dialog will open. Select Properties and choose the appropriate Internet
Protocol in the connections list. Select Properties. The Internet Protocol Properties
window will open. Make sure the Subnet Mask is set the same for both the HMI and PC and
also make sure that the IP Addresses do not conflict.
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No Communications between Panel and PC (Personal Computer) (cont’d)

NOTE: If a DHCP Server is being used to obtain
the IP Address for the PC, there are ways to
identify the IP Address. For example, if using
Windows 10, open a Command Prompt (Run
> CMD) and type IPCONFIG /ALL. A list of all
Ethernet assignments for the PC will be shown.

Internet Protecol Version 4 (TCR/IPv4) Properties x
General

‘You can get IP settings assigned automatically if your network supparts ‘
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically
(®) Use the following IP address:

1P address: 192 . 168 . 100 , 2
subnet mask: 255 .255.255 . 0

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: l:l
Alternate DNS server: I:I

[ validate settings upon exit Advanced. ..

el
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No Communications Between Panel and PLC

The communications between the C-more HMI and designated PLC or controlling device
can be accomplished by either a serial connection or by an Ethernet connection to the HMT’s

10/100 Base-T Ethernet Port. The EA9-RHMI includes a 15-pin RS-232/422/485 port and
a 3-wire RS-485 connection.

1.) If the HMI and PLC are connected serially and communications seemed to have stopped

working, then first check the TxD and RxD status indicators on the front of the HMI at
the connected port for activity.

C-more

Serial Port

EA-2CBL-1

Y

If there is no activity on one or both the TxD and RxD status indicators, then it should be
suspected that either:

Port 2

* serial comm port settings are incorrect

* the cable is bad and needs to be replaced
e the serial port on the panel is defective

* the PLC serial port is bad

* No TxD also can indicate no tags being polled on device
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No Communications between Panel and PLC (cont’d)

The serial ports on the C-more HMI can be tested using the HMI’s system setup screens. Access
the Main Menu of the HMUD’s system setup screens, press the Test Menu button, then press the
Test Comm. Port button and select the appropriate port tab. You will need to fabricate a Loop
Back Connector for the type of serial connection that is being used in your application, either
RS-232 or RS-422/485, per the wiring diagrams shown below. Plug the loop back connector
into the panel’s 15-pin PLC serial communications port and then press the Loop Back Test
button to run the test. See Chapter 5: System Setup Screens for additional information.

Loop back connector wiring diagrams:

RS-232 Loop-back Connector RS-422/485 Loop-back Connector
15-pin D-sub iCTS 15-pin D-sub
(male) RTS (male)
inm [
TXD+
iRXD— L
125 1xp- 1

Wiring Diagram Wiring Diagram

System setup screens Test Comm. Port dialog boxes:

[ Test Conm. Port

Gerial F Loor Back Test
COmE Port

Bwtes Receive ErFor
THORED Sarit. Counts Counts
Test a a L]
RTS/CTS
Tast Pass

The PLC Enquiry Test can also be performed to determine if the Ethernet communication
is working correctly between the panel and designated PLC.

‘ Test Comm. Fort

Ethernet & Loor Back Test

Datal:Test Pass.
DataZ: Test Pass.
DataZ: Test Pass.
Datad: Test Pass.

NOTE: The EA9-RHMI does not have a Serial 3 Port.
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No Communications between Panel and PLC (cont’d)

2.) If using an Ethernet connection between the HMI and the PLC, and there is a problem
with the communications, the first area to check is the Ethernet status indicators located
next to the 10/100 Base-T Ethernet Port (shown below) on the HMI.

Link Status LED (Green)
Ethernet Linked

Network Speed LED (Yellow)
On |100M
o 10M

(eli@INo Ethernet Comm.|

Bligking i
e e Comm. Activity

There are two basic ways to make the connection. You can connect directly from the HMI to
the PLC or connect from the HMI to a switch that is also connected to the PLC.

C-more
EA9-RHMI

CLICK PLC

Ethernet CAT5 Auto MDI / MDI-X
Cable Ethernet Port

Stride™
Ethernet Switch
10/100 Base-T
| (such as SE2-SW5U)

C-more

CLICK PLC EA9-RHMI

Cable Auto MDI / MDI-X

Ethernet Port

Check the status indicators that may be included with the Ethernet communications module
or device that is part of the PLC. Refer to the PLC’s Ethernet user manual for further
troubleshooting information.
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No Communications Between Panel and PLC (cont’d)

The Ethernet port on the C-more HMI can be tested by using the HMI’s system setup
screens. Access the Main Menu of the panel’s system setup screens, press the Test Menu
button and then press the Test Comm. Port button. Select the Ethernet tab in the Test
Comm. Port dialog box, make sure the Ethernet port is connected to an Ethernet switch or
other Ethernet communications device select a PLC from the drop down selection box, and
then press the PLC Enquiry button to run the test. See Chapter 5: System Setup Screens
for additional information.

| Test Comm. Port

Ethernet. : PLC Enauiry Test
Selected PLC & HE-ECOM

Fing Test

DataliRerly from PLCikutes=32 time=2ms TTL=128
DataZiRerly from PLCikbutes=32 time=ims TTL=128
DataZiRerly from PLCibutes=32 time=ims TTL=1282
Datad4iRerly from PLC:butes=32 time=Bms TTL=1282
Frotocol Test

Datal: Test Pass.

DataZ: Test Pass.

DataZ: Test Pass.

Datad: Test Pass.

If a PC running the C-more programming software is connected to the Ethernet network
that is also connected to both the HMI and PLC, then certain functions in the software,
such as the Main Menu’s Setup drop down selection for Panel Manager or Panel Network
and the Main Menu’s Panel drop down selection for Panel Information, can be used to
help troubleshoot problems with the HMI's communications and operation. See the C-more
programming software’s on-line help for additional information.

IP Address in System Setup Screens Displays 0.0.0.0

g-24 |

NOTE: If entering an IP Address for the C-more HMI using the System Setup Screens, and the IP Address keeps
displaying 0.0.0.0, even after entering an IP address, the panel is not functionally connected to an active network.
Either the cable, hub, or switch is bad. The entered IP Address is stored in the panel's memory but won't show up
until a good connection is established. Keep in mind that if in the C-more programming software’s Panel Network
dialog box, under Ethernet Port, you have checked the Save settings to Project check box and have entered an
IP Address of 0.0.0.0, then anytime the project is transferred to the panel, the panel's IP Address will be overwritten
with the entered address.
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Difficulty Connecting to the Panel over the Internet (Web Server and Remote

Access Features)

1) Refer to the software help file topics Panel Network and Remote Access Setup for
information on configuring the Remote Access accounts, the Web Server Function and the
panel IP Attributes.

2) In the Ethernet Port window, if DHCP is selected for assigning the IP address, verify the
currect address of the panel. The IP address assigned by DHCP may change over time.

3) Note that the Web Server Function must be enabled in the Web Server window before the
Remote Access Server Function can be accessed on the panel.

4) Verify that the correct TCP ports have been opened and forwarded on the router
controlling access to the network where the C-more panel resides.

5) If two C-more HMIs are on a network behind a firewall and they have the same Remote
Access port number, the router will use the first entry in the Port Forwarding setup that
it encounters. The same C-more HMI will always come up even if the two HMIs have two
different Web Server Port numbers.

port number other than the default (80), be sure to use the full URL text including the
prefix “heep://”. The URL should be heep://xxx.xxx.xxx.xxx:aaaaa where xxx.xxx.xxx.xxx
is the IP address of the HMI and aaaaa is the port number configured in the Web Server
window of the Panel Network setting.

6) When entering the URL in Internet Explorer to connect the C-more web server using a n
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PLC Protocol Error Codes

8-26 |

The C-more HMI includes built-in PLC communication protocol diagnostics that

monitor the exchange of data between the panel and the PLC. The diagnostics look for

the proper exchange of data, correct handshaking signals, addressing errors, incorrect data
bytes, wrong packet format, etc. The diagnostics also monitor and report any of the errors
that the designated PLC would normally generate if there is a problem with the PLC’s
communications. Each brand of PLC has its own unique set of diagnostic errors that are
typically communicated over the PLC’s communications port. The PLC generated errors are
interpreted by the C-more software. See the PLC manufacturer’s user manuals for additional
details on the designated PLC’s errors.

If a C-more communications error does occur, the error message will be displayed in the
upper left of the C-more screen and the Error Code is recorded in the panel’s error log. If a
PLC error occurs, the PLC error code number will appear across the top of the screen and the
PLC error message may not be included in some cases. The error log can be viewed using the
system setup screens. See Chapter 5: System Setup Screens under the Information window
to bring up the Error tab which includes a description of the logged data.

A detailed list and description of the various PLC protocol errors can be found in Appendix
A: PLC Protocol Error Codes.

PLC Protocol Error Codes example:

Error Codes for DirectLOGIC — K-Sequence
Error Code |Error Message Description

BII:C Communication Timeout (for single &%rg\ﬁggﬁ/fccurred after sending a request to the PLC
PLC-001 %Device% PLC Communication Timeout %Device% indicates the device name, such as DEV001.
; N Example error message for multiple PLCs: DEV001 PLC
(for multiple PLCs, such as RS-422/485) Communication Timeout
g . A negative acknowledgement (NAK) control code has been
PLC-002 NAK received from PLC generated during a read/write request.
g . A Start of Text (STX) control code was not found in the data
PLC-004 STXiis not found packet received from the PLC.
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HMI Runtime Errors

The C-more HMI includes built-in diagnostics that check for proper operation of the panel
when it is running a project that has been transferred to its memory. Faults detected while
the panel is running will produce a “Runtime” error. These errors are displayed in the upper
left of the panel’s display and are also recorded in the panel’s error log. The error log can

be viewed using the system setup screens. See Chapter 5: System Setup Screens under the
Information window to bring up the Error tab which includes a description of the logged
data.

A detailed list and description of the various HMI runtime errors can be found in Appendix

B: HMI Runtime Errors.

HMI Runtime Errors example:

Tag
No ELr(r)gr Error Message Error
: Located at upper left of screen Code
Code
Value
Log Error
MM/DD/YY . o
. Log Failed. SYS ERR HH/MM/SS The size of the destination
1 RTE-00T |Not enough Memory Space in %Device% |ERRORCODE | 200 ErTrg_rO%c%de Lnn%nJgtqytéssqgtrelatrﬁ]eedata.
MM/DD/YY
9 RTE-002 |Log Failed. SYS ERR 2002 HH/MM/SS  |No device available or
%Device% cannot be found ERRORCODE ngrErO%%de the device is defective.
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——| panel has been corrupted by power loss, etc.” If this is the case, try cycling power to the panel, re-transfer the

8-28

Panel Constantly Displays “Initializing” when Powering Up

If the HMI constantly displays a message reading “Initializing” while powering up, then check
the following possible causes.

1) C-more supports USB 1.1 and 2.0 memory devices. Ensure that the USB device is 1.1 or
2.0 or backward compatible to support version 2.0

2) The project that is loaded into the panel’s internal SDRAM memory is corrupted. Either
use the C-more programming software to clear the panel’s memory and re-transfer the
project to the HMI or move the RUN /STOP switch to the STOP position. Select the
Memory menu and use either Clear Memory or Set to Factory Default to clear the

panel’s memory and re-transfer the project to the HMI. (see Chapter 5 - System Setup
Screens)

3) An SD memory card has been plugged into an SD card slot and the SD card either has no
project stored on it or the project is corrupted. Remove the SD memory card from the SD
card slot and either load the project to the panel’s built-in Flash memory, re-format the SD
card using the SD formatter available from SDcard.org, or try a different SD memory card.

NOTE: In the Error Log you may find the error RTE-500 - Check Sum Error, which is defined as “Memory in the

project to the panel, and re-transfer the firmware, etc. in sequential steps to try to correct the problem.

Data Not Logging Problems

If the data log is missing entries, or a Runtime Error for the Log Errors as shown in Appendix
B: HMI Runtime Errors is seen, then check the following possible causes.

1) Check that the memory devices that were selected for Data Storage under the C-more
programming software’s Main Menu - Setup drop down - Panel Manager dialog box
are plugged into their proper locations. Alarms, messages and screen captures can be
independently selected to be saved to either a USB pen drive plugged into the USB Port -
Type A, or an SD card plugged into the SD Card Slot.

2) Ensure that the SD card has been formatted with the SD formatter provided by SDcard.
org.

3) The memory device could be bad. If possible, check it by plugging it into a PC that has the
ability to access the memory device. Also, not all USB devices are compatible with the
C-more HMIs. Try using the AutomationDirect USB Pen Drive, p/n
USB-FLASH. Check System Screen, Memory for the presence of the USB device inserted.
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Electrical Noise Problems
Noise is one of the most difficult problems to diagnose. Electrical noise can enter a system
in many different ways which fall into one of two categories, conducted or radiated. It may
be difficult to determine how the noise is entering the system, but the corrective actions for
either of the types of noise problems are similar.

* Conducted noise is when the electrical interference is introduced into the system by way of
an attached wire, panel connection, etc. It may enter through a power supply connection, the
communication ground connection, or the chassis ground connection.

* Radiated noise is when the electrical interference is introduced into the system without a direct
electrical connection, much in the same manner as radio waves.

While electrical noise cannot be eliminated, it can be reduced to a level that will not affect the
system.

* Most noise problems result from improper grounding of the system. A good earth ground can
be the single most effective way to correct noise problems. If a ground is not available, install a
ground rod as close to the system as possible. Ensure all ground wires are single point grounds and
are not daisy chained from one device to another. Ground metal enclosures around the system.

A loose wire can act as a large antenna, introducing noise into the system. Therefore, tighten all
connections in your system. Loose ground wires are more susceptible to noise than the other wires
in your system. Review Chapter 4: Installation & Wiring if you have questions regarding how to
ground the HML

* Electrical noise can enter the system through the power source for the HMI. Installing a properly
wired isolation transformer (neutral grounded) for all AC sources can help the problem, but only if
it is wired correctly. DC sources should be well-grounded good quality supplies.

* Never run communication cables or low-voltage power wiring close to high voltage wiring or pulse
generating wiring that controls such devices as solenoids, servos, VFDs, etc.

Touch Screen Not Working
The EA9-RHMI is compatible with ELO™ Single Touch Resistive/SAW and EETT eGalax

Single Touch Resistive and single-touch Protective Capacitive touch screen drivers.

Check with the manufacturer of the touch screen monitor about what touch screen drivers
are supported by the touch screen. See page 8-9 for a list of compatible monitors and
manufacturers.
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Chapter 9 - Replacement Parts

Replacement Parts Overview

Part Number Description

C-more pluggable terminal block, replacement, 3-pole.
EA9-3TB Package of 2. For use with 3-wire RS485 communications
port on C-more EA9 series panels.

C0-4TB CLICK terminal blocks, replacement, 4-pole. Package of 2.
For use with CLICK PLCs and C-more EA9-RHMI.
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Chapter 9 - Replacement Parts -

3-wire Communications Terminal Block - EA9-3TB

C-more EA series 3-wire communications terminal block replacement. One (1) terminal
block is supplied with each HMI. Two (2) connectors are supplied when ordered as a

replacement part.

Tightening Torque
Cable torque |Minimum 1.95 Ib-in (0.22 Nm)

Logic Ground —
Signal B - =
Signal A + —

NOTE: Use 60/75 °C copper
conductors only, 24-12 AWG

DC Power Connector Replacement — CO-4TB

EA9-RHMI 4-position DC power connector terminal block replacement. One (1) DC Power
Connector is supplied with each HMI. Two (2) connectors are supplied when ordered as a

replacement part.

Tightening Torque
Power supply cable torque 32-35 0z-in (0.22- 0.25Nm)

Equipment
Ground

NOTE: Use 60/75 °C copper 1220900
conductors only, 24-12 AWG —
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- Appendix A - HMI and PLC Error Code Tables

Introduction

The C-more family of HMIs are capable of communicating with a wide variety of
Programmable Logic Controllers. C-more can communicate over RS232, RS422 and RS485
serial networks as well as Ethernet networks. It communicates with all AutomationDirect
PLCs utilizing various protocols. C-more also communicates with other brands of PLCs by
using their different protocols. For a complete list of PLCs and protocols, see Chapter 6 -
PLC Communications.

As with any network communications, errors will occur. To make it easier for the user to
identify the cause of an error, we have provided an error code table for all of the possible
errors that C-more can detect.

If a C-more communications error does occur, the error message will appear across the

top of the screen. The C-more HMI also monitors for any errors that are generated by

the various PLCs that are connected to it. If any of the PLC generated errors are detected,
they are displayed across the top of the panel’s display embedded as a hexadecimal value

in error code P499’s message. An explanation of how the specific PLC error is identified

in the panel error code P499 is shown preceding each specific manufacturer’s PLC error
tables. How the hexadecimal error code value is interrupted is slightly different among
different manufacturers, so it is important to check the explanation at the beginning of each
manufacturer’s tables.

NOTE: These PLC error codes are provided by the manufacturer of the related PLC and are subject to change by
the PLC manufacturer. Please refer to the manufacturer's documentation for a more complete and up-to-date list of
error codes.

All errors are also logged into the panel’s Error log under
the Information tab in the panel’s System Setup Screens
and are identified by the error code number. See Chapter 5:
System Setup Screens for additional details.

STX is not found

If you have difficulty determining the cause of an error,
please refer to Chapter 8: Troubleshooting for some
troubleshooting tips or contact our technical support

Stride™
Ethernet Switch

] 10/100 Base-T C-more Error Message
| (such as SE2-SW5U)

C-more
EA9-RHMI

" Ethernet CAT5
Cable Auto MDI / MDI-X
Ethernet Port
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Appendix A - HMI and PLC Error Code Tables

C-more HMI Error Code Table

The following table includes all of the error codes and error messages that the panel will
display if the listed cause is detected. All of these errors involve problems that could result
with the panel communicating with the connected PLC. Be aware that not all of the panel
errors are used with each type of PLC that can be connected to the panel.

C-more HMI Error Code Tahle
Error Code |Error Message Cause

PLC Communication Timeout (for single  |A timeout occurred after sending a request to the PLC %Device%.
PLC-001 PLC %Device% indicates the device name, such as DEV001.
%Device% PLC Communication Timeout | Example error message for multiple PLCs: DEV001 PLC Communication
(for multiple PLCs, such as RS-422/485) | Timeout.
g " A negative acknowledgement (NAK) control code has been generated
PLC-002 NAK received from PLC during a read/write request.
g : An End of Transmission (EQT) control code is sent by the PLC in
PLC-003 | EOT received from PLC response to a Read/\Nrite/Setgiit request..
g : A Start of Text (STX) control code was not found in the data packet
PLC-004 STX is not found received from the PLC.
g : Neither an End of Text (ETX) nor an End of Transmission Block (ETB)
PLC-005  |ETXor ETB is not found control code was found in tge data packet received from the PLé.
There was an incorrect Longitudinal Redundancy Check (LRC) control
PLC-006 LRC does not match code in the communications packet received from the PLC. This is an
indication that the data in the packet is corrupted.
There was an incorrect Cyclic Redundancy Check (CRC) control code in
PLC-007 CRC does not match the communications packet received from the PLC. This is an indication
that the data in the packet is corrupted.
PLC-008 Address does not match The address value returned in the data packet from the PLC is incorrect.
PLC-009 Different function code received from PLC | The function code returned in the data packet from the PLC is incorrect.
g : There is an incorrect number of bytes found in the data packet returned
PLC-010 Data size does not match from the PLC.
PLC-011 Invalid value in function code There is an invalid value in the function code.
PLC-012 Invalid command sent to PLC E]heelrael_\évas an invalid command sent to the PLC that wasn't recognized by
If the data packet does not include a negative acknowledgement (NAK
PLC-013 ENQ received from PLC - 0x15 value) in the defined packet field, then an enquiry (ENQ) control
code error will be displayed.
g . This error will be displayed if after checking the Transaction ID Bytes in
PLC-014 | Transaction ID does not match the data packet, there is no match to what was requested.
PLC-015 %Device% No device found A PLC device designated as %Device% could not be found.
PLC-016 Data byte communication error 0 byte of data is received
PLC-017 Out of address range The HMI requested a file number larger than 255.
PLC-018 Panel communication timeout The server panel did not respond when using the Panel Pass Through.
PLC-019 Found in parity error by hardware An error has been detected in the PLC memory.
g , . Cannot open the Serial Port. If this error shows on the panel, it indicates
PLC-020 Can’t open serial port a hardware problem.
PLC-021 PLC number does not match The PLC number does not match the PLC number configured.
PLC-022 Can’t reset DCB Unable to reset the data communication bit.
PLC-023 Cable not connected properly Communication cable incorrectly installed.

(C-more HMI Error Code Table continued on the next page)
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- Appendix A - HMI and PLC Error Code Tables

C-more HMI Error Code Table (cont'd)

Error Code Error Message Cause
PLC-024 Cannot detect other devices on network The panel is not communicating with other devices on the network.
PLC-025 Panel not in polling list
PLC-026 PLC connection timeout A timeout occured after sending a request to the PLC.
PLC-027 Memory type incorrect
PLC-028 PLC failed to respond The PLC failed to respond after sending a request to the PLC.
When connected to a Do-more PLC the PLC memory version must
PLC-029 MemVer ERR HMI x PLCy match the C-more project PLC memory version. Make sure that the PLC
project does not write into the memory version address.
An error code specific to Omron Ethernet with a value of XXXX has been
PLC-495 Omron Ethernet Error returned from the PLC. See the explanation for error code
PLC-495 preceding the Omron CS/CJ FINS Ethernet error code tables.
Allen-Bradley EtherNET/IP specific. Encapsulation Error.
PLC-496 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-496 preceding the Allen-Bradley
EtherNet/IP error code tables.
Allen-Bradley EtherNET/IP specific. CIP Error.
PLC-497 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-497 preceding the Allen-Bradley
EtherNet/IP error code tables.
Allen-Bradley EtherNET/IP specific. Service Packet Error.
PLC-498 Error code Oxaaaaaaaa returned from PLC | See the explanation for error code PLC-498 preceding the Allen-Bradley
EtherNet/IP error code tables.
An error code with a value of XXXX has been returned from the PLC.
PLC-499 Error code XXXX returned from PLC See the explanation for error code PLC-499 below for Direct LOGIC and
preceding each set of PLC error code tables that use this error code.
Data cannot write to the Serial port.
PLC-500 Cannot write to Serial Port Data was sent to the PLC via the Serial Port.
If this error shows on the Panel, it indicates a hardware problem.
. There was an error while allocating memory for the read buffer.
PLC-700 Not enough buffer memory When this error is displayed, a memory leak may have occurred.
g N : Request to inaccessible memory from the HMI layer to the PLC protocol
PLC-701 Access to inaccessible PLC memory layer. This error is an indication that there is a problem in the HMI layer.
. ; : A Read/Write/SetBit request has been sent to an invalid memory area.
PLC-702 Cannot access by different function code This error is an indication that there is a problem in the HMI layer.
] A PLC Write request was made to the PLC’s Read-OnIK/Imemory area.This
PLC-703 Write request to PLC Read Only Memory error is an indication that there is a problem in the HMI layer or the PLC
protocol layer.
. - No device (PLC) exists in the server panel or the device name does not
PLC-704 Bad device-access match between the server and client when using the Panel Pass Through.
. The protocol for the device does Not match between the server and client
PLC-705 Protocol does not match when using the panel pass through.

A4 |
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Appendix A - HMI and PLC Error Code Tables

DirectLOGIC - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC.
The PLC-499 error message includes a four digit hexadecimal value embedded in the message.
This value can be looked up in the specific PLC’s error tables to determine the cause of the
error. The possible PLC generated error codes for the Direct. OGIC communication protocol
are represented by a hexadecimal value as shown in the following message example.

Direct LOGIC Error Code PLC-499 Message Example:

Error code 0003
returned from PLC

Panel error code PLC-499
showing a hexadecimal value
of 0003 indicates an “lllegal

data value dependent upon
the request.” PLC error.

DirectLOGIC K-Sequence Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the Direcs. OGIC PLC when
using the K-Sequence protocol.

PLC Error Codes for DirectLOGIC — K-Sequence

P Desrpion
01F8 Error setting value.
020D Error in key mode - Set switch on PLC CPU to “Term”
021C Password protected.
——| NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and
ﬁ: are are displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active.

Please refer to the PLC manufacturer's documentation for additional information.

DirectLOGIC DirectNET Protocol — PLC Error Codes

Only errors as listed in the HMI Error Code Table shown on page A-3 can occur when using
the DirectL OGIC DirectNET protocol. There are no PLC generated errors.

DirectLOGIC error code tables continued on the next page.
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The following table lists the errors that can be generated by the Modbus protocols:

u Modbus Protocols Error Code P499 Explanation

AutomationDirect CLICK

AutomationDirect DirecLOGIC - Modbus (Koyo)
Modicon Modbus RTU

Entivity Modbus RTU

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and
are are displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active.
Please refer to the PLC manufacturer's documentation for additional information.

PLC Error Codes Modbus Protocols

Panel Error Code

P49 Hex Value|  Name Aty
The function code received in the query is not an allowable action for the server (or slave).
ILLEGAL This may be because the function code is only applicable to newer devices and was not
0x0001 FUNCTION implemented in the unit selected. It could also indicate that the server (or slave) is in the wrong

state to process a request of this type, for example because it is unconfigured and is being
asked to return registered values.

The data address received in the query is not an allowable address for the server (or slave).
More specifically, the combination of reference number and transfer length is invalid. For a
controller with 100 registers, the PDU addresses the first register as 0 and the last one as 99.
0x0002 ILLEGAL DATA |If a request is submitted with a starting register address of 96 and a quantity of registers of 4,
ADDRESS then the request will successfully operate (address-wise at least) on registers 96, 97, 98, 99.
If a request is submitted with a starting register of 96 and a quantity of registers of 5, then the
request will fail with Exception code 0x02 “lllegal Data Address” since it attempts to operate on
registers 96, 97, 98, 99 and 100 and there is no register with address 100.

A value contained in the query data field is not an allowable value for server (or slave). This
ILLEGAL DATA | indicates a fault in the structure of the remainder of a complex request, such as that the
0x0003 VALUE implied length is incorrect. It specifically does NOT mean that a data item submitted for storage

in a register has a value outside the expectation of the application program, since the Modbus
protocol is unaware of the significance of any particular value of any particular register.

0x0004 SLAVE DEVICE |An unrecoverable error occurred while the server (or slave) was attempting to perform the
FAILURE requested action.

DirectLOGIC ECOM Protocol — PLC Error Codes

Only errors as listed in the HMI Error Code Table shown previously in this Appendix can
occur when using the DirectLOGIC ECOM protocol. There are no PLC generated errors.
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Productivity Error Code P499

PLC Error Codes for Productivity

Panel Error Code .
P499 Hex Value Meaning

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and

are are displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active.

Please refer to the PLC manufacturer's documentation for additional information.

0x0001

unconfigured and is being asked to return registered values.

The function code received in the query is not an allowable action for the server (or slave). This may be because
the function code is only applicable to newer devices and was not implemented in the unit selected. It could also
indicate that the server (or slave) is in the wrong state to process a request of this type, for example because it is

0x0002

Address out of range. Check to make sure that the C-more tag and System ID match the Productivity
CSV into C-more must be in sync with each other.

Programming Software Tag Name and System ID. The project file in the Productivity system and the imported

0x0003

does NOT mean that a data item submitted for storage in a register has a value outside the expectation of the

application program, since the Modbus protocol is unaware of the significance of any particular value of any
particular register.

A value contained in the query data field is not an allowable value for the server (or slave). This indicates a fault
in the structure of the remainder of a complex request, such as that the implied length is incorrect. It specifically

0x0004

An unrecoverable error occurred while the server (or slave) was attempting to perform the requested action.
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AutomationDirect Do-More Error Codes
ﬂ

Error Code Description Resolution
Should only occur if message has been corrupted or protocol version is
0x01 Unknown Command mismatched. Check versions and update appropriately. If versions are

correct, check cabling, routing and switches for bad packets.
Too many devices connected to the CPU. Reduce number of devices

0x02 Out of Sessions connected.

Occurs when permission level is not sufficient for the operation
0x03 lllegal Operation perft?lrmed by the panel. Increase the permission level to correct the

problem.

: : Session number does not match for sending device. Re-establish

0x04 Invalid Session connection by power cycling or sending updated project.

Invalid address exists. Ensure that address range is expanded and load
0x05 Out of Range configuration to the CPU.

. Occurs when message cannot be parsed correctly. Could occur from

0x06 Invalid Argument noise or faulty wiring.
0x07 Program Update Active Wait until program update is complete.
0x08 No Token Occurs when client attempts to update the project without first acquiring

the program update token.

o Occurs when client attempts to update the project while ST21 is true.
0x09 Program Update Inhibited Ehps aIIov(;/s tr:je customer to programmatically prevent the project from
eing updated.

Wait until System Configuration update is complete to continue
communications.

0x0A System Configuration Update Active

0x0B Invalid Mode Ensure that the switch on the CPU is in Term mode.

. Occurs when a PLC mode change is attempted while a mode change is
0x0C Mode Change Active in progress. In some cases it takes several scans for a mode change.
0x0D Mode Locked Occurs when mode change is attempted and keyswitch is not in Term.
OXOF Invalid Password tEhnitse(rj(IeJVci)C-Gr;nore password in Password field of C-more Panel Manager for

Occurs when trying to update a tag that is forced. Force must be

0x0F Resource Locked removed in order to update the tag.

0x010 Doc Update Active gcggi;sngr?gesno&%ﬁr}% alRttngts to access the documentation file while it
0x011 Invalid Driver gxciggrs when attempting to read driver data from a driver that doesn’t
0x012 Invalid Driver Data Occurs when attempting to read a driver data type that isn’t valid.

0x013 Shared RAM write failed Occurs when attempting to read or write to a module’s shared RAM and

it fails. Usually occurs when the module has gone bad.
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Allen-Bradley - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected u
PLC. The PLC-499 error message includes a four digit hexadecimal value embedded in the

message. This value can be looked up in the specific PLC’s error tables to determine the cause

of the error. The possible PLC generated error codes for the Allen-Bradley DF1 and DH485
communication protocols are represented by a hexadecimal value as shown in the following

diagram. Please note that the error code is broken down into three sections. It is possible for

more than one type of PLC error to be displayed in this value.

Allen-Bradley Error Code PLC-499 Message Example:

AB DF1 and DH485 Protocol Error Code PLC-499 Breakd .
an rotocol Error -ode reakdown AB DF1 and DH485 Protocol — Multiple Error Code Examples

l}??mbontg Olfgcb?tls Ext;l;qseTs Examplel | Example2 | Example3

— " 5?7"3{? [FDx[x ] \ lIIX[ [x] \ [FIxIx]x]

Fod (LT SRR I AT 458 G0D) | GELE | GELE
CHBBANI BN 2LY " " T

Fove - [x[xJolo l\l x]xJo[o] \l x[x]o[o]

E)Ii_scp-lggng}r—irg;a(ijoedc?pffr;gg E)I(STmitTcie i anrIrqurgiLsgl-:ygegd[ [010[9] ‘ [x [1_[0[ | ‘ [F [1_[0[9]

Error code 1700
returned from PLC

Panel error code PLC-499
showing a hexadecimal value
of 1700 indicates “lllegal
command or format.”and
“Station is offline.” PLC errors.
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The following PLC error code tables cover possible errors that are detected by the panel from
Allen-Bradley PLCs using the DF1 and DH485 protocols. DF1 includes full and half duplex
communications for the MicroLogix 1000, 1100. 1200, 1400, 1500, SLC 5/03, /04, /05,
ControlLogix, CompactLogix and FlexLogix, and full duplex communications for the PLC5.
DH485 includes all MicroLogix and SLC500 PLC’s and any communication connection
using an Allen-Bradley AIC device using the DH485 protocol.

u Allen-Bradley DF1 & DH485 Protocols — PLC Error Code Tables

— | displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active. Please

Z— NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
— refer to the PLC manufacturer's documentation for additional information.

PLC Errors for Allen-Bradley DF1 and DH485 Protocols, Local STS Errors (0-3 hits)

Panel Error Code

PLC-499 Hex Value Desoription
0x0 Success; no error.
0x1 DST node is out of buffer space.
0x2 Gannot guarantee delivery; link layer.
(The remote node specified does not ACK command.)
0x3 Duplicate token holder detected.
0x4 Local port is disconnected.
0x5 Application layer timed out waiting for response.
0x6 Duplicate node detected.
0x7 Station is offline.
0x8 Hardware fault.

PLC Errors for Allen-Bradley DF1 and DH485 Protocols, Remote STS Errors (4-7 hits)

Panel Error Code

PLC-499 Hex Value Dgscription
0x0 Success; no error.
0x10 lllegal command or format.
0x20 Host has a problem and will not communicate.
0x30 Remote node host is missing, disconnected, or shut down.
0x40 Host could not complete function due to hardware fault.
0x50 Addressing problem or memory protect rungs.
0x60 Function not allowed due to command protection selection.
0x70 Processor is in Program Mode.
0x80 Compatibility mode file missing or communication zone problem.
0x90 Remote node cannot buffer command.
0xA0 Wait ACK (1775 KA buffer full).
0xB0 Remote node problem due to download.
0xCo Wait ACK (1775 KA buffer full).
0xDO not used
0xEO not used
0xFO Error code in the EXT STS byte. See the error code table on the next page.

(PLC generated error codes for the Allen-Bradley DF1 protocol continued on the next page)
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Allen-Bradley DF1 & DH485 Protocols — PLC Error Code

Tables (cont’d)

PLC Errors for Allen-Bradley DF1 and DH485 Protocols, EXT STS Command Code for FO Command

PLC-498 Hox Value Description
0x0 not used
0x1 A field has an illegal value.
0x2 Fewer levels specified in address than minimum for any address.
0x3 More levels specified in address than system supports.
0x4 Symbol not found.
0x5 Symbol is of improper format.
0x6 Address does not point to something usable.
0x7 File is wrong size.
0x8 Cannot complete request; situation has changed since start of the command.
0x9 Data or file size is too large.
0xA Transaction size plus word address is too large.
0xB Access denied; improper privilege.
0xC Condition cannot be generated; resource is not available.
0xD Condition already exists; resource is readily available.
OxE Command cannot be executed.
OxF Histogram overflow.
0x10 No access.
0x11 lllegal data type.
0x12 Invalid parameter or invalid data.
0x13 Address reference exists to deleted area.
0x14 Command execution failure for unknown reason;
possible PLC 3 histogram overflow.
0x15 Data conversion error.
0x16 Scanner not able to communicate with 1771 rack adapter.
0x17 Type mismatch.
0x18 1771 module response was not valid.
0x19 Duplicated label.
0x22 Remote rack fault.
0x23 Timeout.
0x24 Unknown error.
0x1A File is open; another node owns it.
0x1B Another node is the program owner.
0x1C Disk File is write protectid or otherwise unavailable
0x1D Disk File is being used by another application. Update not performed (offline only).
Ox1E Data table element protection violation.
Ox1F Temporary internal problem.
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Allen-Bradley EtherNet/IP Protocol -
u Panel Error Code PLC-496, 497 and 498 Explanation

The PLC-496, PLC-497, and PLC-498 error codes are used to show any errors that are
generated by the connected PLC. These error messages include an eight digit hexadecimal
value displayed embedded in the message. This value can be looked up in the specific PLC’s
error tables to determine the cause of the error. The possible PLC generated error codes for
the Allen-Bradley EtherNet/IP communication protocol is represented by a hexadecimal value
as shown in the following message example.

Allen-Bradley Error Code PLC-496, 497, 498 Message Example:

A12 |

Error code 00000065
returned from PLC

Panel error code PLC-496
showing a hexadecimal value
of 00000065 indicates an “The
target received a message of

invalid length.” PLC error.
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Appendix A - HMI and PLC Error Code Tables -

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

ControlLogix, CompactLogix, and FlexLogix

The following PLC error code tables cover possible errors that are detected by the panel
from Allen-Bradley PLCs using the EtherNet/IP protocol. This includes all ControlLogix,
CompactLogix and FlexLogix PLCs.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-496 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Errors for Allen-Bradley EtherNet/IP Protocol ~Encapsulation Errors
Error code Oxaaaaaaaa returned from the PLC

Panel Error Code

PLC-496 Hex Value Description
0x00000001 The sender issued an invalid or unsupported encapsulation command.
000000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
%?gggggggs Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
%?gggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
UX&%%%%(%%? ) Reserved for future expansion.

Panel Error Code

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
Error code Oxaaaaaaaa returned from the PLC

PLC-497 Hex Value Description
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Gonnection Manager: Either the vendor ID or the Product Code in the key segment did not match the
device.
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley — EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

PLC.497 Hox Value Description
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected Send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: Invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
O)é%?g%?f ) Connection Manager: Vendor specific.
0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.
0x030000 Invalid parameter value.
0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.
0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.
0x060000 Partial transfer: Only part of the expected data was transferred.
0x070000 Connection lost: The messaging connection was lost.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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Appendix A - HMI and PLC Error Code Tables

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code -~
PLC-497 Hex Value Description

0x080000 Service not supported: The requested service was not implemented or was not defined for this Object
Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value - for example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x1b0000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1¢0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) later in this appendix

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.
Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

0x220000 received).

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
ControlLogix, CompactLogix, & FlexLogix (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code -
PLC-497 Hex Value Description

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment was included as the first segment in the path does not match the
destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

06)2(21%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaaaaaaaa returned from the PLC)

P e
0x040000 This general status codes that the tag name could not be deciphered. This could mean that the tag name
was entered incorrectly or does not exist in the PLC.
0x050000 The particular item referenced (usually instance) could not be found.
0x060000 The amount of data requested would not fit into the response buffer. Partial data transfer has occurred.
0x0a0000 An error has occurred trying to process one of the attributes.
0x130000 Not enough command data/parameters were supplied in the command to execute the service requested.
0x1c0000 An insufficient number of attributes were provided compared to the attribute count.
0x260000 The tag name length specified did not match what was in the message.
0xff0521 You have tried to access beyond the end of the data object.
0xff0721 The abbreviated type does not match the data type of the data object.
0xff0421 The beginning offset was beyond the end of the template.

A-16 |
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Appendix A - HMI and PLC Error Code Tables -

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables

The following PLC error code tables cover possible errors that are detected by the panel from
Allen-Bradley Micro800 PLCs using the tag based serial or EtherNet/IP protocols.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-496 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Errors for Allen-Bradley EtherNet/IP Protocol —~Encapsulation Errors
Error code Oxaaaaaaaa returned from the PLC

Panel Error Code

PLC-496 Hex Value LEETAITL
0x00000001 The sender issued an invalid or unsupported encapsulation command.
0x00000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
Ugfgggggggs Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
Ugfgggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
ngx%%%%%?f? - Reserved for future expansion.

Panel Error Code

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
Error code Oxaaaaaaaa returned from the PLC

PLC-497 Hex Value Description
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Gonnection Manager: Either the vendor ID or the Product Code in the key segment did not match the
device.
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based

PLC continued on the next page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based

PLC Error Code Tables (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

PLC.497 Hox Value Description
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected Send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: Invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
O)é%?g%?f ) Connection Manager: Vendor specific.
0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.
0x030000 Invalid parameter value.
0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.
0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.
0x060000 Partial transfer: Only part of the expected data was transferred.
0x070000 Connection lost: The messaging connection was lost.

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based

PLC continued on the next page)
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Appendix A - HMI and PLC Error Code Tables

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code -~
PLC-497 Hex Value Description

0x080000 Service not supported: The requested service was not implemented or was not defined for this Object
Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value - for example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x1b0000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1¢0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) later in this appendix

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.
Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

0x220000 received).

(PLC generated error codes for the Allen-Bradley Micro800 Serial and EtherNet/IP Tag Based

PLC continued on the next page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley — Micro800 Serial and EtherNet/IP Tag Based
PLC Error Code Tables (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code -
PLC-497 Hex Value Description

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment was included as the first segment in the path does not match the
destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

06)2(21%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaaaaaaaa returned from the PLC)

P e
0x040000 This general status codes that the tag name could not be deciphered. This could mean that the tag name
was entered incorrectly or does not exist in the PLC.
0x050000 The particular item referenced (usually instance) could not be found.
0x060000 The amount of data requested would not fit into the response buffer. Partial data transfer has occurred.
0x0a0000 An error has occurred trying to process one of the attributes.
0x130000 Not enough command data/parameters were supplied in the command to execute the service requested.
0x1c0000 An insufficient number of attributes were provided compared to the attribute count.
0x260000 The tag name length specified did not match what was in the message.
0xff0521 You have tried to access beyond the end of the data object.
0xff0721 The abbreviated type does not match the data type of the data object.
0xff0421 The beginning offset was beyond the end of the template.
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Appendix A - HMI and PLC Error Code Tables -

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
SLC, MicroLogix and ENI u

The following PLC error code tables cover possible errors that are detected by the panel from
Allen-Bradley PLCs using the EtherNet/IP protocol. This includes MicroLogix 1100, 1400 &
SLC 5/05, both using their native Ethernet port, and MicroLogix 1000, 1100, 1200, 1400,
1500, SLC 5/03, 5/04 and 5/05 using an Allen-Bradly ENI Adapter.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-496 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Errors for Allen-Bradley EtherNet/IP Protocol —~Encapsulation Errors
(Error code Oxaaaaaaaa returned from the PLC)

Panel Error Code

PLC-496 Hex Value DT
0x00000001 The sender issued an invalid or unsupported encapsulation command.
0x00000002 Insufficient memory resources in the receiver to handle the command. You can get this error if the
1761-NET-ENI cannot connect to the PLC serially.
0x00000003 Poorly formed or incorrect data in the data portion of the encapsulation message.
%?ggggggg% Reserved for legacy (Rockwell Automation).
0x00000064 An orginator used an invalid session handle when sending an encapsulation message to the target.
0x00000065 The target received a message of invalid length.
%?gggggggg Reserved for legacy (Rockwell Automation).
0x00000069 Unsupported encapsulation protocol revision.
Oxé)x%%%%(%%? ) Reserved for future expansion.

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaabbbb returned from the PLC)

Panel Error A

PLEAOT Hex alue Description
0x010100 Connection Manager: Connection in Use or Duplicate Forward Open.
0x010103 Connection Manager: Transport Class and Trigger combination not supported.
0x010106 Connection Manager: Ownership Conflict.
0x010107 Connection Manager: Connection not found at target application.
0x010108 Connection Manager: Invalid connection type (problem with type or priority).
0x010109 Connection Manager: Invalid connection size.
0x010110 Connection Manager: Device not configured.
0x010111 Connection Manager: RPI not supported. Could also be problem with inactivity timeout.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next
page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

u SLC, MicroLogix and ENI (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaabbbb returned from the PLC)

PLC.497 Hox Value Description
0x010113 Connection Manager: Connection Manager cannot support any more connections.
0x010114 Connection Manager: Either the vendor ID or the Product Code in the key segment did not match the
device.
0x010115 Connection Manager: Product Type in the key segment did not match the device.
0x010116 Connection Manager: Major or minor revision information in the key segment did not match the device.
0x010117 Connection Manager: Invalid connection point.
0x010118 Connection Manager: Invalid configuration format.
0x010119 Connection Manager: Connection request fails since there is no controlling connection currently open.
0x01011a Connection Manager: Target application cannot support any more connections.
0x01011b Connection Manager: RPI is smaller than the Production Inhibit Time.
0x010203 Connection Manager: Connection cannot be closed since the connection has timed out.
0x010204 Connection Manager: Unconnected Send timed out waiting for a response.
0x010205 Connection Manager: Parameter error in Unconnected Send service.
0x010206 Connection Manager: Message too large for Unconnected message service.
0x010207 Connection Manager: Unconnected acknowledge without reply.
0x010301 Connection Manager: No buffer memory available.
0x010302 Connection Manager: Network Bandwidth not available for data.
0x010303 Connection Manager: No Tag filters available.
0x010304 Connection Manager: Not configured to send real-time data.
0x010311 Connection Manager: Port specified in Port segment not available.
0x010312 Connection Manager: Link address specified in port segment not available.
0x010315 Connection Manager: invalid segment type or segment value in path.
0x010316 Connection Manager: Path and Connection not equal in close.
0x010317 Connection Manager: Ether Segment not present or Encoded Value in Network Segment is invalid.
0x010318 Connection Manager: Link address to self invalid.
0x010319 Connection Manager: Resources on Secondary unavailable.
0x01031a Connection Manager: Connection already established.
0x01031b Connection Manager: Direct connection already established.
0x01031¢c Connection Manager: Miscellaneous.
0x01031d Connection Manager: Redundant connection mismatch.
0x01031e Connection Manager: No more consumer resources available in the producing module.
0x01031f Connection Manager: No connection resources exist for target path.
06%[1)8%% ) Connection Manager: Vendor specific.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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Appendix A - HMI and PLC Error Code Tables -

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
SLC, MicroLogix and ENI (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaabbbb returned from the PLC)

Panel Error Code -
PLC-497 Hex Value Description

0x020000 Resource unavailable: Connection Manager resources are unavailable to handle service request.

0x030000 Invalid parameter value.

0x040000 Path segment error: The path segment identifier or the segment syntax was not understood by the
processing node.

0x050000 Path destination unknown: The path is referencing an object class, instance or structure element that is not
known or is not contained in the processing node.

0x060000 Partial transfer: Only part of the expected data was transferred.

0x070000 Connection lost: The messaging connection was lost.

0x080000 Service not supported: The requested service was not implemented or was not defined for this Object
Class/Instance.

0x090000 Invalid attribute value: Invalid attribute data detected.
Attribute list error: An attribute in the Get_Attribute_List or Set_Attribute_List response has a non-zero

0x0a0000 status

0x0b0000 Already in requested mode/state: The object is already in the mode/state being requested by the service.

0x0c0000 Object state conflict: The object cannot perform the requested service in its current mode/state.

0x0d0000 Object already exists: The requested instance of object to be created already exists.

0x0e0000 Attribute not settable: A request to modify non-modifiable attribute was received.

0x0f0000 Privilege violation: A permission/privilege check failed.

0x100000 Device state conflict: The device’s current mode/state prohibits the execution of the requested service.
Reply data too large: The data to be transmitted in the response buffer is larger than the allocated response

0x110000 buffer

0x120000 Fragmentation of a primitive value: The service specified an operation that is going to fragment a primitive
data value - for example, trying to send a 2 byte value to a REAL data type (4 byte).

0x130000 Not enough data: The service did not supply enough data to perform the specified operation.

0x140000 Attribute not supported: The attribute specified in the request is not supported.

0x150000 Too much data: The service supplied more data than was expected.

0x160000 Object does not exist: The object specified does not exist in the device.

0x170000 Service fragmentation sequence not in progress: The fragmentation sequence for this service is not
currently active for this data.

0x180000 No stored attribute data: The attribute data of this object was no saved prior to the requested service.

0x190000 Store operation failure: The attribute data of this object was not saved due to a failure during the attempt.

0x120000 Routing failure, request packet too large: The service request packet was too large for transmission on a
network in the path to the destination.

0x160000 Routing failure, response packet too large: The service reponse packet was too large for transmission on a
network in the path from the destination.

0x1¢0000 Missing attribute list entry data: The service did not supply an attribute in a list of attributes that was
needed by the service to perform the requested behavior.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables
u SLC, MicroLogix and ENI (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — CIP Errors
(Error code Oxaabbbb returned from the PLC)

Panel Error Code -
PLC-497 Hex Value Description

0x1d0000 Invalid attribute value list: The service is returning the list of attributes supplied with status information for
those attributes that were invalid.

0x1e0000 Embedded service error: See Service Packet error list (PLC-498 Error codes) later in this appendix

0x1f0000 Vendor specific error: A vendor specific error has been encountered. This occurs when none of the
specified errors relate to the error in the device.

0x200000 Invalid parameter: A parameter associated with the request was invalid. This code is used when a
parameter does meet the requirements defined in an Application Object specification.

0x210000 Write-once value or medium already written: An attempt was made to write to a write-once-medium that
has already been written or to modify a value that cannot be change once established.
Invalid Reply Received: An invalid reply is received (example: service code sent doesn’t match service code

0x220000 received.).

0x230000 Reserved by CIP for future extensions.

0x240000 Reserved by CIP for future extensions.

0x250000 Key failure in path: The key segment which was included as the first segment in the path does not match
the destination module. The object specific status shall indicate which part of the key check failed.

0x260000 Path Size Invalid: The size of the path which was sent with the Service Request is either not large enough
to allow the Request to be routed to an object or too much routing data was included.

0x270000 Unexpected attribute in list: An attempt was made to set an attribute that is not able to be set at this time.
Invalid Member ID: The Member ID specified in the request does not exist in the specified Class/Instance/

0x280000 Attribute.

0x290000 Member not settable: A request to modify a non-modifiable member was received.
Group 2 only server general failure: This error code may only be reported by DeviceNet group 2 only

0x2a0000 servers with 4K or less code space and only in place of Service not supported, Attribute not supported and
Attribute not settable.

Oé)z(gf%%%% Reserved by CIP for future extensions.

0xd00000 - Reserved for Object Class and service errors: This range of error codes is to be used to indicate Object
Class specific errors. Use of this range should only be used when errors in this table don’t accurately reflect

0xff0000 the error encountered.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

SLC, MicroLogix and ENI (cont'd)
PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaabbbb returned from the PLC)

PLC-496 Hox Value Description
0x010000 DST Node is out of buffer space.
0x020000 Cannot guarantee delivery; link layer (the remote node specified does not ACK command).
0x030000 Duplicate token holder detected.
0x040000 Local port is disconnected.
0x050000 Application layer timed out waiting for response.
0x060000 Duplicate node detected.
0x070000 Station is offline.
0x080000 Hardware fault.
0x100000 Illegal command or format. Typical error received from PLC when address requested to the PLC does not
exist. Usually occurs if memory map has not been expanded in PLC to the range requested from panel.
0x200000 Host has a problem and will not communicate.
0x300000 Remote node host is missing, disconnected, or shut down.
0x400000 Host could not complete function due to hardware fault.
0x500000 Addressing problem or memory protected rungs.
0x600000 Function not allowed due to command protection selection.
0x700000 Processor is in Program Mode.
0x800000 Compatibility mode file missing or communication zone problem.
0x900000 Remote node cannot buffer command.
0xA00000 Wait ACK (1775 KA buffer full).
0xB00000 not used
0xC00000 not used
0xD00000 Error code in the EXT STS byte. See the error code table below.
0xE00000 Fewer levels specified in address than minimum for any address.
0xF00300 More levels specified in address than system supports.
0xF00400 Symbol not found.
0xF00500 Symbol is of improper format.
0xF00600 Address does not point to something usable.
0xF00700 File is wrong size.
0xF00800 Cannot complete request, situation has changed since start of the command.
0xF00900 Data or file size is too large.
0xF00900 Transaction size plus word address is too large.
0xF00B0O Access denied; improper privilege. This will occur if data file is set to constant or protected.
0xF00C00 Condition cannot be generated; resource is not available.
0xFO0DO0 Condition already exists; resource is readily available.

(PLC generated error codes for the Allen-Bradley EtherNet/IP protocol continued on the next

page)
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- Appendix A - HMI and PLC Error Code Tables

Allen-Bradley - EtherNet/IP Protocol — PLC Error Code Tables

u SLC, MicroLogix and ENI (cont'd)

PLC Errors for Allen-Bradley EtherNet/IP Protocol — Service Packet Errors

(Error code Oxaabbbb returned from the PLC)

PLC.498 Hox Value Description
0xFOOEQO Command cannot be executed.
0xFOOF00 Histogram overflow.
0xF01000 No access.
0xF01100 lllegal data type.
0xF01200 Invalid parameter or invalid data.
0xF01300 Address reference exists to deleted area.
0xF01400 Command execution failure for unknown reason; possible histogram overflow.
0xF01500 Data conversion error.
0xF01600 Scanner not able to communicate with 1771 rack adapter.
0xF01700 Type mismatch.
0xF01800 1771 module response was not valid.
0xF01900 Duplicated label.
0xF02200 Remote rack fault.
0xF02300 Timeout.
0xF02400 Unknown error.
0xF01AQ0 File is open; another node owns it.
0xF01B00 Another node is the program owner.
0xF01C00 Reserved.
0xF01D00 Reserved.
0xFO1E00 Data table element protection violation.
0xFO1F00 Temporary internal problem.

Generic EtherNet IP Protocol — PLC Error Codes

Only errors as listed in the HMI Error Code Table shown previously in this Appendix can
occur when using the Generic Ethernet IP protocol. There are no PLC generated errors.
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GE 90-30 - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC. u
The PLC-499 error message includes a four digit hexadecimal value embedded in the message.

This value can be looked up in the specific PLC’s error tables to determine the cause of the

error. The possible PLC generated error codes for the GE 90-30 communication protocol are
represented by a hexadecimal value as shown in the following message example.

GE 90-30 Error Code PLC-499 Message Example:

Error code 0013
returned from PLC

Panel error code PLC-499
showing a hexadecimal value
of 0013 indicates a “Port
configurator error.” PLC error.
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GE 90-30 SNPX Protocol — PLC Error Code Tables

u The following table lists the errors that can be generated by the GE 90-30 PLC when using
the SNPX protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Errors for GE 90-30 SNPX Protocol (Major)

Panel Error Code

PLC-499 Hex Value YR

No error Successful completion. (This is the expected completion value in the COMMREQ Status Word.)

0x0002 Insufficient Privilege. For Series 90-70 PLC, the minor error code contains the privilege level required for
the service request.

0x0004 Protocol Sequence Error. The CPU has received a message that is out of order.

0x0005 Service Request Error, the minor error code contains the specific error code.

0x0006 lllegal Mailbox Type. Service request mailbox type is either undefined or unexpected.

0x0007 The PLC CPU’s Service Request Queue is full. The master should retry later. It is recommended that the
master wait a minimum of 10 msec before sending another service request.

0x000A SNP DOS Driver Error. The minor error code contains the specific error code.
Illegal Service Request. The requested service is either not defined or not supported. (This value is returned

0x000B in lieu of the actual 01h value passed in the SNP error message, to avoid confusion with the normal

successful COMMREQ completion.)
Local SNP/SNP-X Error. An error occurred within the SNP task in the CMM module in this PLC.

0x000C This err(c)ir may occur in either an SNP master or an SNP slave. The minor error code contains the specific
error code.

0x000D Remote SNP Error. An error occurred within the SNP slave task in the CMM module in the remote PLC.
The minor error code contains the specific error code.

0X000E Autodial Error. An error occurred while attempting to send a command string to an attached external
modem. The minor error code contains the specific error code.

0x000F SNP-X slave error. An error occurred within the SNPX task in the remote slave device. The minor error
code contains the specific error code.

0x0013 Port configurator error.

0x0050 Problem with sending mail to the slave Service Request task.
(Series 90-70 PLC CPUs only)

0x0051 Problem with getting mail from the slave Service Request task.
(Series 90-70 PLC CPUs only)

0x0055 Slave SNP task timed out before receiving an SRP response.
(Series 90-70 PLC CPUs only)

0x0056 Slave SNP task could not find the requested datagram connection.
(Series 90-70 PLC CPUs only)

0x0057 Slave SNP task encountered an error in trying to write the datagram.
(Series 90-70 PLC CPUs only)

0x0058 Slave SNP task encountered an error in trying to update the datagram.

(Series 90-70 PLC CPUs only)

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)
u

Panel Error Code A
PLC-499 Hex Value Description

PLC Error 0x010C | WAIT-type COMMREQ is not permitted; must use NOW AlT-type.
PLC Error 0x010E | not used

PLC Error 0x010F The service request code in an X-Request message is unsupported or invalid at this time. This error may
occur if an SNP-X communication session has not been success fully established at the slave device.

PLC Error 0x020C | COMMREQ command is not supported.
PLC Error 0x020E | The modem command string length exceeds 250 characters.

Insufficient privilege level in the slave PLC CPU for the requested SNP-X service.
PLC Error 0x020F | password protection at PLC CPU may be preventing the requested service.

Unsupported COMMREQ. These errors are onIy generated when there is no protocol currently being run
PLC Error 0x0213 | on a port, and the port receives a COMMREQ.
(The port may be disabled or an error has occurred in processing a new configuration).

SNP communication is not active. Must initiate a new SNP communication by sending an Attach or Long
PLC Error 0x030C Attach COMMREQ.

COMMREQ Data Block Length is too small.
PLC Error 0X030E | 040t command string data is missing or incomplete.

PLC Error 0x030F | Invalid slave memory type in X-Request message.

PLC Error 0x0313 | Invalid COMMREQ length.

PLC Error 0x040C | SNP slave did not respond to Attach message from master.

PLC Error 0x040E | Serial output timeout. The CMM module was unable to transmit the modem autodial output from the serial
port. (May be due to missing CTS signal when the CMM is configured to use hardware flow control.)

PLC Error 0x040F Invalid slave memory address or range in X-Request message.

PLC Error 0x0413 | Invalid COMMREQ status word location.

PLG Error 050G | o™ 0 21 vl Ststs Word mamory type r address

PLC Error 0x050E | Response was not received from modem. Check modem and cable.

PLC Error 0x050F l[;];ltglll(ér?g;[ﬁ m%hblenéiliggggs;%e%%gﬁa exceed decimal 1000 bytes.

PLC Error 0x0513 | Invalid COMMREQ data.

PLC Error 0x060C | Master device memory type is not valid in this PLC.

Modem responded with BUSY.

PLC Error 0x060E Modem is unable to complete the requested connection. The remote modem is already in use; retry the
connection request at a later time.

X-Buffer data length does not match the service request in X-Request message.
PLC Error Ox060F | The X-Buffer message length is obtained from the Next Message Length field in the X-Request message;
the length of the data within the buffer message is always the message length.

PLC Error 0x070C | Master device memory address or length is zero.

Modem responded with NO CARRIER.
PLC Error 0x070E | Modem is unable to complete the requested connection.
Check the local and remote modems and the telephone line.

Queue Full indication from Service Request Processor in slave PLC CPU.
PLC Error 0x070F The slave is temporarily unable to complete the service request. )

The master should try again later. It is recommended that the master wait at least 10 msec before
repeating the X-Request.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)

EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K . I A-29



- Appendix A - HMI and PLC Error Code Tables

GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd

u Panel Error Code

PLC Errors for GE 90-30 SNPX Protocol (Minor-Major) (cont’d)

PLC-499 Hex Value Description

0x080C Unable to read or write master device memory locations specified in COMMREQ. Usually caused by invalid
memory address for this PLC. SNP message exchange may have taken place.

0X080E Modem responded with NO DIALTONE. Modem is unable to complete the requested connection. Check the
modem connections and the telephone line.
Service Request Processor response exceeds 1000 bytes;

0x080F the SNP-X slave device cannot return the data in an X-Response message.
(This error applies to CMIM module only.)

0x090C Master device memory data length exceeds maximum data size of CMM module (2048 bytes). Must use a
smaller data length. Use multiple COMMREQS if total data length exceeds this maximum value.

0X090E Modem responded with ERROR. Modem is unable to complete the requested command. Check the
modem command string and modem.

0x0AQC Slave device memory type is missing or not valid.

0XOAOE Modem responded with RING, indicating that the modem is being called by another modem. Modem is
unable to complete the requested command. Retry the modem command at a later time.

0x0BOC Slave device memory address is missing or zero.
An unknown response was received from the modem. Modem is unable to complete the requested

0x0BOE command. Check the modem command string and modem. The modem response is expected to be either
CONNECT or OK.
COMMREQ Data Block Length is too small.

0x0C0C (V\ldhenseﬁqe)cted COMMREAQ length is 6 words or less. An improper length may cause other minor error
codes 6-11.

0x0DOC Invalid Diagnostic Status Word (DSW) starting word or length.

0X0EOC Invalid maximum SNP message data size.
Must be an even value from 42 to 2048.

0x0F0C Invalid Privilege Level. Must be 0 through 4 or -1.

0x100C Invalid Fault Table selector.
Must be 1 for 1/0 Fault Table, or 2 for PLC Fault Table.
Unexpected Service Request Processor error.

0x100F (This error applies to CMM module only; the unexpected SRP error code is saved in the Diagnostic Status
Words in the CMM module.)

0x110C Invalid Fault Table starting index.
Must be 1-32 for 1/0 Fault Table, or 1-16 for PLC.

0x120C Invalid fault count. Must be 1-32 for I/0 Fault Table, or 1-16 for PLC Fault Table.

0x130C Invalid Set PLC Date/Time mode. Must be 1-4.

0x140C Invalid Set PLC Date/Time date, time, or day-of-week value.

0x150C Unable to retrieve master device PLC time/date from PLC CPU.

0x150F Requested service is not permitted in a Broadcast request. The master must direct the X-Request message
to a specific SNP-X slave device.
Invalid slave PLC type.

0x160C Must be 0 for Series 90-70, or 1 for Series 90-30 or Series 90-20.

0x170C Invalid datagram type.
Must be 01h for normal datagram, or 81h (129) for permanent datagram.

0x180C Missing or too many datagram point formats. Must be 1-32.

0x190C Invalid datagram point format data.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)
u

Panel Error Code

PLC-499 Hex Value Description
0x1A0C Datagram area size is too small to include data for all specified point formats.
0x1B0C Invalid number of Control Program Names. Must be 1-8.
0x1C0C SNP-X Request exceeds maximum data size (8000 bytes).
Must use a smaller data length. Use multiple COMMREQSs if necessary.

0x1D0C Invalid SNP-X communication session type.

Must be 0 for a single slave device, or 1 for multiple slave devices.
lllegal destination SNP ID specified for SNP-X slave. Must be 0-7 ASCII characters, plus a terminating
0x1EOC null character (00h). The Null SNP ID (eight bytes of 00h) may be used to specify any single device. The
Broadcast SNP ID (eight bytes of FFh) may be use to specify all slave devices on the serial link.

Destination SNP ID does not match SNP-X session type.

0x1FOC The Broadcast SNP ID is not permitted in a single-slave SNP-X session.
The Null SNP ID is not permitted in a multiple-slave SNP-X session.
Inactivity timeout (T3’). The SNP slave has not received any new SNP messages within the configured T3’
0x200C time interval.
0x200F Invalid Message Type field in a received X-Request message.
The message type of an X-Request message must be 58h = “X.”
0x210C A Parity error has occurred on an Attach, Attach Response, or Update Real-time Datagram message.

Communications have not been established.

Invalid Next Message Type or Next Message Length field in a received X Request message. If this request
does not use a buffer (0-2 bytes of data), the Next Message Type must be zero. If this request will be
0x210F followed with a buffer message (more than 2 byte.), the Next Message Type must be 54h = “T,” and the
Next Message Length must specify the length of the X-Buffer message. Valid X-Buffer message lengths are
9-1008 bytes (data length plus 8 bytes).

0x220C A BCC (Block Check Code) error has occurred on an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x220F Invalid Message Type field in a received X-Buffer message.
The message type of an X-Buffer message must be 54h = “T.”

0x230C A Framing or Overrun serial error has occurred on an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x230F Invalid Next Message Type field in a received X-Buffer message. Since an X-Buffer message is never
followed by another message, the Next Message Type must always be zero.

0x240C An invalid SNP message type was received when an Attach, Attach Response, or Update Realtime
Datagram message was required. Communications have not been established.

0x250C An invalid next message length value was specified in an Attach, Attach Response, or Update Realtime
Datagram message. Communications have not been established.

0x260C An unexpected SNP message type was received when an Attach, Attach Response, or Update Realtime
Datagram was required. Communications have not been established.
Another Break was received while SNP slave was waiting for an Attach or Update Realtime Datagram

0x270C message
An SNP message has been sent and retried the maximum number of times.

0x280C A maximum of two retries are permitted.
A retry is caused by a NAK from from the remote SNP device.

0x290C A received SNP message has been NAK-ed the maximum number of two times.

The NAK-ed message may be retransmitted a maximum of two times.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)
u

Panel Error Code

PLC-499 Hex Value Description

0x2A0C An unknown message was received when an acknowledge (ACK or NAK) was required.

0x2B0C Sequence Error. An unexpected SNP message type was received.

0x2C0C Received SNP message contains bad next message length value.
Acknowledge timeout. An acknowledge (ACK or NAK) was not received within the configured T2 time

0x2D0C interval. A slave device may generate this error if the master device has aborted after maximum response
NAKSs and does not NAK the next response retry.
Response timeout. The SNP Master did not receive an SNP Response message within the configured T5”

0x2E0C time interval.

0X2FOC Buffer message timeout. An expected Text Buffer or Connection Data message was not received within the
configured T5” time interval.
Serial output timeout. The CMM module was unable to transmit a Break, an SNP message, or SNP

0x300C acknowledge (ACK or NAK) from the serial port. (May be due to missing CTS signal when the CMIM
module is configured to use hardware flow control.)

0x310C SNP slave did not receive a response from the Service Request Processor in the PLC CPU.

0x320C COMMREQ timeout. . ) o
The COMMREQ did not complete within the configured time interval.

0x330C An SNP Request or Response was aborted prior to completion due to reception of a Break.

0x340C PLC backplane communications error.

0x350C Invalid Piggyback Status data memory type or address.
Communications have not been established.

0x360C Invalid SNP Slave SNP ID. Must be a 0-7 ASCII characters, plus a terminating null character (00h). The Null
SNP ID (eight bytes of 00h) may be used to specify any single slave device.
The SNP master has received a response message containing an unexpected data length. Usually indicates

0x370C a problem with the remote SNP slave device. May occur when Series 90-70 commands (Task Memory or
Program Block Memory Read/Write) are issued to a Series 90-30 slave device.

0x380C Response code in received SNP-X response message does not match expected value. (Response code
must equal the request code +80h.)

0x390C SNP-X Response message exceeds maximum data size (decimal 1000 bytes).
Data in the Response is ignored.

0x400C A parity error has occurred on an X-Attach Response message when establishing a new SNP-X
communication session. Communications have not been established.

0x400D The requested service is not supported by the SNP slave.

0x400F Serial output timeout. The slave was unable to transmit an SNP-X message from the serial port. (May be

due to missing CTS signal when the CMM module is configured to use hardware flow control.)

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)
u

Panel Error Code

PLC-499 Hex Value Dl
A framing or overrun error has occurred on an X-Attach Response message when establishing a new
0x410C SNP-X communication session.
Communications have not been established.
0x410D SNP slave on CMM module requires PLC CPU privilege level 2 to operate. The SNP slave has rejected a
request to change to a higher or lower privilege level.
0x410F An SNP-X request was aborted prior to completion due to reception of a Break.
A BCC (Block Check Code) error has occurred on an X-Attach Response message when establishing a new
0x420C SNP-X communication session.
Communications have not been established.
SNP Request or Response message exceeds maximum data length of the CMM module. (Total data length
0x420D for Mailbox and all following Buffer messages is 2048 bytes.) The master must use a smaller data length.
Use multiple requests if total data length exceeds the maximum value.
0x420F An X-Buffer message was received containing greater than 1000 bytes of data. The data is ignored.
An invalid message type was received when an X-Attach Response was required when establishing a new
0x430C SNP-X communication session.

Communications have not been established.

Improper Write Datagram message format. Series 90-70 slave devices use a different format for this
message than Series 90-30 or Series 90-20 slave devices. The master must use the proper message
0x430D format for this SNP slave device. (The SNP master in the CMMmodule sends this message as part of the
Establish Datagram COMMREQ command. The datagram has been partially established, but is not usable;
the datagram should be cancelled by using the Datagram ID returned by the COMMREQ.)

0x430F The SNP-X slave did not receive a response from the Service Request Processor in the PLC CPU.

An invalid next message type value was detected in an X-Attach Response message when establishing a
0x440C new SNP-X communication session.

Communications have not been established.
0x440D A datagram error occurred in a Series 90-70 slave device (dual-port error).
0x440F PLC backplane communications error.

An invalid response code was detected in an X-Attach Response message when establishing a new SNP-X
0x450C communication session.

Communications have not been established.

An expected X-Attach Response message was not received within the response timeout interval when

0X460C establishing a new SNP-X communication session. The master has retried the X-Attach message twice
without receiving a response.

Communications have not been established.

A parity error has occurred on an X-Attach Response message when re-gstablishing an existing SNP-X

0x500C communication session.

Communications have not been established.
0x500F A parity error has occurred in a received X-Attach message.

A framing or overrun error has occurred on an X-Attach Response message when re-establishing an
0x510C existing SNP-X communication session.

Communications have not been established.
0x510F A framing or overrun error has occurred in a received X-Attach message.

A BCC (Block Check Code) error has occurred on an X-Attach Response message when re-establishing an
0x520C existing SNP-X communication session.

Communications have not been established.
0x520F A BCC (Block Check Code) error has occurred in a received X-Attach message.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont’d)
u

Panel Error Code ‘o
PLC-499 Hex Value Description
An invalid message type was received when an X-Attach Response was required when re-gstablishing an
0x530C existing SNP-X communication session.
Communications have not been established.
0x530F An invalid Message Type was received when an X-Attach message was required. (For an X-Attach
message, the message type must be 58h = “T”.)
An invalid Next Message Type value was detected in an X-Attach Response message when re-gstablishing
0x540C an existing SNP-X communication session.
Communications have not been established.
Ox540F An invalid Next Message Type value was detected in a received X-Attach message. (For an X-Attach
message, the Next Message Length must be zero.)
An invalid response code was detected in an X-Attach Response message when re-establishing an existing
0x550C SNP-X communication session. _
Communications have not been established.
0x550F An invalid request code was detected in a received X-Attach message.
An expected X-Attach Response message was not received within the response timeout interval when
0x560C re-establishing an existing SNP-X communication session. The master has retried the X-Attach message
twice without receiving a response. Communications have not been established.
0x600C A parity error has occurred on an X-Response message.
0x600F A parity error has occurred in a received X-Request message.
0x610C A framing or overrun error has occurred on an X-Response message.
0x610F A framing or overrun error has occurred in a received X-Request message.
0x620C A BCC (Block Check Code) error has occurred on an X-Response message.
0x620F A BCC (Block Check Code) error has occurred in a received X-Request message.
0x630C An invalid message type was received when an X-Response message was required.
0x640C An invalid next message type value was detected in an X-Response message.
0x650C An invalid response code was detected in an X-Response message.
0x660C An expected X-Response message was not received within the response time.
0x700C A parity error has occurred on an Intermediate Response message.
0x700F A parity error has occurred in a received X-Buffer message.
0x710C A framing or overrun error has occurred on an Intermediate Response message.
0x710F A framing or overrun error has occurred in a received X-Buffer message.
0x720C A BCC (Block Check Code) error has occurred on an Intermediate Response message.
0x720F A BCC(Block Check Gode) error has occurred in a received X-Buffer message.
0x730C An invalid message type was received when an Intermediate Response message was required.
0x730F An expected X-Buffer message was not received.
0x740C An invalid next message type value was detected in an Intermediate Response message.
0x750C An invalid response code was detected in an Intermediate Response message.
0x760C An expected Intermediate Response message was not received within the response timeout interval.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)

PLC-498 Hox Value Description
0x8D0A Bad DOS Version. Must have DOS 2.0, or later, to support the SNP DOS Driver.
0x8E0A PC Serial port configured for SNP Master driver is not open; no communication can take place.
0x8F0A Out-of-Sequence SNP message. SNP message type received was not the type expected.
0X900A (E;g((jjeSNP BCC encountered. Transmission was aborted after maximum retries due to a bad Block Check
0x910A Bad SNP communication. Transmission was aborted after maximum retries due to serial errors (that is,
parity, overrun, or framing errors).
0X920A ys%a%'ﬂsh%%mmunlcatlon' Either communication has been lost or a communication session has not been
0xC105 Invalid block state transition.
0xG205 The OEM key is NULL (inactive).
0xC305 Text length does not match traffic type.
0xC405 Verify with FA Card or EEPROM failed.
0xC505 No task-level Rack/Slot configuration to read or delete.
0xC605 Control Program (CP) tasks exist but requestor not logged into main CP.
0xC705 Passwords are set to inactive and cannot be enabled or disabled.
0xC805 Password(s) already enabled and can not be forced inactive.
0xC905 Login using non-zero buffer size required for block commands.
0xCA05 Device is write-protected.
0xCB05 A comm or write verify error occurred during save or restore.
0xCC05 Data stored on device has been corrupted and is no longer reliable.
0xCD05 Attempt was made to read a device but no data has been stored on it.
0xCE05 Specified device has insufficient memory to handle request.
0xCF05 Specified device is not available in the system (not present).
0xD005 One or more PLC modules configured have unsupported revision.
0xD105 Packet size or total program size does not match input.
0xD205 Invalid write mode parameter.
0xD305 User Program Module (UPM) read or write exceeded block end.
0xD405 Mismatch of configuration checksum.
0xD505 Invalid block name specified in datagram.
0xD605 Total datagram connection memory exceeded.
0xD705 Invalid datagram type specified.
0xD805 Point length not allowed.
0xD905 Transfer type invalid for this Memory Type selector.
0xDAO05 Null pointer to data in Memory Type selector.
0xDB05 Invalid Memory Type selector in datagram.
0xDCO05 Unable to find connection address.
0xDD05 Unable to locate given datagram connection ID.
0xDE05 Size of datagram connection invalid.
0xDF05 Invalid datagram connection address.

(PLC generated error codes for the GE 90-30 SNPX protocol continued on the next page)
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GE 90-30 SNPX Protocol — PLC Error Code Tables (cont'd)
u

PLC-498 Hox Yalue Description
0xE005 Service in process cannot login.
0xE105 No 1/0 configuration to read or delete.
0xE205 I0S could not delete configuration, or bad type.
0xE305 CPU revision number does not match.
0xE405 Memory Type for this selector does not exist.
0xE505 DOS file area not formatted.
0xE605 CPU model number does not match.
0xE705 Configuration is not valid.
0xE805 No user memory is available to allocate.
0xE905 Memory Type selector not valid in context.
OxEA05 Not logged in to process service request.
0xEB05 Task unable to be deleted.
0XEC05 Task unable to be created.
0xED05 VME bus error encountered.
OXEE05 Could not return block sizes.
OxEF05 Programmer is already attached.
0xF005 Request only valid in stop mode.
0xF105 Request only valid from programmer.
0xF205 Invalid program cannot log in.
0xF305 /0 configuration mismatch.
0xF405 Invalid input parameter in request.
0xF505 Invalid password.
0xF605 Invalid sweep state to set.
0xF705 Required to log in to a task for service.
0xF805 Invalid Task Name referenced.
0xF905 Task address out of range.
0xFA05 Cannot replace /0 module.
0xFB05 Cannot clear I/0 configuration.
0xFCO05 /0 configuration is invalid.
0xFD05 Unable to perform auto configuration.
OxFE05 No privilege for attempted operation.
0xFF05 Service Request Error has been aborted.
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Mitsubishi FX Protocol — PLC Error Codes

Only errors as listed in the HMI Error Code Table shown previously in this Appendix can u

occur when using the Mitsubishi FX protocol. There are no PLC generated errors.

Omron - Panel Error Code PLC-499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected

PLC. The PLC-499 error message includes a four digit hexadecimal value embedded in the
message. This value can be looked up in the specific PLC’s error tables to determine the cause
of the error. The possible PLC generated error codes for the Omron Host Link and FINS
communication protocol are represented by a hexadecimal value as shown in the following
message example.

Omron Error Code PLC-499 Message Example:

Error code 0011
returned from PLC

Panel error code PLC-499
showing a hexadecimal value
of 0011 indicates an “Framing
error.” PLC error when using
the Omron Host Link protocol.
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Omron Host Link Protocol — PLC Error Code Table

u The following table lists the errors that can be generated by the Omron PLC when using the
Host Link protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Error Codes for Omron Host Link

Panel Error -~
PLE.400 Hex Yalue Dgscription
0x0000 Normal Completion.
0x0001 Not executable in RUN mode.
0x0002 Not executable in MONITOR mode.
0x0003 Not executable with PROM mounted.
0x0004 Address over (data overflow).
0x000B Not executable in PROGRAM mode.
0x000C Not executable in DEBUG mode.
0x000D Not executable in LOCAL mode.
0x0010 Parity error.
0x0011 Framing error.
0x0012 Overrun.
0x0013 FCS error.
0x0014 Format error (parameter length error).
0x0015 Entry number data error (parameter error, data code error, data length error).
0x0016 Instruction not found.
0x0018 Frame length error.
0x0019 Not executable (due to Un-executable error clear, non-registration of I/0 table, etc.).
0x0020 I/0 table generation impossible (unrecognized remote I/0 unit, channel over, duplication of optical
transmitting I/0 unit).
0x00A0 Abort due to parity error in transmit data under process.
0x00A1 Abort due to framing error in transmit data under process.
0x00A2 Abort due to overrun in transmit data under process.
0x00A3 Abort due to FCS error in transmit data under process.
0x00A4 Abort due to format error in transmit data under process.
0x00A5 Abort due to frame length error in transmit data under process.
0x00A8 Abort due to entry number data error in transmit data under process.
0x00B0 Un-executable due to program area capacity other than 16k bytes.

A-38 I ° EA9-RHMI-USER-M Hardware User Manual, 1st Ed. Rev. K



Appendix A - HMI and PLC Error Code Tables -

Omron FINS Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the Omron PLC when using the u
FINS protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Error Codes for Omron FINS

Panel Error Code i
PLC-499 Hex Value Description
0x0000 Normal Completion.
0x0001 Service Canceled.
0x0101 Local Error: Local node not in network.
0x0102 Local Error: Token Timeout.
0x0103 Local Error: Retries Failed.
0x0104 Local Error: Too many send frames.
0x0105 Local Error: Node address range error.
0x0106 Local Error: Node Address Duplication.
0x0201 Destination Node Error: Destination Node not in network.
0x0202 Destination Node Error: Unit Missing.
0x0203 Destination Node Error: Third Node missing.
0x0204 Destination Node Error: Destination Node busy.
0x0205 Destination Node Error: Response Timeout.
0x0301 Controller Error: Communications Controller Error.
0x0302 Controller Error: CPU Unit Error.
0x0303 Controller Error: Controller Error.
0x0304 Controller Error: Unit number Error.
0x0401 Service Unsupported: Undefined Command.
0x0402 Service Unsupported: Not supported by Model/Version.
0x0501 Routing Table Error: Destination address setting error.
0x0502 Routing Table Error: No routing tables.
0x0503 Routing Table Error: Routing table error.
0x0504 Routing Table Error: Too many delays.
0x1001 Command Format Error: Command too long.
0x1002 Command Format Error: Command too short.
0x1003 Command Format Error: Elements/Data don’t match.
0x1004 Command Format Error: Command format error.
0x1005 Command Format Error: Header Error.
0x1101 Parameter Error: Area classification missing.
0x1102 Parameter Error: Access Size Error.
0x1103 Parameter Error: Address range error.

(PLC generated error codes for the Omron FINS protocol continued on the next page)
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Omron FINS Protocol — PLC Error Code Table (cont'd)
A

Panel Error Code -
PLC-499 Hex Value SR
0x1104 Parameter Error: Address range exceeded.
0x1106 Parameter Error: Program Missing.
0x1109 Parameter Error: Relational Error.
0x110A Parameter Error: Duplicate Data Access.
0x110B Parameter Error: Response too long.
0x110C Parameter Error: Parameter Error.
0x2002 Read Not Possible: Protected.
0x2003 Read Not Possible: Table missing.
0x2004 Read Not Possible: Data missing.
0x2005 Read Not Possible: Program missing.
0x2006 Read Not Possible: File missing.
0x2007 Read Not Possible: Data mismatch.
0x2101 Write Not Possible: Read Only.
0x2102 Write Not Possible: Protected — cannot write data link table.
0x2103 Write Not Possible: Cannot register.
0x2105 Write Not Possible: Program missing.
0x2106 Write Not Possible: File missing.
0x2107 Write Not Possible: File name already exists.
0x2108 Write Not Possible: Cannot change.
0x2201 Not executable in current mode: Not possible during execution.
0x2202 Not executable in current mode: Not possible while running.
0x2203 Not executable in current mode: Wrong PLC mode (Program).
0x2204 Not executable in current mode: Wrong PLC mode (Debug).
0x2205 Not executable in current mode: Wrong PLC mode (Monitor).
0x2206 Not executable in current mode: Wrong PLC mode (Run).
0x2207 Not executable in current mode: Specified node not polling node.
0x2208 Not executable in current mode: Step cannot be executed.
0x2301 No such device: File device missing.
0x2302 No such device: Missing memory.
0x2303 No such device: Clock missing.
0x2401 Cannot Start/Stop: Table missing.
0x2502 Unit Error: Memory Error.
0x2503 Unit Error: I/0 setting Error.
0x2504 Unit Error: Too many 1/0 points.
0x2505 Unit Error: CPU bus error.
0x2506 Unit Error: 1/0 Duplication.

(PLC generated error codes for the Omron FINS protocol continued on the next page)
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Omron FINS Protocol — PLC Error Code Table (cont'd)

PLC Error Codes for Omron FINS

PLC-498 Hox Value Description
0x2507 Unit Error: 1/0 bus error.
0x2509 Unit Error: SYSMAC BUS/2 error.
0x250A Unit Error: CPU Bus Unit Error.
0x250D Unit Error: SYSMAC BUS No. duplication.
0x250F Unit Error: Memory Error.
0x2510 Unit Error: SYSMAC BUS terminator missing.
0x2601 Command Error: No protection.
0x2602 Command Error: Incorrect password.
0x2604 Command Error: Protected.
0x2605 Command Error: Service already executing.
0x2606 Command Error: Service stopped.
0x2607 Command Error: No execution right.
0x2608 Command Error: Settings not complete.
0x2609 Command Error: Necessary items not set.
0x260A Command Error: Number already defined.
0x260B Command Error: Error will not clear.
0x3001 Access Right Error: No access right.
0x4001 Abort: Service aborted.
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u Omron - Panel Error Code P495 Explanation

The PLC-495 error code is used to show any errors that are generated by the connected

PLC. The PLC-495 error message includes a four digit hexadecimal value embedded in the
message. This value can be looked up in the specific PLC’s error tables to determine the cause
of the error. The possible PLC generated error codes for the Omron CS/CJ FINS Ethernet
communication protocol are represented by a hexadecimal value as shown in the following
message example.

Omron Error Code PLC-495 Message Example:

Error code 0504
returned from PLC

Panel error code PLC-495
showing a hexadecimal value
of 0504 indicates a “Routing
table error: Too many relays”

PLC error.
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Omron CS/CJ FINS Ethernet Protocol — PLC Error Code Table

The following table lists the errors that can be generated by the Omron PLC when using the

CS/CJ FINS Ethernet protocol.

NOTE: The following errors can be generated from the designated PLC, are monitored by the C-more HMI, and are
displayed on the attached screen as a hexadecimal value in panel error code PLC-499 message, if active. Please
refer to the PLC manufacturer's documentation for additional information.

PLC Error Godes for Omron CS/CJ FINS Ethernet

Panel Error -
PLE.405 Hex Value Bgserption
0103 Local Error: Send Error from lack of buffer space. Try reducing Ethernet load to the module.
0201 Destination Node Error: IP address of remote node not set correctly.
0202 Destination Node Error: No node with the specified unit address found.
0205 Destination Node Error: Packet corrupted or Response timeout. Try increasing timeout.
0301 Controller Error: Communications controller error.
0302 Controller Error: CPU Unit error. Check error LEDs on PLC. Refer to documentation for that CPU.
0304 Controller Error: Unit number error. Make sure Unit number is not used twice.
0401 Service unsupported: Undefined command.
0501 Routing table error: Destination address setting error. Routing table incorrect.
0502 Routing table error: No routing tables.
0503 Routing table error: Routing table error.
0504 Routing table error: Too many relays.
1001 Command format error: Command too long. Bad packet: check for electrical noise and grounding.
1002 Command format error: Command too short. Bad packet: check for electrical noise and grounding.
1003 Command format error: Elements/data don’t match. Bad packet: check for electrical noise and grounding.
1005 Command format error: Header error. This is the error received when station # set in the command does
not match the station # of the Ethernet module.
1100 Parameter error: UDP socket number bad.
1101 Parameter error: Address requested does not exist in PLC.
1103 Parameter error: Address area requested in not accessible.
220F Status error: Duplicate Socket error.
2210 Status error: Specified socket not open.
2305 Environment Error: IP address conversion failed. Only encountered when using routing tables.
2307 Environment Error: IP address conversion set for automatic.
2503 Unit error: 1/0 setting error.
2505 Unit error: CPU bus error.
250A Unit error: CPU Bus Unit error.
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Siemens - Panel Error Code P499 Explanation

The PLC-499 error code is used to show any errors that are generated by the connected PLC.
The PLC-499 error message includes a four digit hexadecimal value displayed at the end of
the message. This value can be looked up in the specific PLC’s error tables to determine the
cause of the error. The possible PLC generated error codes for the Siemens PPI communication
protocols breakdown into a four digit hexadecimal value as shown in the following message
example.

Siemens Error Code PLC-499 Message Example:

A |

Error code 0x8702
returned from PLC

Panel error code PLC-499
showing a hexadecimal value of
0x8702 indicates an “Address
is invalid.” PLC error.
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Siemens PPI Protocol — PLC Error Code Table

Panel Error Code
PLC-499 Hex Value

Description

0x0001 Hardware Fault.
Object access not allowed: Occurs when access to Timer and Counter data type is set to Signed Integer
0x0003 and not BCD.
0x0004 Context not supported.
Address out of range: Occurs when requesting an address within a Data Block that does not exist or is out
0x0005 of range.
0x0006 Address out of range.
0x0007 Write Data size mismatch.
0x000A Object does not exist: Occurs when trying to request a Data Block that does not exist.
0x8000 Function being used.
0x8001 Action is not allowed in current mode.
0x8101 Hardware fault.
0x8103 Access not allowed.
0x8104 Function not supported.
0x8105 Address invalid.
0x8106 Data Type not supported.
0x8107 Data Type is not consistent with size.
0x810A Object does not exist.
0x8500 PDU Size is incorrect.
0x8702 Address is invalid.
0xD201 Block name syntax error.
0xD202 Error with function parameter.
0xD203 Error with block type.
0xD204 No linked block.
0xD205 Object already exists.
0xD206 Object already exists.
0xD207 Block already used in EPROM.
0xD209 Block does not exist.
0xD20E No Block does not exist.
0xD210 Block number incorrect.
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Siemens ISO over TCP Protocol — PLC Error Code Table
u PLC PDU Header Errors for S7-300 CPU, S7-200 Ethernet

PLC-496 Hex Value Description
0x0001 Hardware Fault.
Object access not allowed: Occurs when access to Timer and Counter data type is set to Signed Integer
0x0003 and not BCD.
0x0004 Context not supported.
Address out of range: Occurs when requesting an address within a Data Block that does not exist or is out
0x0005 of range.
0x0006 Address out of range.
0x0007 Write Data size mismatch.
0x000A Object does not exist: Occurs when trying to request a Data Block that does not exist.
0x8000 Function being used.
0x8001 Action is not allowed in current mode.
0x8101 Hardware fault.
0x8103 Access not allowed.
0x8104 Function not supported.
0x8105 Address invalid.
0x8106 Data Type not supported.
0x8107 Data Type is not consistent with size.
0x810A Object does not exist.
0x8500 PDU Size is incorrect.
0x8702 Address is invalid.
0xD201 Block name syntax error.
0xD202 Error with function parameter.
0xD203 Error with block type.
0xD204 No linked block.
0xD205 Object already exists.
0xD206 Object already exists.
0xD207 Block already used in EPROM.
0xD209 Block does not exist.
0xD20E No Block does not exist.
0xD210 Block number incorrect.
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- Appendix B - HMI Runtime Errors

Introduction

The C-more family of HMIs have diagnostics built-in to the operating system that monitor
various runtime functions that will display an error message on the panel’s display indicating
that a particular error has occurred and what the error represents. The Error Message(s) is
displayed in the upper left area of the display screen. The Runtime Errors are also logged into
the panel’s Error log under the Information tab in the panel’s System Setup Screens. The
Error Log Code, for example RTE-004, identifies the error on the System Screen - Error tab
and in the error log. See Chapter 5: System Setup Screens for additional details. The tables
that follow show the possible Runtime Errors.

Users can include this diagnostic information in their HMI projects by using the system tag
name SYS ERR ERRORCODE to control displayed screens, operator messages, etc., and also
communicate error information to the PLC or controlling device. If a runtime error occurs,
the SYS ERR ERRORCODE system tag will contain the numeric value shown under the Tag
Code Error Value. For example, if the panel project is configured to log to USB and no USB
flash drive is installed in the panel, the panel will display “RTE-004 Log buffer memory is
full” and the SYS ERR ERRORCODE system tag will contain the value 2004. The value of
the last runtime error detected will remain in the SYS ERR ERRORCODE.

If you have difficulty determining the cause of the error, refer to Chapter 8: Troubleshooting
for additional help or contact our technical support group at 770-844-4200

RTE-004 Log buffer
memory is full

C-more Error Message

Stride™
Ethernet Switch
i 10/100 Base-T
) (such as SE2-Sw5U)

C-more

CLICK PLC EA9-RHMI

Ethernet CAT5
Cable

Auto MDI / MDI-X
Ethernet Port
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Runtime Errors

If there is more than one Runtime Error, then the Error Message displayed at the top of the

panel’s screen will display for 3 seconds, then be off for 2 seconds. The next Error Message will

display for the same time increment. This will continue through any other active runtime error B
messages and then start over. When only one Runtime Error is active, then that message will
continuously be displayed until it is no longer active.

Tag  System

EfrOr  Eror Screen

Error

Error Message

No. CLoo(?e Located at upper left of screen Me1§as;ge Code Info >
Value  Error
Log Error
The size of the destination
Log Failed. SYS ERR MMI/\/[IJI\[I)I@S( memory is not large
1 RTE-001 | Not enough Memory Space in 2001 enough to store the data.
o Mo ERRORCODE Error Code ) )
YoDevice% : See Log File Naming
RTE-001
below.
MM/DD/YY | No device available or
: Log Failed. SYS ERR HH/MM/SS | the device is defective.
2| RTE002 o/ neviced% cannot be found ERRORCODE | 2% | Error Code | See Log File Naming
RTE-002 below.
Logging the data has failed
MM/DD/YY |due to a problem such as
3 Log Failed. SYS ERR HH/MM/SS | the memory write protect
8 | RTE003 | cannot write file - %file% ERRORCODE | 2°% | Error Code |is enabled.
RTE-003 | See Log File Naming
below.
MM/DD/YY | The data log buffer in the
. SYSERR HH/MM/SS | SRAM memory is full.
4 RTE-004 |Log cache memory is full ERRORCODE 2004 Error Code | See Log File Naming
RTE-004 below.
Screen Capture
Capture Failed. MM/DDAY The size of the destination
, SYS ERR HH/MM/SS .
1 RTE-011 |Not enough Memory Space in 2011 memory is not large
. ERRORCODE Error Code
%Device% enough to store the data.
RTE-011
MM/DD/YY
9 RTE-012 Capture Failed. SYS ERR 2012 HH/MM/SS | No device available or
%Device% cannot be found ERRORCODE Error Code |the device is defective.
RTE-012
MM/DD/YY |Logging the data has failed
3 RTE-013 Capture Failed. SYS ERR 2013 HH/MM/SS | due to a problem such as
Cannot write file - %file% ERRORCODE Error Code |the memory write protect
RTE-013 is enabled.

Table continued on page B-5
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Log File Naming

B4 |

When using the Line Trend Graph to Log, the log file name is formed automatically in the
panel. The visible file name has the following format:

Screen Name + “_” + Object name + “_” + Date Stamp YYMMDD + “.xxt”

Internal to the panel, the file references are stored as the first four characters of the file name +

~” + a serial number between 000 and 999 + “.txt” So, any “group” of filenames is limited
to 999 members.

For example: The following filenames form the same group. All filenames start with “SCRE”:

Screenl_Trend1_yymmdd.txt
Screen2_Trend2_yymmdd.txt
Screen3_Trend3_yymmdd.txt

When the 999 filename limit is reached, the oldest files will automatically be deleted and
logging will continue.

Visible File Name

Internal File Name

Screenl_Trend1_120101.txt SCRE-001.TXT
Screen2_Trend2_120101.txt SCRE-002.TXT
Screen3_Trend3_120101.txt SCRE-003.TXT
Screenl_Trend1_120102.txt SCRE-004.TXT
Screen2_Trend2_120102.txt SCRE-005.TXT
Screen3_Trend3_120102.txt SCRE-006.TXT
Screenl_Trend1_121129.txt SCRE-997.TXT
Screen2_Trend2_121129.txt SCRE-998.TXT
Screen3_Trend3_121129.txt SCRE-~999.TXT

Screenl_Trend3_121130.txt Runtime Error RTE-001

Workaround: To minimize membership in any one group, change the Screen name and the
Object name so the first four characters of the visible file name are unique

For example,
Screen Names: S1, S2
Object Names: AAA, BAA

Visible File Name Internal File Name

S1_AAA_150101.txt
S1_BAA_150101.txt
S2_AAA_150101.txt
S2_BAA_150101.txt
S1_AAA_150102.txt
S1_BAA_150102.txt
S2_AAA_150102.txt
S2_BAA_150102.txt

S1_AAA_151231.txt
S1_BAA_151231.txt
S2_AAA_151231.txt
S2_BAA_151231.txt

S1_A-001.TXT
S1_B-001.TXT
$2_A-001.TXT
$2_B-001.TXT
S1_A-002.TXT
S1_B-002.TXT
$2_A-002.TXT
§2_B-002.TXT

S1_A-365.TXT
S1_B-365.TXT
S$2_A-365.TXT
$2_B-365.TXT

Note that there is no conflict between file names and since no log group will exceed 365
(days) the 999 member limit is never exceeded.
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Runtime Errors (cont’d)

Tag  System
ME;’;;’ g [Emor  Screen
Ta g Code Info >
g Value Error

Error Error Message

No: cL(:)(?e Located at upper left of screen

Handshake

A communications
timeout occurred when
SvS ERR NS | Rumerc Exthy Object i

-~ | umeric Entry Object, in
1 RTE-021 | Handshake Timeout Error ERRORCODE | 2021 |Error Code | which Notification and
RTE-021 Handshake signals are
used, failed to complete
the responses.

e-mail

SYS ERR MMI/\/IIJIG%\S( Agdincor[]ect EMTP tered
: - address has been entere
1 RTE-041 |E-mail Connection Error %Address% ERRORCODE 2041 Error Code | into the HMI Network
RTE-041 dialog screen.
MM/DD/YY : :
An incorrect email
Eﬂé’}”g"ﬁg address has been entered
RTE-042 into the Address Book.

MM/DD/YY
HH/MIM/SS
Error Code
RTE-043

; SYS ERR
2 RTE-042 |Send E-mail Error %Address% ERRORCODE 2042

o Eailad : SYS ERR
3 RTE-043 |Email Failed: The file cannot be attached ERRORCODE 2043

Send FTP

MM/DD/YY | An incorrect FTP Service
1 RTE-051 FTP Connection Error SYS ERR 2051 HH/MM/SS | has been assigned into
%Address%&%ID% ERRORCODE ErTrEro%c%de the HMI Network dialog
- screen.

MM/DD/YY Permission to write to the

FTP folder has not been
2 RTE-052 Send FTP Error SYS ERR 2052 HH/MM/SS

o 0/ 29/ 119 authorized. The FTP site
%Address%&%ID% ERRORCODE F{rTrE-rO%%de may require a user ID and

password.

MM/DD/YY

3| RTE-053 |FTP Failed: The filecannot be copied | SNSiaopg | 2053 | HHMM/SS

RTE-053

Recieve FTP

MM/DD/YY
HH/MM/SS
Error Code
RTE-061

; SYS ERR
1 RTE-061 |Receive FTP Error ERRORCODE 2061

Receive HTTP

MM/DD/YY

; SYS ERR HH/MM/SS
1 RTE-071 |Receive HTTP Error ERRORCODE | 2971 | Error Code

RTE-071
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- Appendix B - HMI Runtime Errors

Runtime Errors (cont’d)

Tag System
Ii_r;gr Error Message ME;rs%rge Error  Screen
Code Located at upper left of screen Tag Code Info >
Value Error
Sound
SYS ERR I\H/IHl\al/\lll:)l\%psf Th d file failed to pl
. ; e sound file failed to play
1 RTE-081 |Sound Failed. Not enough Memory ERRORCODE 2081 E?Ero%‘%de due to insufficient memory.
Confiict
IP Add Conflict - C IP SYS ERR IIEI,IMKEI)I\[I)I;\S(\S(
ress Conflict - Correct .
1| RTE-091 I aqdress and Power Cycle ERRORCODE | 2991 |Error Gode | Conflict of IP Address
RTE-091
Multiple Recipe
MM/DD/YY o
1 FTeon oo Hothne| 2o A | Jupetn o
RTE-101
MM/DD/YY o
2 | RTE-102 |File cannot open XS SRR pE | 2102 | HHMMVES gggnrgg!pe file cannot be
RTE-102
MM/DD/YY o .
Abnormality is found in the
3 RTE-103 |E-mail Connection Error %Address% %3555005 2103 E:}Ié'\rﬂgﬂéges numeric character data of
RTE-103 the recipe file.
MM/DD/YY
4 RTE-104 |Send E-mail Error %Address% SYS ERR 2104 HH/MM/SS | Abnormality is found in the
o 0 ERRORCODE E[rrgr%%de Tag data of the recipe file.
MM/DD/YY ;
Recipe was operated by the
5 | RTE-105 |Recipe - Index (%Row%) error SYS SRR e | 2105 [HEMMWSS 1 ecord number outside the
RTE-105  |Mande.
MM/DD/YY
6 RTE-106 | Not enough buffer memory EEESEEODE 2106 Eﬁ}lg\rﬂgﬂégg Memory allocation error
RTE-106
MM/DD/YY
. . . SYS ERR HH/MM/SS | There was an error trying to
7 RTE-107 | File cannot write ERRORCODE 2107 Error Code | write the recipe file.
RTE-107
MM/DD/YY
8 RTE-108 |Wrong file format SYS ERR o108 |HHMM/SS | The recipe file format is
9 ERRORCODE ErTrEr1%%de incorrect.
Not h M S i SYS ERR I\H/IHl\al/\lll:)l\%psf Insufficient st
. ot enough Memory Space in nsufficient storage space
9 | RTE109 Jo;peviced ERRORCODE | 2109 Error Code | on media
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Appendix B - HMI Runtime Errors -

Runtime Errors (cont’d)

Error Tag  System
No Log Error Message Error  Screen
" code Located at upper left of screen Code  Info >
Value Error
Action
SvS ERR HHNVISS | oxccuted i the ovont
; executed in the even
1 RTE-121 | Action Overflows ERRORCODE | 2121 | Error Code | exceeded the maximum
RTE-121 number.
SRAM Error
Memo?anpanel ha? been
corrupted by power loss,
SYS ERR I'EIAMIIIJI\%\S(\S( etc. Try cycling power to
1 RTE-500 | SRAM Check Sum Error ERRORCODE | 2500 | ErrorCode | the panel and re-transfer
RTE-500 the project to the panel in
sequential steps to attempt
to resolve the error.
SD Ejection
SDd1 tRaSH?\?I?% remto . Lm{n thetl-lrl\tll | SYS ERR
_ and the as stopped. To resta
1| RTE-130 e Hi, insert the SD1 cardand | ERRORCODE | 2121
press Reboot.
The panel has detected a project
file in SD1 and in the HMI built-in SYS ERR
2 RTE-131 | Flash. Only one location can contain ERRORCODE 2131
a project. See Help File topic Project
Storage / Boot Location.
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Appendix C - Security Considerations for Control Systems Networks

Security Considerations for Control Systems Networks

c2 |

Manufacturers are realizing that to stay competitive, their Automation and Control Systems
need to be more integrated within their plant. The systems often need to be integrated with
upstream Enterprise Data Systems, and even further integrated to allow information to be
accessible across multiple plants, or even through the Internet. This convergence of the IT
world with the Automation World creates challenges in maintaining secure systems and
protecting your investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this
is only one very small step in securing your systems. Automation Control System Networks
need to incorporate data protection and security measures that are at least as robust as a
typical business computer system. We recommend that users of PLCs, HMI products and
SCADA systems perform your own network security analysis to determine the proper level
of security required for you application. However, the Department of Homeland Security’s
National Cybersecurity and Communications Integration Center (NCCIC) and Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) has provided direction
related to network security and safety under an approach described as “Defense in Depth”,
which is published at hteps://ics-cert.us-cert.gov/sites/default/files/recommended practices/
NCCIC ICS-CERT Defense in Depth 2016 _S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems,

and the use of secure methods for remote access such as Virtual Private Networks (VPNs).
Further, users should minimize network exposure for all control system devices and such
control systems and these systems should not directly face the internet. Following these
procedures should significantly reduce your risks both from external sources as well as internal
sources, and provide a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer
and business systems. AutomationDirect recommends using one or more of these resources in
putting together a secure system:

e ICS-CERT’s Control Systems recommended practices at the following web address:
https://ics-cert.us-cert.gov/Recommended-Practices

e Special Publication 800-82 of the National Institute of Standards and Technology — Guide to
Industrial Control Systems (ICS) Security:
https://csre.nist.gov/publications/detail/sp/800-82/rev-2/final

e ISA99, Industrial Automation and Control Systems Security
heeps://www.isa.org/MSTemplate.cfm?MicrositelD=9888 Committee]D=6821 (please note this
is a summary and these standards have to be purchased from ISA )

The above set of resources provides a comprehensive approach to securing a control system
network and reducing risk and exposure from security breaches. Given the nature of any
system that accesses the internet, it is incumbent upon each user to assess the needs and
requirements of their application and take steps to mitigate the particular security risks
inherent in their control system
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